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TOM TAT
Bé&o c&o trinh bay viéc xay dwng mot hé théng phat hién xam nhap va giam sat mang noi
bd LAN. Hé thdng dwoc thiét k& nham giam sat mang va cac hoat déng clia mang dbi véi cac hanh
vi khéng dugc phép va cé bién phap phan &ng lai, theo ché dé thdi gian thwc dé ngédn chan va
phong ngtra cac hoat déng nay. Khi mét cudc tAn cong bi phat hién, hé théng cé thé bé qua nhirng
goi tin bat hop phap va dwa ra cac théng bao dén nguwdi quan tri mang.
ABSTRACT

This paper presents an approach in order to build an intrusion detection and monitor
system for a local network area (LAN). This system is designed to monitor network and system
activities for malicious or unwanted behavior and can react, in real-time, to block or prevent those
activities. When an attack is detected, it can drop the offending packets and bring the message to
network administrator.

1. Pit van dé

Trong mot hé thdng mang, cdc may chu thuong 1a muc tiéu chinh trong cac cudc
tan cong, truy cap trai phép. Mot hé thong mang phai dugc bao vé theo nhiéu tang dé ting
cuong kha nang bao v¢ hé théng [1,2,3]. Hién nay, c4c chuong trinh bdo mét, phong chéng
virus bao vé hé théng (BKIS, Kaspersky Anti-Virus, BitDefender Antivirus, ...) déu co gia
thanh cao va cha yéu duoc phat trién ¢ nude ngoai. Ngoai ra, cac chuong trinh firewall bao
vé mang hién nay hau hét duoc tich hop trong céac thiét bi phan ctng ctia mang. Bén canh
d6, cac chuong trinh dugc phat trién riéng 18 v6i cac tinh ning twong dbi doc 1ap véi nhau
cho nén viéc khai thac cac chirc ning cia cac chuong trinh nay nham phuc vu cong viéc
giam sat va quan tri hé thong bi han ché.

Xuat phat tir nhu cau thyc tién trén, chiing t6i tim hiéu xay dung mot chuong trinh
tich hop nhiéu chirc ning hd trg gidm sat hé théng mang va phéat hién cac xam nhap trai
phép co nham gitp cho cong viéc quan tri mang dugc tap trung va dat hi¢u qua cao. Bao
40 nay trinh bay nhimng van dé chu yéu lién quan dén hé théng nay.

2. Cac phwong thirc xAm nhip mang va cich phong chong
2.1. Cdc ki thudt co ban xam nhdp mot hé thong mang
Mot s hinh thirc co ban tdn céng xam nhdp mang phd bién nhu [1]: FootPrinting,

Scanning, Enumeration, Gaining Access, Escalating Privileges, Pilfering, Covering Tracks,
Denial of Service (DoS). Ngoai ra con ¢ mot sd hinh thire tin cong khac nhu: tan cong
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khong qua chimg thuc (Deauthentication attack), tan cong truyén lai (Replay Attack), tin
cong dua trén sy cam nhan séng mang 16p vat ly, gid mao dia chi MAC, ...
2.2. Tdn cong tiv choi dich vu va phong chéng

Tan cong tir chdi dich vu (DoS) 1a cac cudc tan cong trén hé thdng mang nhim
ngin can nhiing truy xuét t6i mot dich vu bang cach 1am tran ngap sé luong két ndi, qua tai
server hodc chuong trinh chay trén server, ti€u ton tai nguyén cua server, hoac ngan chan
ngudi dung hop 1€ truy nhap t6i dich vu mang. C6 3 phuong phap tan cong DoS chu yéu:
Smurf hay Fraggle, SYN Flood va DNS attack [1,3,4].

CAc bién phap co ban phong ngira tin cong DoS nhu sau:

- Phong ngira cac diém yéu cia Gmg dung (Application Vulnerabilities).
- Phong ngtra viéc khai thac str dung cac zombie.

- Ngin ngira str dung cong cu tao cac kénh phat dong tan cong.

- Ngan chin tin cong trén biang thong.

- Ngan chan tin cong qua SYN.

- Phat hién va ngén chéan tAn cong téi han s6 két ndi.

Muc ti€u cta viéc phat hién xam nhép la xac dinh cac hoat dong trai phép, dung sai,
lam dung dbi véi hé théng may tinh giy ra boi ca ngudi dung trong hé thong 1an ngudi
xam nhap ngoai hé thong. Pay 1a mot cong viéc ddy kho khan do anh huong cua sy ting
truong nhanh chong cac két néi mang, méi trudng may tinh khong déng nhat, nhidu giao
thirc truyén thong, ... Viéc phat hi¢én xam nhap duogc xay dung chu yéu dua trén sy khac
biét ing xur cua ké xam nhap so voi nguoi dung hop 1€.

3. Thiét ké xay dung chwong trinh

Hé théng chuong trinh dugc phén tich, thiét ké bao gdm nhiéu muc tiéu nhu giam
sat Iuu thong géi tin IP, theo ddi cac tién trinh hé thong dang hoat dong, cac user dang
nhap trén hé théng, phat hién va canh bio cac nguy co tin cong hay xdm nhdp vao hé
thong trén may chu tir d6 c6 thé tac dong 1én chuong trinh dé bao vé thong tin mang, Ngoai
ra, chuong trinh con ¢6 cac cong cu va tién ich mang gitip cho ngudi quan tri ¢6 thé thao
tac quan 1y tap trung. Vi muc tiéu nhu vay, hé théng c6 nhiing chirc ning chinh sau:

- Giam sat goi tin ra/vao trén hé théng,

- Loc goi tin tir ngudén dén dich dwa theo danh sach tir khoa cho trude dé phat hién
thong tin khong hop phép.

- Kiém soat va phong chéng cac cudc tdn cong DoS, DDoS, cac hanh vi tao ra
backdoor vao hé diéu hanh cia server.

- Kiém tra céc tién trinh, sb hiéu tién trinh, céng dich vu dang hoat dong trén Server
dé tim ra cac dich vu khong hop phap.

- Quan ly cac user hé thong.

- Thong bao email canh béo cho cac nguoi st dung lién quan.
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Loc goi tin
Quan Iy cdng dich vu
Quan Iy két nbi

Chinh sach phat hién Chinh sach canh bao

Chinh sach xtu ly
théng tin

Hinh vé 1. Mo hinh thuc hién cdc chirc nang cia hé tho”hg.

Mot sb cac chirc nang chinh ctia hé théng duoc trinh bay sau ddy.

3.1. Chirc nding loc goi tin

Chure nang loc goi tin (Packet Filtering) 1a cho phép phan tich cac goi tin luu thong
trén may chu (may nam giita mang ndi bé va mang coéng cong) thanh cic thong tin truc
quan hon: IP dich, IP ngudn, Port dich, Port ngudn, giao thtic... Trén co s ndy, ching ta
c¢6 thé kiém soat duoc cac két ndi, nguy co tin cong hay xAm nhdp vao trong mang cua
chung ta thong qua cac tham so loc goi tin. Cac tham sb loc géi tin s& giup chung ta tinh
toan dugc nhiing con s6 cu thé tir 46 dua ra canh bao vé nguy co bi tan cong DoS.

Chtrc nang loc goi tin bao gdm 2 mddun chinh:

a. Mo dun Packet: Cho phép dinh nghia cho goi tin, bao gdm céc trudng trong ciu
trac gai tin IP [4] nhu VER, THL, Type of Service, Total Leng, Identification, ... Gdi tin
chinh 14 cac ludng bit dir liéu, md dun Packet s& phén tich cac ludng dit liéu bit nay thanh
cac truong tuong tng. Tir d6 ta s& truy cap va xt 1y dén cac trudng dir liu mot cach dé
dang.

b. M6 dun PacketMonitor: Class dinh nghia co ché iy dir liéu cac géi tin di qua
cac giao dién.

3.2. Chikc néing cdanh bao kha nang bi tdn cong DDoS

Tan cong tir chéi dich vu DDoS DDOS (Distributed Denial of Service attack) la
hanh dong gay qua tai hé théng hodc bang thong ctia mot may tinh, thuong 1a cac may chu
Web, 1am cho tai nguyén ctia mot may tinh khong thé str dung. Dua vao céc tham s loc toi
tin (giao thirc, dia chi, tdn s gui.... ), ta cO thé dua ra cac qui tic dé canh bao may c6 bj tan
cong gitip cho ngudi quan tri mang ¢ nhiing bién phap dbi pho kip thoi.

Giai thuét canh bao tin céng DDoS nhu sau:

1. Tinh toan cac tham s loc g tin.

2. Kiém tra cac tham sd loc goi tin.

3. Néu cac tham s6 vuot ngudng cho phép thi thyc hién canh bao tan cong DDoS.

4. Nguogc lai thong béo tinh trang hoat dong binh thuong ctia hé théng.

Cac tham sb loc goi tin bao gdm: tong sé goi tin TCP, UDP, ICMP dén may chu,
luu lugng TCP, UDP, ICMP dén may trong 1 pht.

3.3. Chirc ning giam sdt dich vu mang (Services Monitor)
Services Monitor cd chirc nang quan 1y cac dich vu chay trén Server, cho phép
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ngudi quan tri giam sat, tit / mé cac dich vu dang chay trén hé théng.Qua d6 cho phép
nhén dang nhirng tién trinh hoat dong bat hop phap.
3.4. Gidm sdt hiéu sudt mang

Viéc giam sat hiéu sudt mang théng qua viéc do luu luong goi tin vao/ra mang va
thé hién két qua ¢ dang bi€u d6 phan anh truc quan.

Mot s6 giao dién minh hoa céc Kkét qua thyc hién chuong trinh nhu sau:
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Hinh 3. Chitc nang qudn ly cac dich vu.

Hinh 2. Chitc nang loc géi tin.
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Hinh 4. Quan Iy cdc két noi hé thong. Hinh 5. Gidm sdt lvu luong mang.

4. Két luan

Thong thuong phai st dung nhiéu k¥ thuat bao mat di kém véi cac mang dé bao
dam tinh an toan cho mang. Giam sat an ninh mang noi chung, cac hoat dong vao ra cta
go0i tin va két ndi noi riéng dong mot khau then chdt trong chién luge bao mat cua mot hé
thong mang may tinh. Cung vdi cac thanh phan bao vé mang, may chu khac, chuong trinh
phat hién xdm nhdp va bao vé mang cung cip cac chirc niang quan 1y tap trung, hd tro cho
cac quan tri mang kha nang giam sat géi tin, quan 1y cac két ndi dich vu, canh bao cac tiém
nang tan céng DoS, Trojan, .... Chuong trinh dugc xay dung dua trén cong nghé lap trinh
mang cua .NET Framework, la moi truong tich hop trong cac phién ban Windows hién
nay. Trong twong lai, chuong trinh s& duoc phat trién theo hudng dua ra cac phuong an
phat hién Trojan tdi wu, da dang hoa céc canh bao tdn cong DoS, thiét 1ap cac thong sb t6i
wu hiéu sut mang dya trén tinh hinh thyc tién, ...
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