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beé duyét Web thuc suran toan

Trong qua trinh duyét Web, du vé tinh hay hitu y chdc han ban da truy cap toi nh img Website chira nhiéu
nguy co mat an toan. Tham chi, néu chi thuong xuyén ghé tham cdc trang Web chinh théng, ban van co
kha nang bi tdn céng béi chinh cdc Website duoc cho la an toan dang ngay cang tré thanh muc tiéu cta
gioi tin tdc. Dé duyét Web thuc su an toan, ban cdn hiéu r6 cdc nguy co c6 thé xdy dén méi khi vao mang,
dong thoi dp dung nhiéu cap do bao mat nham bao vé hé théng vé cb lap cac méi de doa trong truong hop
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bi tan coéng.

NAM RO CAC NGUY CO

Cac phuong thuc tan céng trinh duyét Web cé thé
duoc phan thanh hai nhom chinh. Nhém thi nhat
tan cong truc tiép vao trinh duyét. Nném nay bao
gom:

Tan cong XSS (Cross-site scripting): ké tan cong
chen cac ma ddc hai moét cach trai phép vao Website
chinh théng, cac ma lénh nay sau do sé duoc trinh
duyét cua ban tu dong thuc thi moi khi truy cap
Website bi nhiém déc.

Tan cong CSRF (Cross-site request forgery):
ké tan céng chén ma lénh vao moét trang Web cho
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phép chung gui di cac yéu cau dudi vai tro cua ban,
théng qua trinh duyét cua ban, t6i mét dia chi khac
(chang han trang Web ctia ngan hang).

Tan cong Click-jacking: ké tdn cong hién thi
dé mo6t nut nhan 4n 1én trén moét Website, va ban co
thé vo6 tinh 4n vao do.

Tan cong trinh duyét st dung cac trang Web hay
lién két lra dao dé tai dinh huéng ban t6i nhimg dia
chi khong tréng doi, tit d6 chiém dung phién trinh
duyét (session hijacking), tai phan mém vao may
nguodi dung, hay thuc hién cac giao dich x&u (chang
han chuyén ti€p thu dién ti ciia ban t6i hom thu cta



ké tan cong).

Nhom céc phuong thic tdn cong Web thi hai nham
muc tiéu toi toan bo hé théng. Cac cudc tadn cong hé
théng kiéu nay thuong khai thac cac 16 héng bao
mat cua trinh duyét hodac cac trinh gan thém (plug-
in) nhu QuickTime hay Flash dé kiém soat may tinh.
Phuong thuc tdn céng nay tan dung cac 16i tran bo
dém hay cac diém yéu dé cai dat virut, sdu may tinh
va thuc hién cac cuéc tan cong tu xa.

Dé bdo vé hé théng khéi ca hai dang thic tin
cong nay dong thoi co lap cac méi de doa trong
truong hop bi tdn céng, ban can ap dung nhiéu
cdp do bdo vé khac nhau. Co thé khéi ddu bang
viéc luu trit cdc mat khau bang trinh quéan ly mat
khau "1Password" (http://agilewebsolutions.com/
products/1Password). 0 muic dé cao hon, ban can
st dung da trinh duyét hay tham chi trién khai da
hé diéu hanh dé ddm bao an toan & muc t6i da. Du
hang ngay ghé tham nhimg Website dang nao, ban
cing nén can nhac cac chi dan duéi day béi chac
chan chung sé hitu ich véi ban.

DA TRINH DUYET

Phuong an phong vé dau tién la su dung cac
trinh duyét Web khac nhau cho cac hoat dong
khac nhau. Nhu vay, ngay ca khi tin tic kiém soat
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duoc mot dién dan trén mang ma ban dang dang
nhép, chung cling khong thé loi dung diéu do dé
tan cong tai khoan ngan hang truc tuyén cua ban
néu ban st dung mét trinh duyét riéng cho cac giao
dich voi ngan hang. Hodac chang han néu ban st
dung mot trinh duyét riéng dé truy cap vao mang
xa hoi Facebook, vu ldy nhiém sau may tinh theo
phuong thuc XSS trén Facebook thoi gian gan day
ciing khéng thé “vuon” sang trinh duyét khac dé
truy xuat vao cac tai khoan thuong mai dién tu hay
Web mail cua ban.

Ban nén su dung trinh duyét chinh 1a Firefox 3.5
(http://www.mozilla.com/firefox/) c6 cai dat cac
plug-in NoScript (http://noscript.net/) va Adblock
Plus (http://adblockplus.org/).

Vi plug-in NoScript cho Firefox, ban cé thé kiém
soat va tuy chinh viéc thuc thi cac doan ma lénh
(script) trén trang Web. Theo méc dinh, NoScript sé
vO hieu hoa Java, JavaScript, Flash va nhiing noéi
dung déng khac thuong hay bi cac cudc tadn cong
loi dung. NoScript cho phép tuy chinh viéc kiém
soat nén ban c¢é thé phé chudn cho cac script trén
mot trang Web cu thé duoc phép thi hanh tam thoi
hay vinh vien. Boi viéc tan cong moét trinh duyét ma
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khong thuc thi c4c script hay plug-in gan nhu l1a bat
kha thi, viéc cai dat va st dung NoScript sé rat hiéu
qua tru khi ban vo6 tinh phé chudn cho mét trang
Web co6 chirta ma doc.

Adblock Plus st dung danh sach den bao gom cac
Website chita quang cao hoac phan mém doc hai,
dé tir do tu dong chan nodi dung ti cac Website nay.
Co thé st dung Adblock Plus nhu mot gidi phap du
phong cho NoScript trong truong hop ban nham lan
va cho phép céc script nguy hiém thi hanh. Nhimg
ké xau dang gia tang st dung cac quang cao dang
banner dé phan phoi méa doc, va Adblock Plus cung
cap khd nang bao vé tang cudng.

Ngoaihaiplug-innay, hay thiétlap dé Firefoxkhong
luu méat khiu cia ban (tai Preferences / Security) va
su dung trinh quan ly mat khiu 1Password (http://
agilewebsolutions.com/products/1Password)
thé.

thay

Ban nén su dung Firefox dé duyét cac trang Web
thong thuong hay cac Website thuong mai dién tu
chdng han nhu Amazon. Péi voi cac Website doi
héi ban nhap nhiéu théng tin cd nhan quan trong
(chang han vé tai khodn ngan hang) hay cac Website
an chira nhiéu nguy co, hdy ap dung cac bién phap
nghiém ngat hon duoc gioi thiéu dudi day.

Do Safari hoat déng it bi treo hon Firefox, ban ciing
co thé st dung trinh duyét nay cho ciac Website
cO nguy co cao hoac chua nhiéu thong tin quan
trong. D€ an toan hon, tai Preferences -> General,
ban v6 hiéu hoa tinh nang “"Open Safe Files After
Downloading”, va tai Preferences -> Autofill, vO
hiéu hoa "User Names And Passwords”.

Theo mac dinh, ca Firefox va Safari sé tim cach
nhan dién cac Website lta ddo da biét, bang cach
su dung cac danh sach den céng céng (trong Firefox
vao Preferences -> Security -> Block Reported
Attack Sites; trong Safari vao Preferences -> Security
-> Warn When Visiting A Fraudulent Website). Hay
dung thay doi cac thiét 1ap nay va gilt cho chuing &
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trang thai kich hoat.

Ngoai ra néu ban co st dung cac phan mém doc
tin RSS, hay vo hiéu hoa tat ca cac plug-in dé ngan
ma doc hai, chéng han mot tép tin video gay tran bo
dém, duoc gui qua RSS feed.

CAC TRINH DUYET CHUYEN DUNG

Mac du Firefox va Safari 1a kha tot cho viéc duyét
Web noi chung, tuy nhién khi cdn muc do bao vé
cao hon, ban c6 thé st dung cac trinh duyét chuyén
dung hoac trinh duyét danh riéng cho Website (Site
specific browser — SSB).

Cum tu “trinh duyét chuyén dung” & day dé chi
cac trinh duyét théng thuong nhung chi su dung
khi truy cap mot Website nhat dinh. Chang han
moét nguoi st dung may Mac co thé chi dung trinh
OmniWeb
applications/omniweb/) khi quan tri théng tin trén
Website cong ty.

duyét (http://www.omnigroup.com/

OmniWeb cho phép tao cac quy tac phuc tap quy
dinh nhimg Website nao ma trinh duyét co thé mo
va khéong duoc phép mé. Trong truéng hop nguoi su
dung OmniWeb duoc nhac téi trén day, ho sé chan
moi Website nam ngoai tén mién coéng ty. Bé thuc
hién diéu nay, ban vao Preferences -> Ad Blocking,
nhdan vao “Edit The Blocked URLs List”. Tai hop thoai
nay, danh sach phia trén chua cac Website bi chan,
hay bo sung quy tac “/*” dé chan tat ca cac Website.
Danh sach phia duoi chua cac Website duoc tin cay
(danh sach nay co muc uu tién cao hon danh sach
Website bi chan), hdy bé sung tén mién cua cong
ty (chang han “congty.com.vn”) dé chi cho phép mo
cac dia chi ti tén mién nay. Ca hai danh sach nay
déu cho phép st dung cac biéu thuc chinh quy phuc
tap, vi thé ban co6 thé tao ra nhimg quy tac loc rat
chi tiét.

Doi voi cac Website khéng hoan toan tin cdy, ban
nén su dung trinh duyét danh riéng cho Website —
SSB. Chang han nhu truéong hop da nhac toi trén
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day, néu than trong voi Facebook, ban hay truy xuat
no théong qua SSB.

SSB vé can ban la ban rat gon cua trinh duyét ma
ban cé thé tu tao chi bang vai cu nhap chuot. SSB
co thé duoc tao bang trinh bd sung (add-on) Prism
trén Firefox (https://addons.mozilla.org/en-US/
firefox/addon/6665). Sau khi da cai dat Prism, hay
m& Website mong muén va chon Tools -> Convert

Web Site To Application.

Khong giéng nhu déi véi trinh duyét chuyén
dung, ban c¢é thé st dung SSB cho nhiéu Website
khac nhau. Tuy nhién, do moi SSB sit dung mot tién
trinh hé théng hoan toan riéng biét, ban cé thé cau
hinh dé phan mém tuong ltta gioéi han pham vi truy
cap Web cho timg SSB. Ngoai ra, néu tin tac tan
cong duoc SSB, chung cling khéng xam pham duoc
toi cac trinh duyét khac ciing nhu khong danh cap
duoc thong tin lich st duyét Web cua ngudi dung —
ngoai tnx dit liéu cua chinh SSB do.

DA HE PIEU HANH

Doi voi cac Website co nguy co cao hay chua cac
thong tin dac biét quan trong, hdy su dung cac
phan mém tao may do nhu VMware (http://www.
vmware.com/) hoac Parallels (http://www.parallels.
com/) dé cach ly cac hoat dong duyét Web & cap do
cao hon.

Chang han, ban co6 thé thuc hién tit ca cac giao
dich véi ngan hang trén mot may ao riéng, su
dung Microsoft Internet Explorer 8 chay trén ban
thit nghiém ung vién (Release Candidate) moéi nhat
cua hé diéu hanh Windows 7. IE8 hoat dong trén
Windows 7 rat an toan, dac biét 1a khi ban khoéng
st dung no dé vao bat ky trang Web nao ngoai
trt Website cia ngan hang, ciing nhu khéng su
dung may ao cho thu dién ti hay bat ky hoat dong
Internet nao khac. Tudn tha diéu nay sé giup loai
trir moi kha nang cac cudc tan cong trinh duyét coé
thé x4y ra (trir khi chinh Website cia ngan hang
da bi tin tac kiém soat), va nhimg ké tan cong chi
con cach duy nhat la phai ki€m soat duoc may tinh
nguoi dung moi co thé 1dy dugc cac thong tin vé tai
khoan ngan hang cua ho.

Pé dat duoc muc do an toan cuc cao khi duyét
Web, hdy st dung trinh duyét trén mo6t hé diéu
hanh khac duoc khoi dong va chay truc tiép tu dia
CD (dia nay thuong duoc goi la Live CD). bia Live
CD chita mét hé diéu hanh c6 kha nang khoi dong
va cho phép chay hé diéu hanh do ngay trén dia
CD ma khong doi hoi cai dat bat cu thu gi vao 6
cimg. Chang han, ban c6 thé st dung ban Linux
Live CD cua Incognito (http://anonymityanywhere.
com/incognito/). Incognito dac biét thich hop trong
truong hop nay boi no co thém mot so tinh nang
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giup nang cao tinh riéng tu. Tuy nhién, bat ky ban
Live CD nao c6 kém theo trinh duyét Web déu phu
hop.

Do céac dia CD déu chi cho phép doc ma khong thé
ghi dit liéu nén may ao sé chay hoan toan trong b6
nho RAM ma khéng tac déng gi dén hé thong tép
tin trén 0 cing, ngoai trix phdn danh cho bd nha ao.
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Tin tac cé thé chiém gilt va danh toan quyén kiém
soat may 4o nay nhung khong thé thay déi bat cu
dit lieu gi trong hé thong. Do trang thai cia may ao
khong bao gio duoc ghi lai vao dia cung, nén tat ca
nhing gi nguoi st dung can lam 14 tat hé diéu hanh
va khoi dong lai dé dua may &o trd lai trang thai
nguyén goc.

Cac ky thuat trén day nham dem lai muc
do an toan rat cao khi duyét Web, danh cho
nhing nguoi thuong xuyén phai truy cap
nhing Website c6 nguy co cao hoac chua
nhiéu thong tin quan trong. Tuy nhién, nhimg
phuong phdp nay clng thich hop va dé ap
dung déi voi bat Ky ai quan tdm dén van dé
bao mat. 0 miuc d6é thap nhat, ban cing nén
su dung mét trinh quan ly mat khau doc lap,
mot trinh duyét chuyén dung hoac SSB cho
cac giao dich tai chinh truc tuyén, va co thé
kém theo mét may do dé doi luc truy cap
nhimg Website co nguy co cao.

Minh biec




