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Trong nhirng nim gin day, xic thye thong tin (Message Authentication) cé vai trd vé
cing quan trong trong an toan thing tin mang mdy tinh. Bai bio trinh bay m{t
phuong an phat trién hé xac thye phin cimg HMAC-SHA-512 méi, tng dung trong
an toan théng tin mang trén vi mach FPGA (Field Programmable Gate Array). Tac
gia dé xufit cAu tric phin cimg cho phép dat duge tbe dd xir 1y dir ligu cao trén co sé
sit dung cac by dém song song (Parallel Counters - PCs) va cic bd chng cit nhe
(Carry Save Adders - CSAs). Két qua thyre nghiém cho thay téc 49 xir 1y dir liu ciia
hé thing dya trén thiét ké ciia tdc gia dat 1.267 Gbps, nhanh gip 3.8 l4n so véi hé xac
thure phin mém HMAC-SHA-512 manh nhét hién nay. Diéu nay chimg té thiét ké cia
tac gi4 cho phép cung cip mft hé xdc thyre phiin cémg c6 khi nang ing dung cao trong
an toan thong tin mang.

1. Giéi thiéu

Trong nhimg nim gin ddy, véi sy phét trién nhanh chéng cdc mang may tinh trén qui
mb toan thé gidi, an toan thong tin ngay cang tré nén quan trong. Cac thuét toan an toan
th(”)ng tin nhur x4c thue (Authentication) va ma héa (Encryption) duoc cung cip bai céc
giao thirc bao mét (Security Protocols) cho phép ting cuomg db tin cay cho mang may
tinh, Trong d6, ba giao thirc bio méat co ban duge biét dén rong rdi bao gdm: IPSec
(Internet Protocol Security), SSL (Secure Sockets Layer), TSL (Transport Layer
Security) [1]. Mot trong nhimg thujt toan quan trong nhat duogc sir dung boi cac giao
thirc nay 1a xac thyc thong tin. Thuét toan xac thyc thong tin cung cdp kha ndng cho
phép x4c nhan ring, cic thong tin thu nhén duge, thye sy dén tir ngudn tin tin ¢y va
khong bi lam gia trén dudng truyén. Xac thuc théng tin thudng duoc xdy dung trén co
s& ky thudt ham Hash bao mét. Trong d6, phuong thitc xdc thuc théng tin cdn ban la
phuong thire sit dung ma xac thue thong tin (Message Authentication Code - MAC) [1].
K¥ thuat xdy dung MAC trén co s& sir dung ham Hash duge goi 148 HMAC [2]. HMAC-
MD5, HMAC-SHA-1 ciing nhu HMAC-SHA-512 la nhitng thuét toan xac thyuc co ban
duoc sir dung trong IPSec, cho phép cic may chit hodic mang cuc bd truyén nhén dir lidu
da dugc ma héa va xac thuc thong qua cidc mang khdng tin céy [1].
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fién nay cé nhiéu g1a1 phép thyc hién HMAC-MDS5 va HMAC-SHA-1 mang tinh hoc
hufit va thuong mai da dugc dé xuét [3]. Tuy nhién, cac giai phép nay bdc 10 mot sb
ran dé nhu han ché vé& tbc d6 xur 1y dit lidu va mirc d6 bao mat, déng thi chi phi phat
rién hé théng cao, gdy khé khin cho kha nang ting dung réng ri HMAC trong céc 1inh
ruc k¥ thujt.

lrong bai bao nay, tac gia dé xuét giai phap phat trién mot hé xéc thuc méi HMAC-
SHA-512 nhim khic phuc nhimg vin d& néu trén. HMAC-SHA-512 dugc phat trién
rén vi mach FPGA Xilinx Virtex-1I XC2V6000 va dugce tht nghiém trén Board phat
Tién KAC-02 cua hing Mitsubishi.

2. Thuit toan HMAC-SHA-512

Chung ta biét réng, HMAC cung cAp phuong phap xac thuc va kiém tra tinh toan ven
clia théng tin truyén nhan hodc hru trir trong nhitg méi trudng khong tin cdy dua trén
khéa mat. Muc dich cia HMAC 14 cho phép xéc thuc thdng tin ma khoéng cin thém bét
k¥ mdt k§ thuét hd tro ndo. Phuong thic xac thue HMAC duge biéu didn & hinh 1.
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HMAC gia dinh ring c6 hai ddi tic truyén thong Nguwoi giri (Sender) va Nguwoi nhin
(Receiver) chia sé cing mot khoa mét. Nguwor giri sit dung ham Hash va khéa mat dé tao
ra ban tom luge (Digest) tir théng diép ban dau (Message Text). Sau d6 ca théng diép va
Digest déu duoc gu1 toi Nguoi nhdn. Nguoi nhdn s€ sit dung cing mdt ham Hash va
khéa mat gibng véi Ngum giti dé tao ra Digest tir thong diép nhén dugec. Két qua thu
duge dem so sanh voi Digest nhan duge, Ty thude vio két qua so sanh, thong diép s&
duge chip nhan hay tir chbi.
HMAC-SHA-512 1a thudt toan xac thuc HMAC sir dung ham Hash SHA-512, ¢6 hai
tham sb diu vao 1a khoéa mat K va théng diép M, cho Kkét qua diu ra Ia gia tri HMAC co
d5 dai 1oém nhit 13 512-bit. Hai hang s6 ipad va opad dugc cung cip dé bao vé khéa mat
chbng lai kha nang bi phat hién hodc thay thé. HMAC duge tinh toan theo cong thic
sau day:

HMAC(K,M) = H(K © opad)[H((K ® ipad)|M)) (1)
O day ky hiéu @ chi phép toan XOR va || chi si két ndi. Haim SHA-512 gky higu la H
trong (1)) nhan dau véo 1a mét ban tin Msg c6 dd dai cuc dai nho hon 2'*® va cho két
qua 13 Digest ¢6 dd dai 512-bit [4]. Pé tao ra Digest 512-bit (hinh 2), ddu tién Msg duoc
XU ly boi Pre-processor, tai ddy no duge dém (padding) thém céac bit “0” va chia thanh
céc Block c6 d0 dai cd dinh bing 1024-bit, gdm 16 tir (word) 64-bit. Sau d6, Pre-
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processor chuyén cac Block 1024-bit t&i Message Scheduler dé chudn bj céc gia tri tinh
toan. Khéi xir Iy trung tim cia SHA-512 13 Message Digest Unit (MDU), tat day thuc
hién 80 budc tinh todn gid tri Digest. Hinh 3 biéu dién so d& khdi mdt budc tinh toan
cia MDU.

o lm] w el lmis |

Hinh 3. So db khéi mét burde tinh todn cia MDU

Trong do, tam tir 64-bit A + H duge sir dung dé tinh toan gla tri Digest. Tai mdi budr,
mot tir W, duge tao ra tir Message Scheduler va mét hing s K, dugc sir dung d& hoan
thanh phén tinh toan. Trong Hinh 3, Ch, Maj, Iy, £, 1a cdc ham logic dugc tinh toan
theo cac cong thirc sau déy:

Ch(x,y,2)=(x Ay)® (—x A Z) (2)
Maj(x,y,2) =(x AY) ® (x A Z) D (YA 2) (3)
Zo(x) = ROTR*(x) ® ROTR*(x) ® ROTR*(x) 4)

Z1(x) = ROTR"(x) ® ROTR'¥(x) & ROTR* (x) (5)

Trong d6, cac ky hiéu A, — va ROTR tuong tmg véi cac phép todn AND, phu dinh va
quay phai. Tt ca cac phép ¢Gng trong hinh 3 14 nhing phép tinh Modulo 2%

3. Phit trién HMAC-SHA-512 trén FPGA

Ngay nay, cac vi mach dién tir c6 kha niing tai cdu trac nhu FPGA va CPLD (Complex
Programmable Logic Device) dang 14 nhimg lya chon hip dan cho giai phap phat trién
phan cung cac thudt todn x4c thuc-md héa, vi chung cung clp kha nang xur [y mém déo
cho cac hé théng dong, cling nhu kha ning thuc hién tong hop nhleu thuat toan xac
thuc-ma héa mot cach dé dang.

3.1. Thiét ké h¢ théng
So db khdi HMAC-SHA-512 trong thiét ké cia ching t6i duoc trinh bay & hinh 4.

Trong d6, M !51 théng diép dau vao, K 13 khéa mit. Ko 1a khéa c6 dd dai 1024-bit E‘quc
tao ra tir K bang viéc dém thém céc bit “0” khi K ¢6 46 dai nhé hon 1024-bit. Dau ra
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HMAC c6 d dai 16n nhét 14 512-bit. Nhur da thao ludn, phén tinh to4n quan trong nht
cua thuit toan HMAC-SHA-512 1a Message Digest Unit, bao gom 80 budc tinh toan.
Dé tinh ton Digest, 8 thanh ghi 64-bit A + H duoc sir dung (hinh 3). PAu tién cic thanh

- sHAB12 >

—» Padding —J

Hinh 4. So db khéi HMAC-SHA-512

ghi nay duoc khoi tao bai cac hing sb cho trudce, sau d6 duoc cip nhit cac gia tri moi
tai mdi budc tinh todn. Gia trj cta sau thanh ghi B, C, D, F, G va H don gian duoc
chuyén t A, B, C, E, F va G téi. Tuy nhién, gid tri cia A va E ddi hoi phép tinh cong
da ton tir va 14y s6 du Modulo 2% khé phirc tap. Sb todn hang trong céc phép tinh A va
E tuong tmg 14 7 va 6. D& dang nhén ra ring, dudng t6i han (critical path) cta thudt todn
HMAC-SHA-512 13 phén tinh toan céc gia tri méi ciia A va E.

Déi voi phép tinh cong da toan tir, tdc do tinh toan s& bj han ché néu chi sir dung cac bo
cong thong thudng Carry Propagate Adder (CPA), do thoi gian d& hoan thanh bit nhé
carry tai mdi CPA 16n. Vi vdy, dé nang cao tdc do xir 1y dit lidu cho hé théng, ching toi
quyét dinh thay thé CPA bing cic bd cong téc dd cao nhr Carry Save Adder (CSA) va
Parallel Counter (PC). Mit khéc, do H; = G, nén téng cta 3 todn hang K, + Wi+ He=
K + W + G = KWH, dugc tach ri€ng va tinh trude mdt chu ky xung nhip, nhim giam
bot luong tinh toan trén dudng t6i han. Hinh 5 biéu dién céu truc phin cimg duoc tic
gia @& xuét cho phén tinh todn c4c gié trj A va E.

KWH, |

Hinh 5. C4u triic mach thiét ké phén tinh toan gid trj A va E

0 déy, CSA 1a bd cong 64-bit dugc tao thanh tir 64 bd cdng day da 1-bit (Full Adder -
FA) khong lién két véi nhau, c6 3 ddu vao va 2 dau ra (64-bit sum va 64-bit carry).
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Khong gibng cic bd cong thong thuomg (nhu CPA), CSA khéng chuyén bit nhé carry
trong qué trinh cong giua cac bit. Vi vdy, thoi gian thuc hién phép tinh cia CSA chi
twong duong v6i thoi gian thue hién cua mot FA [5]. PC(4 2) 1a bd cong 64-bit, tién
hanh giam so6 lugng cac digit nhi phan tai mdi bit trong sb tir 4 ddu vao thanh 2 diu ra.
B cong nay c6 thoi gian thuc hién phép tinh tuong duong véi CSA [6]. CPA chi cin
thiét tai phép tinh cudi cling ciia biéu thirc nhim dua ra mot két qua duy nhét.

3.2. Mbi trwdmg phit trién

Chung t61 sir dung ngén ngir Verilog-HDL (Hardware Description Language) cho thiét
ké mach logic, trong méi trudmg tich hgp cdng cu phat trién Xilinx ISE Foundation 5.2i
trén Windows XP. Vi mach FPGA Virtex-1I XC2V6000 cta héng Xilinx dugc lya chon
dé phat trién HMAC-SHA-512. Ket qué thyc nghiém duoc kiém chimg theo hoat ddng
thai gian thuc trén board phat trién KAC-02A ctia hing Mitsubishi (hinh 6).

Hinh 6. Board phét trién KAC-02A

KAC-02A c6 mét chip XCV300 ding dé diéu khién giao tiép PCI va hai chip
XC2V6000 cho thiét ké phat trién cua ngudi ding. Board ¢6 kha néng giao tiép voi may
tinh qua giao dién PCI 64-bit/66 MHz. Dir lidu ciu hinh mach thiét ké nguoi dung sé
duore tai xudng chip FPGA (XC2V6000) qua b nhé Flash [7].

4. Két qua thye nghiém

Céc Module cia HMAC-SHA-512 duoc kiém chimg theo hoat ddng thoi gian thyc trén
co s st dung board KAC-02A. Céc gié tri Test cung cip trong [2, 4] cho c4c thudt toan
SHA va HMAC duroe sir dung d& dam bao ring mach thiét ké hoat dong mét cach chinh
xac. Bang 1 dwa ra két qua so sanh téc do xtr 1y dit liéu gitra hé xac thuc HMAC-SHA-
512 cia tac gia va cic hé xac thuc di duoc phat trién khac.

Heé xdic thye Giai phép thye hién Téc dd xir Iy dir liéu (Mbps)
HMAC-SHA-512 Hardware 1267
HMAC-SHA-512 [8] Software 33315
HMAC-SHA-1 [9] Hardware 700

Béng 1. Két qua so sanh toc dd xit ly dir liéu giira céc hé xac thuc

Két qua cho thdy toc do xir Iy dit li¢u ctia hé thong dwa trén thiét ké cua tc gia dat
1.267 Gbps, nhanh gdp 3.8 lan so véi hé xac thyc phin mém HMAC-SHA-512 va
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nhanh gép 1.8 14n so v6i hé x4c thuc phin cimg HMAC-SHA-1 manh nhét hién nay.
Két qua nay chi ra tim quan trong cia chu trac thiét ké trong viéc ting hiéu ning cho
cac hé théng phan cimg. Ngoai ra, nd cling chimg minh loi ich cta viéc sir dung céc bd
cdng toc dd cao nhu CSA, PC nhim ting tbc d tinh toan cla cac phép tinh cong da
todn tir.

5. Két lugn

Trong bai bdo nay tac gia da dé xuat giai phap phat trién mot hé xac thuc méi HMAC-
SHA-512 img dung trong an toan thong tin mang trén FPGA. M{t trong nhitng ham
Hash cé mirc bao mét cao nhét SHA-512 d duoc lwa chon dé ting cudmg @5 an toan
cho hé théng. Ngoai ra, téc gia ciing di dé xuét cdu triic phin cirng cho phép nang cao
tdc d6 xir Iy ciia hé xac thuc dua trén cac bd cdng tde d6 cao nhw CSA va PC, ddng thoi
dua ra nhitng két qua phan tich danh gia va kiém ching hiéu niing hoat dong ctia hé
HMAC-SHA-512. Két qua thuc nghiém cho thiy tbe d§ xir 1y dit liéu cia HMAC-SHA-
512 dya trén thiét ké cia tdc gia dat 1267 Gbps trén vi mach Xilinx Virtex-II
XC2V6000. Didu nay chimg to thiét ké cia tic gia cho phép cung cip mdt hé xac thuc
phén cimg c6 kha niing {mg dung cao trong an toan thong tin mang.
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