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Che gidu théng tin la cong nghé nhing cdc théng tin bi mdt vao nhitng dir liéu nguy
trang va lam cho cdc thong tin bi mat nay tro thanh “vé hinh”. Ngay nay, cdc tai liéu thé nhw
HTML, XML, XHTML va WML dwoc biét dén nhw la dinh dang chudn dé luu trix cde dir lidu c6
cau triic ciing nhw dé trinh dién dir liéu trén cdc trinh duyét web. Chiing la nhitng ngén ngit co
s6 cho viéc trao déi thong tin trén mang Internet. Khdc véi cdc phirong phdp che gidu thong tin
trén dir liéu hinh dnh hodc ém thanh, hién nay chi ¢é mét sé it phicong phdp che gidu thong tin
vao dit liéu van ban, dac biét trén cac tai liéu thé. Hon nita, mot trong nhitng han ché cia
nhitng phirong phdp nay la dé dang bi phdt hién néu doi twong tan cong biét dwoc phwong phdp
dwoe sir dung dé che gidu thong tin (stego-key). Trong bai bdo nay, ching téi dé xudt phwong
phdp cdi tién dé ndng cao tinh ndng bdo mdt cia cdac phwong phdp truyén thong théng qua viéc

str dung khdi niém khéa dong (dynamic stego-key) dé che gidu théng tin trong cdc tdi liéu thé.

1. Giéi thi¢u

Steganography hay gidu dit liéu trong dit liéu dwoc bit ngudn tir thuat ngit Hy
Lap stegos, c6 nghia bao phu hodc che gidu va graphia — nghia 14 viét, vira la nghé thuat
vira 1a nganh khoa hoc dé che gidu thong tin bén trong thong tin. Vi tbe do phat trién
nhanh chéng ctia cac cong nghé dir li¢u trén Internet, luong thong tin dir li¢u dudi dang
dién tir dugc truyén va nhan trén mang dang ting 1én khong ngimg. Khi c6ng nghé
truyén nhan thong tin trén mang can phai dugc bao mat thi tim quan trong ciia viéc che
giéu thong tin dugc nhin nhan mot cach rong rai hon.

Bang viéc sir dung céac dir liéu “nguy trang” (cover data) dé che gidu, cac thong
tin bi mat & bén trong né co thé truyén di an toan trén mang ma khong hé gay ra mot sy
nghi ngd hay bat thuong nao vé& mit thong tin, thong tin bi mat c6 thé duoc trich xuat
sau do6 khi can [3], [4], [5]. Hinh 1 dudi ddy s&é md ta phuong phap che gidu thong tin
téng quat [4].

Véi nhimg loai dit liéu khac nhau, ching ta cin nhitng phuong phap che gidu
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thong tin khac nhau. Vi du dé gidu thong tin bi mat trén dir liéu hinh anh, ching ta c6
thé str dung cac bit khong quan trong cta cac diém anh trén btc anh d6 dé che giau
thong tin. Sau khi gidu cac thong tin ndy, su thay ddi hinh dang va mau sic ciia birc anh
kho co6 thé nhan thiy bang mét thuong. Di v6i dit liéu van ban, su thay ddi vi tri coa
cac dau chdm cau hodc khoang tring giita cac tir 1a mot trong cac cach don gian dé thém
cac gia tri thong tin ma khong 1am thay doi ndi dung ciia van ban gdc. Twong tu nhu vay,
cac tai liéu thé c¢6 thé duge str dung dé che gidu cac thong tin bang cach thay do6i cdu
tric cua cac tai liéu d6 ma khong anh hudng toi ndi dung hién thi cua nd trén trinh
duyét Web.

Dir li¢u
newy fane > Thong diép
Thut todn A 4 Thuat toan bi mat
z Truyén di Hat? :
che dau trén mane | —>| boctich 5
N . ang ) .
— | thongtin thong tin
Thong diép
bi mat T T
Khoa bi mét Khoa bi mat

Hinh 1. So d6 che gidu théng tin tong quat [4]
2. Cac phwong phap che gidu thong tin trén tai li¢u thé

Mic du c6 nhiéu phuong phap dé gidu thong tin trén tai liéu thé nhung trong
pham vi bai béo nay ching toi chi gi6i thiéu hai phuong phép 1a “Chén khoang tring
trong thé¢” va “Thay dbi thir ty clia cac thudc tinh trong thé” vi hai phuong phap nay
cho phép chung ta tan dung duoc tit ca cac thé trong tai liéu dé che gidu thong tin
(lvong thong tin c6 thé duoc che gidu 1a 16n nhét so véi cac phuong phap khac). Dong
thoi chung t6i dé xuat phuong phép cai tién dé nang cao tinh bao mat voi ¥ tudng sir
dung khoa dong thay vi khoa tinh nhu trong phuong phép truyén thong.

2.1. Phwong phdp truyén thong
a. Chén khodng tring trong thé

Phuong phap “Chén khoang tring trong thé” 1a mét trong nhitng phwong phap
hiéu qua nhét duoc st dung dé che gidu thong tin trén cac tai lidu thé vi ching ta ¢ thé
khai thac va su dung tat ca cac thé co trong tai liéu. Theo W3C, mdt thé co thé chua
nhiéu khoang tring hodc khong c6 khoang tring nao trudc ky hiéu dong cua thé. Bang
viéc thém vao hodc x6a di cac khoang tring ndy, chung ta c6 thé nhung céac dit liéu vao
ma van bao dam giit nguyén ¥ nghia cta ndi dung thé gbc [4]. Ching han, ching ta co
thé dinh nghia mot quy tic theo vi du sau:

Vidu 1: Van ban XML [4]
Khoa tinh:
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<tag>, </tag> or <tag attribute=value>: Khong c6 khoang tring nao trong thé
trudc khi dong thé duoc ki hiéu 1a dai dién cho bit 0

<tag >, </tag >, or <tag attribute=value >: C6 mot khoang trang trudc khi dong
thé duoc ki hiéu 1a dai dién cho bit 1

Dt li¢u nguy trang trude khi nhiing thong tin
<user><name>Peter</name><id>01</id></user>
<user><name>Mary</name><id>02</id></user>
Dt li¢u nguy trang sau khi dugc nhing thong tin:
<user ><name>Peter</name ><id >01</id></user>
<user><name >Mary</name><id>02</id ></user >

RS rang chung ta thiy dit liéu nguy trang trude va sau khi nhung thong tin sé
hién thi hoan toan giéng nhau trén trinh duyét Web.

If (c6 mot khoang trang trude ky hiéu dong thé) {

Bit “1” da dugc ma hoa trong thé

}
Else {

Bit “0” da dugc ma hoa trong thé
}

Trong vi du trén, dir liéu da dugc nhing la: 101100 010011
Vidu 2: Van ban HTML [4]
Qui tic gidu thong tin sir dung khoa tinh (static stego-key):

<tag>, </tag> or <tag attribute=value>: Khong c6 khoang tring nao trong thé
trudc khi dong thé duoc ki hi¢u 1a dai dién cho bit 0

<tag >, </tag >, or <tag attribute=value >: C6 mot khoang trang trudc khi dong
thé duoc ki hiéu 1a dai dién cho bit 1

Gia st chiing ta mudn nhung ky tu A (A = 01000001)

Dir lidu nguy trang sau khi da gidu thong tin (stego data):
<html xmlns="http://www.w3.0rg/1999/xhtml">..0
<head ><title>Microsoft Corporation</title>...100
<meta http-equiv="X-UA-Compatible">...0

<meta http-equiv="Content-Type" charset=UTF-8">..0
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</meta>0
</html >...1
Trong vi duy trén, dir li¢u da dugc nhing 1a: 01000001 (A)

Déi v6i phuong phap truyén thong nay, mot trong nhitg han ché 16n nhét do 1a
viéc st dung khoa tinh. D6 1a dinh dang thé <tag> hodc </tag> ludn luén dai dién cho
mot gia tri (bit 0 hodc bit 1) trong dit liéu két qua sau khi da chtra thong tin bi mat
(stego data). Chinh vi vy, ddi trong tin cong c6 thé tim thdy thong tin bi mat duoc che
gidu néu biét duoc phuong phap che giu.

b. Thay déi thir tu xudt hién ciia cdc thudc tinh trong thé

Phuong phap “Thay di thir tw xuét hién cta cac thudc tinh trong thé” cling dugc
xem 1a mot phuong phap hiéu qua dé che gidu cac thong diép bi mat trong cac tai liéu
thé. Mic du chiing ta khong thé chén thém bat cur dir liéu gi vao tai lidu thé vi ching
hodc s& hién thi trén trinh duyét hodc sé& dugc nhin thdy trong mi ngudn; nhung céac
thong diép bi mat co thé duoc gidu trong céc tai liéu XML, HTML, XHTML v.v.. thong
qua viéc thay doi thir ty xudt hién cua cac thudc tinh bén trong thé ma khong lam thay
ddi sy hién thi ndi dung cua thé trong trinh duyét ciing nhu gia ting kich thudc cua tai
ligu [4], [6].

Trong phuong phap nay, thir tyr xuat hién cta cac thudc tinh s& duge quy wdc
nhu 12 mot khoa (stego-key) cho viée che gidu va trich xuét thong tin. Quy wdc nay 1a cb
dinh 4p dung cho toan bd tai liéu, do d6 con goi 1a khoéa tinh (static stego-key). Chung ta
¢6 thé dinh nghia nhidu cip thudc tinh dé ting khoéi luong thong tin c6 thé che gidu. Vi
du sau s& mé ta & hon vé phuong phép nay.

Vi du 3: Doan ma XML [4]

Dinh nghia khoa thong qua cép thir tu:

<event month="MONTH” date="DATE”>EVENT</event> dai di¢n bit 0 (khi
thudc tinh “month” dung trudc thude tinh “date™)

<event date="DATE” month="MONTH”>EVENT</event> dai dién bit 1 (khi
thudc tinh “month” ding sau thudc tinh “date™)

Dit liéu sau khi duoc gidu thong tin s& c6 dang:
<event month="JUL" date="4">Independence day</event>
<event date="24" month="DEC">Christmas</event>
Chudi bit thong diép da duoc che gidu trong doan dir liéu trén 1a: 01
Vi du 4: Poan ma HTML [4]
<span class="normal Text" style="color:#012388ff">
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Chiing ta c6 thé dinh nghia thir ty cac cdp thudce tinh tir vi du trén nhu sau:

What is the difference?

</span>

<span style="color #012388ff" class="normal Text">

What is the difference?

</span>

233

Bang 1. Khéa tinh cho phwong phdp “Thay doi thir ti xudt hién ciia cdc thudc tinh trong thé
Thudc tinh thit nhit Thudc tinh thit hai
Month Date
Class Style
Cellpadding Cellspacing
Align Valign
Width Height

If (“Thudc tinh thir nhat” ding trude “Thude tinh thir hai”)
{

Bit "0" da dugc ma hoa
}
Else {

Bit "1" da dugc ma hoa

}
Dir liéu da duoc che giz?iu la: 01
2.2 Phwong phdp cii tién

Trong cac phuong phép cai tién nay, chung t6i sir dung khai niém khoa dong dé
nhung cac théng tin can che gidu thay vi sit dung khoéa tinh (biéu dién bit 0 va bit 1 bang
cac ky hiéu cb dinh) dé tang d6 an toan cho cac thong tin bi mat duoc gui di. Khoa dong
1a két qua cuia thuat toan XOR két hop giita khoa tinh truyén théng va mot khoa phu bi
mat, trong d6 khoa phu 1a do ngudi glri va nguoi nhan tu qui uwéc. Trong phuong phap
stt dung khoa dong, cac bit 0 va bit 1 dugc biéu dién bang cac ky hiéu khong cb dinh,
tiy thudc vao chudi mat khau bi mat va tén ciia mdi thé.

a. Khodng tring trong thé

Chung ta co thé dinh nghia mot khoa dong dua vao su két hop gitra mot khoa
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dinh trudc va tén thé trong mdi thé. Bang sau diy mo ta khoa dong cho phuong phap
“Khoang trang trong thé”.

Bang 2. Khéa déng cho phwong phdap “Khodng trang trong thé”

Dynamic Stego — Ke Néu Néu
y g y (Nmod2) =1) | (N mod2) =0)
<tén thé “thudc tinh”="gia tri"> or </tén thé> | Biéu dién bit 1 Biéu dién bit 0
<tén thé thudc tinh="gia tri” > or </tén thé > | Biéu dién bit 0 Biéu dién bit 1

Budc 1: Xéac dinh mot khoa bi mat tir nguoi str dung

Budc 2: Vi mdi thé trong tai liéu thé

Budc 2.1: Trich xuét tén ctia mdi thé, vi du html, title, meta, head, v.v

Budc 2.2: Tach chudi ky tu khoa bi mat va tén thé thanh cac ky tu riéng 18.

Vi du: khéa bi mat pswd s€ dugc tach thanh

p: 01110000 (ma ASCII twong tmg) s: 01110011 w: 01110111 d: 01100100
tén thé: title

t: 01110100  i: 01101001  t: 01110100 1: 01101100 e:01100101
Budc 2.3: Thyc hién phép toan XOR gitra khoa bi méat va tén thé

title

XOR

p s wdp (lap lai cac ky tu cia khoa bi mat nho hon d dai cua tén thé)

Tuong ing voi:

01110100 01101001 01110100 01101100 01100101

XOR

01110000 01110011 01110111 01100100 01110000

00000100 00011010 00000011 00001000 00010101

Goi N 1a sb luong bit “1” trong chudi bit két qua ctia phép toan XOR, trong
truong hop nay, ta c6 N= 10

Budc 2.4: Nhung thong tin bi mat
If (C6 khoang trang trude khi dong the)
{
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If (Nmod2)=1)
Bit "0" da dugc ma hoa trong thé
Else
Bit "1"-da dugc ma hoa trong thé
}
Else
{
If (Nmod2)=1)
Bit "1"-da dugc ma hoa trong thé
Else
Bit "0" da dugc ma hoa trong thé
b
Bude 3: Két thic thu tuc
Vi du 5: Boan ma HTML véi khoa dong [4]
Dit liéu dung dé gidu thong tin:
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head><title>Microsoft Corporation</title>
<meta http-equiv="X-UA-Compatible">
<meta http-equiv="Content-Type" charset=UTF-8">
</meta>
</html>

Gia su, chung ta can giau mot ky tu A vao dir li€u trén dé truyén di trén mang.

(A= 01000001, mi ASCII)

qua)

Mat khau dinh nghia trudc: pswd

Tén thé: html, head, title, /title, meta, /meta, /html
html XOR pswd sé& cho chiing ta két qua:
01101000 01110100 01101101 01101100
01110000 01110011 01110111 01100100

00011000 00000111 00011010 00001000 (c6 chin bit “1” trong chudi bit két
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Dodo N=9

Vi céc tén thé con lai chung ta co:

head XOR pswd sé& cho két qua N =38

title XOR pswdp sé& cho két qua N =10

/title XOR pswdps s& cho két qua N =19

meta XOR pswd s& cho két qua N =11

/meta XOR pswdp sé& cho két qua N =15

/htm] XOR pswdp s& cho két qua N =17

Dir lidu sau khi che gidu thong tin s& la:

<html xmlns="http://www.w3.0rg/1999/xhtml" >...0
<head ><title>Microsoft Corporation</title >...100
<meta http-equiv="X-UA-Compatible" >...0

<meta http-equiv="Content-Type" charset=UTF-8" >...0
</meta >0

</html>...1

Chudi bit da duoc che gidu: 01000001

Trong vi du 3 nay, dit liéu sau khi che gidu ky tu A (01000001) khac véi vi du
hai (& phuong phap truyén thong). Dit liéu sau khi che gidu thong tin ¢ trong vi du 3
cling s& dugc thay doi khi mat khau thay doi va khoang tring trong thé s& dai dién bit 0
hoic bit 1 (khong cb dinh) tiy thudc vao tén thé va mat khau. Tai noi nhan dit liéu, can
c6 mét khau dé trich xuat thong tin bi mat.

b. Thay doi thir tw xudt hién cia cdc thudc tinh trong the

Trong phuong phap nay, ¥ tudng sir dung khoa dong thay vi phuong phép truyén
thdng ciing dwoc d& xuat dé ap dung twong tu nhu phuong phap da dé cap trude trong
bai bao nay. Bang dudi diy mé ta khoa dong cho phuong phap “Thay dbi thir tu xuat
hién cua cac thudc tinh trong thé”.

Bang 3. Khéa déng cho phwong phdp “Thay doi thir ti xudt hién ciia cdc thudc tinh trong thé”

Thugc tinh thw

Thugc tinh thw

If (N mod 2) = 1)

If (N mod 2) =0)

nhit hai
Cellpadding Cellspacing Biéu dién bit 1 Biéu dién bit 0
Cellspacing Cellpadding Biéu dién bit 0 Biéu dién bit 1
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Align Valign Biéu dién bit 1 Biéu dién bit 0

Valign Align Biéu dién bit 0 Biéu dién bit 1
Month Date Biéu dién bit 1 Biéu dién bit 0
Date Month Biéu dién bit 0 Biéu dién bit 1

Goi N 1a sb bit “1” trong chudi két qua cua thuat toan XOR giita mat khau va tén
thé chiing ta co:

If (“Thudc tinh thir nhat” trude “Thudc tinh thir hai”)

{
If (Nmod2)=1)
Bit “1” dugc ma hoa badi thé
Else
Bit “0” dugc ma hoa bdi thé
b
Else {
If (N mod 2)=1))
Bit “0” dugc ma hoa badi thé
Else
Bit “1” dugc ma hoa bdi thé
b

Vi du 6: Dir liéu nguy trang HTML vo61 phuong phap khoa dong
Gia sir, chung ta can nhing ky ty B = 01000010
Khoa bi mat (stego-key): pass
Dt li¢u nguy trang (cover data):
<table border="0" cellpadding ="0*cellspacing ="0">
<tr>
<td align="left" valign="bottom">
<a href="http://www.microsoft.com">

<img src=" http://www.microsoft.com/ssdis100.gif" alt="click"
align="right* valign="top”

border="0" width="100" height="100"></a></td>
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<td align="top* valign="left" >

<font color="#{tftft"></font></td></tr>

<tr align="center" valign="middle">
<td align="center" valign="middle" nowrap="nowrap">
<td align="center" valign="middle" nowrap="nowrap">
<td align="center" valign="middle" nowrap="nowrap">

<a href="http://www.storagesearch.com/ssd.html">ssd
<td></td>

</tr>

</table>

Tén thé: table, tr, td, img

table XOR passp cho chiing ta két qua:

01110100 01100001 01100010 01101100 01101101
01110000 01100001 01110011 01110011 01110000

news</a></td>

00000100 00000000 00010001 00011111 00011101 (c6 12 bit “1” trong chudi

két qua)
Dodo N=12
Vi céc tén thé con lai chung ta co:
td XOR pa s& cho két qua N =3
img XOR pas s& cho két qua N=7
tr XOR pa sé& cho két qua N = 4
Thong tin bi mat can che gidu: B =01000010
<table border="0" cellpadding ="0*cellspacing ="0">...0
<tr>
<td align="left" valign="bottom">...1

<a href="http://www.microsoft.com">

<img src=" http://www.microsoft.com/ssdis100.gif"

valign="right* align="top” ...0
border="0" width="100" height="100"></a></td>...0
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<td valign="top*“align="left" > ...0

<font color="#{tftft"></font></td></tr>

<tr align="center" valign="middle"> ....0
<td align="center" valign="middle" nowrap="nowrap">...1
<td valign="center" align="middle" nowrap="nowrap">...0
<td valign="center" align="middle" nowrap="nowrap">

<a href="http://www.storagesearch.com/ssd.html">ssd news</a></td>
<td></td>

</tr>

</table>

Dir liéu da duoc giéu di véi khoa dong: 01000010
3. Két luan

Che gidu thong tin trong cac tai liéu thé 1a mot k¥ thuét kha phirc tap so véi cac
loai dit liéu “nguy trang” khac vi cu trac cta tai lidu thé cuc ky khé dé thém hay xoa di
cac dir liu tir tai liéu gbc ma khong lam anh hudng toi ¥ nghia va hién thi cua tai liéu
trén trinh duy¢t. Tuy nhién, béng cach st dung cac dac tinh cua tai li€u thé, chung ta c6
thé thay di cdu triic cua tai liéu dé che gidu dit liéu bang nhiéu phuong phap. Trong bai
bao nay, chung t6i da dé xuat phuong phap dung khoa dong nham ting cudng tinh bao
mat ciia phuong phap truyén thong. Nho d6, dbi twong tin cong kho c6 thé phat hién va
danh cip cac thong tin duoc che giu.

Trong tuong lai, cac phuong phap nay cé thé két hop véi cac ki thuat ma hoa
nhu DES, 3DES, RSA dé tao ra sy “bao mat kép” cho viéc che giau thong tin [2], [8],
[9], [10]. Pdi twong tan cong co thé phat hién khoa hodc ¢ thé biét ki thuat che gidu
nhung kho ¢6 thé tim ra hai thong tin trén cing mot luc dé giai ma ra cc thong tin bi
mat da dugc che gidu. Diéu nay gay kho khan hon rat nhiéu cho déi tuong tin cong, va
gia tang tinh bao mat cho viéc trao ddi thong tin.
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IMPROVEMENT METHOD FOR INFORMATION HIDING IN
TAGGED DOCUMENT BASED ON STEGANOGRAPHY APPROACH

Nguyen Thi Huong Giang
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Nguyen Xuan Linh

Thua Thien Hue Center of Information Technology

SUMMARY

Information hiding is a technique to embed secret information into a covered data in the
way that keeps the secret information invisible. Nowadays, tagged documents such as HTML,
XML, XHTML and WML are known as the universal format for preserving structured documents
and data as well as presenting data on web browsers. They are used as basic languages for
exchanging information on Web. As compared to the information hiding methods intended for
images and sounds, there are few methods for hiding information into text, especially on tagged
documents. Furthermore, one of the limitations of the traditional method is that it is easy to
break if the attacker knows the method with static stego-key. In this paper, we propose
improvement methods which enhance the security level of the traditional method by using the

dynamic stego-key concept to hide information in tagged documents.
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