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LOI NHOM TAC GIA

Nhém tac gia thuc hién dé tai xin dugc danh vi tri tran trong nhat dé
by to su biét on chan thanh dén Lanh dao B6 Coéng Thuong,Vu Khoa hoc va
Cong nghé, Trung tdm Tin hoc da hét long tao diéu kién, dong vién, khuyén
khich chiing t6i trong thoi gian thuc hién dé tai nay.

Nhom tac gia ciing xin bay té 10i cam on chan thanh dén cac anh chi,
dong nghiép, 1a nhiing nguoi truc tiép tham gia, hd tro kién thire, chia sé kinh
nghiém quy bau trong qua trinh tim hiéu cong tac nghiép vu, dong thoi ciing
1a nhitg chuyén gia tu van vé hé thong, nhiing nguoi truc tiép hd tro, thu

thap, cung cép tai liéu, kiém tra va danh gia trong giai doan thuc hién dé tai.
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TOM TAT DE TAI

Dé tai “Nghién citu cdc gidi phdp ting cwong chit lwong dich vu
mang si dung mang Lan do va phdt trién dich vu truy nhdp tir xa vao mang
ngi by thong qua internet ” duogc thuc hién can ct theo Quyét dinh s
1999/QD-BCT ngay 03/12/2007 ctia Bo truong Bo Cong Thuong vé viée giao
ké hoach khoa hoc va cong nghé nam 2008

Muc dich chinh cua dé tai
1. Khao sat hién trang h¢ théng mang ndi by co quan Bo.

2. Nghién clru xdy dung 5 mang Lan 4o tai B0 Cong Thuong va 4 mang
Lan 4o tai cac don vi két nbi dén Bo dé tang cuong sy on dinh va chat

luong dich vu mang may tinh B Cong Thuong.

3. Nghién ctru st dung céng nghé VPN dé cung cip kha ning két nbi tir

xa vao mang ndi by thong qua internet.
Két qua thyc hién cua dé tai
1. Bao cdo tim hiéu cong nghé Lan a0 (VLAN)

2. Trién khai 5 mang Lan 4o tai co quan B6 Cong Thuong va 4 mang Lan

a0 cho cac don vi két noi dén Bo

3. Trién khai cung cap dich vu két ndi mang ndi bo tir xa qua Internet.
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CAC TU VIET TAT

STT | Viét tat Dién giai
1 VLAN Virtual Local area network: Mang Lan 4o
2 VPN Virtual Private Network: Mang riéng 4o
3 BCT B6 Cong Thuong
4 CNTT Cong Nghé Thong Tin
5 IP Internet Protocol
6 OSI Open System Interconnection
7 MAC Media Access Control
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CHUONG I: GIOI THIEU PE TAI

1.1Co s& phap Iy xuét xir dé tai:

Dé tai “Nghién citu cdc gidi phdp ting cwong chit lwong dich vu
mang sir dung mang Lan do va phdt trién dich vu truy nhdp tiv xa vao mang
ndi by thong qua internet ” dugc thuc hién cin ctr theo Quyét dinh sb
1999/QD-BCT ngay 03/12/2007 ctia Bo truong Bo Cong Thuong vé viée giao
ké hoach khoa hoc va cong nghé ndm 2008

1.2 Tinh cap thiét va muc tiéu nghién ctru cua de tai:

Ngay nay, v6i su phat trién 16n manh ctua Coéng nghé Thong tin dic biét
1a ing dung hé théng Cong nghé Théng tin trong cong viéc quan 1y hanh
chinh. Cong nghé Thong tin da trd thanh mot cong cu déc luc, nd gitp giam

chi phi v€ thoi gian va tién cua, mang lai su thuan tién.

Muc tiéu nghién ctru xuyén sudt ctia dé tai 1a lam sao nim bat dugc
cong nghé Vlan, nghién ctru cac dic tinh ndi bat cua Vlan tir 46 tng dung vao
mo hinh hé thong mang ctia B6 Cong Thuong. Pong thoi nghién ctru cong

nghé mang truy cap tir xa Virtual private network. Két qua phai dat duoc 1a:
- Bao c4o tim hiéu vé cong nghé Lan do(Vlan).

- Trién khai 5 mang Lan 4o tai co quan B6 Coéng Thuong va 4 mang

Lan 4o cho cac don vi ngoai B két noi vao.
- Trién khai cung cap dich vu két nd61 mang tir xa qua internet.

1.3 Pdi twong, pham vi va ndi dung nghién ciru:

Dé tai “Nghién ctru cac giai phap ting cuong chit luong dich vu mang
st dung mang Lan 4o va phat trién dich vu truy nhép tir xa vao mang noi bo
thong qua internet’” véi muc dich chinh 13 trién khai hai dich vy co ban cho
nguoi dung co quan Bo Cong Thuong va mot s6 cac don vi két ndi vao Bo.
Do d6, pham vi nghién cru va thyc hién dé tai 1 trong co quan Bo Cong

Thuong va trién khai cau hinh thiét bi ngay tai tru so co quan BJ.
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Trong qua trinh thuc hién dé tai, nhom thuc hién dé tai thu thap ngudn
tai liéu tir cic ngudn tai lidu ctia cac to chirc ndi tiéng trén thé gidi. Ap dung
mo hinh cua ho vao mo hinh thuc tién cia B6 Cong Thuong. Tham khao mot
s6 mo hinh cac don vi co uy tin vé Cong nghé thong tin trong nude va khu

vuc.

Noi dung cua dé tai duoc tap trung vao hai nhiém vu chinh 1a nghién
ctru trién khai hai dich vu mang Lan 4o va mang truy nhap tir xa dap mg nhu
cau dich vu cho nguoi dung, tién loi cho quan tri vién trong qué trinh véan

hanh giam sat h¢ thong moi lic moi noi. Qua do6 cac cong viéc phai lam la:
% Khao sat hi¢n trang hé thong mang ndi bo co quan Bo.

% Nghién ctru xay dung 5 mang Lan ao tai B0 Cong Thuong va 4 mang
Lan 40 tai cac don vi két ndi dén Bo dé tang cuodng su on dinh va chit

luong dich vu mang may tinh B§ Cong Thuong.

% Nghién ctru st dung cong nghé VPN dé cung cap kha ning két ndi tir

xa vao mang ndi by thong qua internet.

1.4 Tong quan tinh hinh nghién ctru trong va ngoai nuwéc:

Tinh hinh nghién ctru trong va ngoai nudc: Véi su phat trién cua Cong
nghé thong tin trong nudc va ngoai nudc, viéc ap dung vao quan ly nha nudc
la tat yéu. Viéc a4p dung CNTT lam don gian hoa quan ly, giap cho ngudi
dung c6 nhiéu cong cu thuan tién trong quan 1y va sir dung. Voi su phat trién
trong cling nhu ngoai nudc, cong nghé mang Lan do va cong nghé mang riéng
40 1a sy lya chon hang dau. N6 phuc vu cho ngudi dung va don gian hoa cong
viéc nhung van tiét kiém dugc chi phi xay dung va quan ly. M6 hinh mang
Lan a0 gitp cho cac don vi phat trién cac chi nhanh mot cach thuan tién, n6
giam t6i da vé chi phi dau tu ma van mang lai thuan tién cho ngudi str dung.
Ngoai ra cong nghé mang Lan a0 con gilp tién kiém vé bang thong ciia hé
thdng, gitip cho trao d6i dir liéu nhanh hon. Ciing nhu vay, cong nghé mang
riéng 40 mang lai cho nguoi st dung mgt cong cu truy nhédp tr xa vao tai

nguyén chia sé. Phuc vu mdt cach nhanh chéng va thuén tién cho ngudi dung.
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Do d6, voi su phat trién CNTT cta B6 Cong Thuong thi viéc 4p dung mo

hinh mang Lan 40 va mang riéng o 13 rat cap thiét.
- Co s0 1y thuyét:

+ Co sé ly thuyét Cong nghé mang Lan d0: Nhu ching ta da biét, trong
mang may tinh qua trinh truyén thong tin dit liéu duogc chia thanh 7 budc (tirc
7 16p trong mo hinh OSI) . O 16p 2 ctia md hinh OSI, 14 16p ma Switch hoat
dong, thuong thi Switch hoat dong trong mot mang Flat (tirc mang ngang
hang,khong c6 phan quyén). Toan bo thong tin truyén trén mang s& Broadcast
trén toan mang, c6 nghia 1a ai cling ¢4 quyén nhu nhau, do dé né chi co 1

mién Broadcast .

T

-

e

Hinh 1: M6 hinh mang may tinh

Thong tin tir mot may HostA truyén trén mang sé truyén dén cho hét
cac may trong mang LAN, sau d6 may nao c6 dia chi MAC, IP thich hop sé&

nhan thong tin, con cac may khéc s€ discard.
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Hinh 2: M6 hinh truyén dit liéu giira cic may tinh

Con khi chung ta da c6 dugc cac tinh nang 16p 3 trong Switch thi chung ta sé
thdy rang: khi dit liéu giri tir Host A toi Host D, thi chi host D nhan dugc yéu

cau nhan. Va luc d6 thong tin trén mang s& khong bi du thira.
Pé ¢6 duoc nhitng tinh nang trén chung ta phai noi dén VLAN:
¢ Vlan mang lai Bdo mat trong mang.

e Phan quyén ngudi dung truy nhip vao co so dit liéu, theo chirc ning,

nhiém vu....

e Ting s6 vung Broadcast, nhung lai giam dung luong kich ¢& cua

chung.
- Cac loai Vlan:
- Static Vlan:

La mot kiéu Vlan ma chiing ta s& khong phai cau hinh, theo d6 thi tat ca
cac port ctia Switch s& thuoc Vlanl. Trong kiéu Vlan nay thi n6 c6 day du
cac tinh nang ¢ ciia Vlan. Cai khac ¢ day 1a tit ca cac port s& thudc mot
Vlan, nhu vy s& xay ra trudng hop thira port trong d6 lai thiéu Vlan dé
phan quyén.

- Dynamic Vlan:
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La mot kiéu Vlan ma ching dwa vao dia chi Mac, giao thtrc, img dung.
Viéc dya vao dia chi Mac ¢ ¥ nghia rat quan trong, chung ta thir 14y mot

vi du sau:

Mot may Host A duge phan vao mot VLan x nao do, nghia 1a may A
chi vao dugc mang Lan khi may A cim dung vao port cta switch, qua do
ta s& thay sy bét tién 12 néu may A mudn di chuyén dén noi khac thi s& gap

van dé.

Nguoi ta da co giai phap 1a dung VLan gan dia chi Mac ciia may A
cho Vlan ma né thudc vao. Vi dia chi MAC thi khong bao gio thay ddi va
n6 c6 tinh chat don nhat trén toan cau. Tir d6 viéc di chuyén may A dén
cac dia diém khac nhau khong con van dé. Switch chi can nhan biét trong
NvRam cuia n6 rang ctr véi mot dia chi Mac ndy ciia may A s& tuong ng
véi viée nd thudc VLan d3 4n dinh sdn ma khong can quan tam no duogc

gan vao port nao cua Switch.
¢ Nhéin dang Vlan:
- Cac kiéu két noi:
C0 hai loai ké ndi(link) trong méi truong Vlan:
a. Access link:

Thuc chat né chinh 13 cac lién két port trong switch, cac Vlan khong
thé noi chuyén véi nhau néu chung khoéng c6 mot lien két khac ma ching

ta mudn dé cap dén day 1 Trunk link.
b. Trunk link:

Tac dung chinh cua trunk link 14 cho phép cac Vlan c6 thé noi chuyén
v6i nhau,tdc d6 ciia nd c6 thé 1én téi:100--1000Mbps va co thé dinh tuyén
1--1005 Vlan cung mot lic. Chung ta s& dé cap t6i van dé nay trong phan

sau:
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Trunk Link

VLANS can span across multiple switches s ﬂ ﬁ
by using trunk links, which carry traffic - -

Ll Red VLAN  Blug VLAMN Green VLAN

Hinh 3: M6 hinh mang Lan 4o
Nhin trén hinh v& chung ta ¢ thé thay duoc la:
e (063 Vlan: Red Vlan
Blue Vlan
Green Vlan
e Cac may trong 1 Vlan ndi véi nhau qua duong Access link.
e Viéc két ndi cac Vlan v6i nhau qua duong Trunk Link.

e Cic may thudc Vlan khac nhau c6 thé & trén cac Switch khac nhau ma
viéc lién két khong gap van dé. Viéc nay kha quan trong!!

¢ Cac phuwong phap dong géi trong Vlan:

- Inter-Switch Link (ISL): La san pham cuta Cisco,chi dung cho cac san

pham cua cisco.

- IEEE 802.1Q: C6 thé hoat dong trén cac san pham cua cac hang khac

nhau.

< VLAN Trunking Protocol (VIP): No cho phép quan 1y két ndi lién
mang trén cac Vlan, thém bdt, thay ddi tén Vlan.

% Cac loai VTP:
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a. Server:

Loai VTP Server ludn 1a cau hinh mic dinh cho cac Switch (khi ching

ta mua vé, n6 da duoc gan 1a thudc kiéu VTP Server).
Dic diém noi bat cia VTP Server la:
e (6 thé tao thém Vlan, xo04 Vlan
e Thay ddi cac cau hinh
e Dong vai tro Switch chu
b. Client:

Loai VTP Client, Switch s€ nhan thong tin tir cic VTP Server va gui

cling nhu nhan céc thong tin updates.

Dic diém ndi bat ciia VTP Client la:
e Khong thé thay dbi cau hinh trén Switch.
e NO chi dong vai tro Switch khach.

e Khi chung ta mudn chuyén mot Switch thanh Switch Server thi
chung ta nén chuyén Switch d6 thanh kiéu Client truéc vi khi &
kiéu Client thi Switch s& nhan moi thong tin vé Vlan. Sau do6

chung ta chuyén thanh Server thi s& hiéu qua hon.

e Mot dic diém quan trong nita caa Client VTP 1a Switch s& nhan
thong tin ma khong luu trir trén NVRam, c6 nghia 1a toan bd

thong tin s& bi mat néu chiing ta Reset lai Switch.
¢. Transparent:
e Switch s& chi truyén (forward) thong tin.
e Khong thé thay doi thong tin vé Vlan.

e Thong tin dugc Iuu trir trong NVRam .
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e Nhiém vu chinh ctia ché d6 Transparent 1a cho phép cac Switch
tr  xa nhan thong tin co s¢ dir liéu cua Vlan tr VTP Server qua

mot Switch ma né khong thude cung Vlan.

Server configuration: Saved in NVRAM

Server

/N

Client = Transparent

Client configuration: Not saved in NVRAM Transparent configuration: Saved in NVRAM

Hinh 4: Cac kiéu mang Lan 40
< Pinh tuyén giira cic Vlan :

Pé dinh tuyén thong tin trén cac Vlan ching ta can co sy hd trg cia
Router. Vi thong tin gitra cac Vlan thudc cac mién Broadcast khac nhau
nén dé cac Vlan khac nhau néi chuyén duoc véi nhau thi chung ta phai co

Router dé dinh tuyén thong tin 16p 3.
Vay thi cau hoi dat ra la:

e Cac Switch ndi v6i nhau kiéu gi?

e Cac Switch 12 router ndi v6i nhau qua dudng nao?
Chung ta thir xem hai m6 hinh dudi day:

- Kiéul:
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e e

Router connacting thres WLAMNs

together for inter-WLARN communication,
ona interfacsa for each WLAN.

Hinh 5: M6 hinh mang Lan 4o 1

C6 3 Vlan va cac Vlan nay dugc ndi véi router qua 3 interface
(Ethernet). Vay thi s& dat ra cdu hoi 1a néu ma c6 nhiéu Vlan thi 1am sao
c6 du cong Ethernet cho router (Vi cong router thuong chi c¢é 2 cong, néu

lap thém thi ciing khong duogc nhiéu).
- Kiéu 2:

Giai phap cho Kiéu 1 1a chiung ta chi can mot cong Ethernet nhung
chung ta sé dung Subinterface.

O kiéu Subinterface thi s& chia mot cong Physical (vat 1y) thanh céc
cong con co cung dic tinh va dugc goi 1a cong Logical. Mdi cong ao d6 s&

dam nhiém cho mét Vlan.

Router connecting all VLANS tog ether
allowing for imter-WVLAM communication,
using only one router interface
(Router on a stick).

Hinh 6: M6 hinh mang Lan 4o 2
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Trén hinh v& ching ta c6 thé thdy dugc chi c6 mot cong vat Iy ndi gitra

router va Switch. Trong khi d6 c6 nhitng 3 Vlan (hodc nhiéu hon).
+ Co 6 1y thuyét cong nghé mang riéng ao:

Giai phap VPN (Virtual Private Network) duogc thiét ké cho nhiing t6
chtrc ¢6 xu hudng tang cuong thong tin tir xa vi dia ban hoat dong rong (trén
toan qudc hay toan cau). Tai nguyén & trung tdm co6 thé két ndi dén tir nhiéu
ngudn nén tiét kiém duoc dugc chi phi va thoi gian. Do d6, mé hinh mang
riéng 4o dugc trién khai tai B6 Cong Thuong dé mang lai tién ich truy nhap tir

xa to1 hé théng mang cua Bg thong qua két ndi internet.

I,-" pOP |
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d -Fr-‘_f \'-\;‘_:l}:‘-f_ "'"-I
. — N
\""- 2t r H-‘- .\-.'-""'\'.:.:14; ™ /I
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Vin phing - 5 o
i L N P Vin phéng chinh
\ 4 .
% J :

- \-\______i—' -'. b
B the kink dosnh f& sk vidn di ding

-

Hinh 7: Mot mang VPN dién hinh bao gém mang LAN chinh tai
try s& (Van phong chinh), cdc mang LAN khac tai nhiing van
phong tir xa, cac diém két ndi (nhu 'Vian phong' tai gia) hodc ngudi

str dung (Nhan vién di dong) truy cap dén tir bén ngoai.

- Khai niém:

Vé co ban, VPN 13 mot mang riéng sir dung hé thong mang cong cong
(thuong 1a Internet) dé két ndi cac dia diém hoic nguoi st dung tur xa vai mot

mang LAN & try so trung tdm. Thay vi dung két ndi that kha phirc tap nhu
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duong diy thué bao sd, VPN tao ra cac lién két ao duoc truyén qua Internet

gitra mang riéng cua mot to chirc voi dia diém hoac nguoi st dung ¢ xa.
- Cacloai VPN

C6 hai loai ph6 bién hién nay 1a VPN truy cép tir xa (Remote-Access ) va
VPN diém-ndi-diém (site-to-site). VPN truy cép tir xa con dugc goi 1a mang
Dial-up riéng 40 (VPDN), 1a mot két ndi nguoi dung-dén-LAN, thuong 13 nhu
cau ctia mot to chirc ¢6 nhiéu nhan vién can lién hé véi mang riéng cia minh
tir 4t nhidu dia diém & xa. Vi du nhu cong ty mudn thiét 1ap mot VPN 16n
phai can dén mot nha cung cip dich vu doanh nghiép (ESP). ESP nay tao ra
mot may chu truy cdp mang (NAS) va cung cip cho nhimg nguoi str dung tir
xa mot phan mém may khach cho may tinh ctia ho. Sau d6, nguoi str dung cé
thé goi mot sb mién phi dé lién hé véi NAS va dung phin mém VPN may
khach dé truy cip vao mang riéng ctia cong ty. Loai VPN nay cho phép cac

két nd1 an toan, co6 mat ma.

Hinh minh hoa cho thay két ndi giira Van phong chinh va "Vian phong" tai gia

hodc nhan vién di dong la loai VPN truy cap tur xa).

VPN diém-néi-diém 1 viéc stt dung mat ma danh cho nhiéu nguoi dé két nbi
nhiéu diém cb dinh v6i nhau thong qua mot mang cong cong nhu Internet.
Loai nay co thé dua trén Intranet hoic Extranet. Loai dua trén Intranet: Néu
mot cong ty cd vai dia diém tir xa mudn tham gia vao mot mang riéng duy
nhat, ho c6 thé tao ra mot VPN intranet (VPN ndi bo) dé ndi LAN véi LAN.
Loai dua trén Extranet: Khi mot cong ty co mbi quan hé mat thiét voi mot
cong ty khac (vi du nhu ddi tac cung cap, khach hang...), ho c6 thé xdy dung
mot VPN extranet (VPN mé rong) két ndi LAN véi LAN dé nhiéu to chire

khac nhau c6 thé 1am vi¢c trén mdt moi truong chung.

Trong hinh minh hoa trén, két ndi giita Van phong chinh va Vian phong tir xa
1a loai VPN Intranet, két n6i gitta Van phong chinh véi Déi tac kinh doanh l1a
VPN Extranet.

- Bao mat trong VPN:
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Tuong lira (firewall) 14 rao chan virng chéc gitta mang riéng va Internet. Ban
c6 thé thiét 1ap cac tudng lra dé han ché s6 luong cong mo, loai géi tin va
giao thirc duoc chuyén qua. Mot sd san pham dung cho VPN nhu router 1700
ctia Cisco c6 thé ning cip dé gop nhirng tinh ning cta tudng lira biang cach
chay hé diéu hanh Internet Cisco 10S thich hgp. Tot nhat 1a hay cai tudng ltra
that tot trudc khi thiét 1ap VPN.

Mdt ma truy cdp 1a khi mot may tinh ma hoa dir li€u va gui nd t61 mot may
tinh khac thi chi c6 may do mdi gidi ma duge. Co hai loai 1a mat ma riéng va

mat ma chung.

Mat ma riéng (Symmetric-Key Encryption): M&i may tinh déu c6 mot ma bi
mat dé ma héa goi tin trude khi giri t6i may tinh khac trong mang. Ma riéng
yéu cau ban phai biét minh dang lién hé voi nhitng may tinh nao dé c6 thé cai

ma 1én do, dé may tinh cuia ngudi nhéan co the gidi ma duogc.

Mit ma chung (Public-Key Encryption) két hop ma riéng va mot mé cong
cong. M3 riéng nay chi c6 may ctia ban nhan biét, con ma chung thi do may
ctia ban cdp cho bit ky may nao mudn lién hé (mot cach an toan) véi nd. Dé
giai m3 mot message, mdy tinh phai dung ma chung duoc mdy tinh ngudn
cung cip, dong thoi can dén ma riéng cua nd nita. C6 mot tmg dung loai nay
duoc dung rat phd bién 1a Pretty Good Privacy (PGP), cho phép ban ma hoa

hau nhu bat ¢t thir gi.

Giao thirc bdo mdt giao thirc Internet (IPSec) cung cip nhiing tinh ning an
ninh cao cdp nhu cac thuat toan ma héa t6t hon, qua trinh tham dinh quyén

dang nhap toan dién hon.

IPSec c6 hai co ché ma hoa 14 Tunnel va Transport. Tunnel mi hoa tiéu dé
(header) va kich thudc ctia mdi goi tin con Transport chi ma hoa kich thuée.
Chi nhimng hé théng nao hd trg IPSec méi ¢o thé tan dung duoc giao thirc nay.
Ngoai ra, tat ca cac thiét bj phai sir dung mot ma khoa chung va cac tudng lira
trén mdi hé thong phai co cac thiét 1ap bao mat giong nhau. IPSec c6 thé ma
héa dit liu giita nhicu thiét bi khac nhau nhu router véi router, firewall véi

router, PC vé1i router, PC véi may chu.
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- May chu AAA:

AAA 1a viét tat ciia ba chit Authentication (thAm dinh quyén truy cap),
Authorization (cho phép) va Accounting (kiém soét). Cac server ndy duogc
dung dé dam bao truy cép an toan hon. Khi yéu cau thiét 1ap mot két ndi dugc
giri toi tir may khach, né sé phai qua may chit AAA dé kiém tra. Cac thong tin
vé nhiing hoat dong ctia ngudi sir dung 13 hét sirc can thiét dé theo ddi vi muc

dich an toan.
San pham cong nghé danh cho VPN:

Tuy vao loai VPN (truy cép tir xa hay diém-ni-diém), ban s& can phai cai dt

nhing bo phan hop thanh nao d6 dé thiét 1ap mang riéng a0. D6 c6 thé 1a:

- Phin mém cho desktop ctia may khach danh cho ngudi st dung tir xa.
- Phan cimg cao cip nhu bd xtr Iy trung tim VPN hoic firewall biao mat PIX.
- Mang VPN va trung tam quan ly.

- Bo xur ly trung tam VPN:

C6 nhiéu loai may xu Iy VPN cua cac hing khac nhau, nhung san pham cia
Cisco t0 ra vuot trdi & mot sd tinh niang. Tich hop cac ki thuit mi hoa va
tham dinh quyén truy cép cao cip nhat hién nay, may xir Iy VPN duoc thiét
ké chuyén biét cho loai mang ndy. Chung chia cac module xir Iy ma hoa SEP,
cho phép ngudi sir dung dé dang ting dung luong va sb luong goi tin truyén
tai. Dong san pham c6 cac model thich hop cho cac mo hinh doanh nghiép tir

nho dén 16n (tir 100 cho dén 10.000 diém két ndi tir xa truy cap cung lac).

Hinh 8: B6 xir 1y trung tdm VPN sé hiéu 3000 cta hing Cisco.
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- Router dung cho VPN:

Thiét bi nay cung cip cac tinh ning truyén dan, bao mat. Dua trén hé diéu
hanh Internet I0S cta minh, hing Cisco phat trién loai router thich hop cho
moi truong hop, tlr truy cip nha-ti-vin phong cho dén nhu ciu cua céc
doanh nghi€p quy mo6 16n.

- Tuong lra PIX cua Cisco:

Firewall trao doi Internet riéng (Private Internet Exchange) bao gdm mot co
ché dich dia chi mang rat manh, may chu proxy, b0 loc goi tin, cac tinh nidng
VPN va chin truy cap bat hop phap.

Thay vi dung IOS, thiét bi nay c6 hé diéu hanh v6i kha ning t6 chuc cao,
xoay sO dugc voi nhiéu giao thuc, hoat dong rit manh béng cach tap trung

vao IP.
Két luin

Cung voi su phd cap ngay cang cao cua Internet, doanh nghiép dan
chuyén sang st dung Internet nhu mot phuong tién gitp ho mé rong mang
cuc bd sin c6. Pau tién 13 intranets, ddy 1a nhirng sites dugc bao vé bang
password va str dung trong pham vi cong ty. Con bay gid nhiéu doanh nghiép
dang thiét 1ap dich vu VPN (virtual private network).

Nham thod man nhu cau két ndi tir xa gitra nhan vién véi van phong cling nhu

gitra cac van phong céach xa.

Mot mang riéng ao (VPN) tiéu biéu c6 thé gdm mot mang LAN chinh
dat tai tru s¢ chinh cta cong ty, caic mang LAN khac tai nhitng van phong &

xa, cling nhu nhitng nhan vién két noi tir xa dén mang ndi bd cia cong ty.

VPN vé co ban 1a mdt mang cuc bo st dung hé thong mang cong cong san co
nhu Internet @€ két ndi cadc van phong cling nhu nhan vién ¢ xa. Thay vi st

dung két nbi chuyén biét va truc tiép gita cac van phong nhu kénh thué riéng
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leased lines, mdt VPN (mang riéng 40) st dung cac két ndi ao duoc thiét 1ap

trong moi trudng Internet tr mang ri€ng cua cong ty tdi cac van phong.

Sy phat trién cua dich vu tao mang riéng ao trén internet (IP VPN) 1a mot xu
thé tat yéu trong qua trinh hoi tu giira internet va cac mang dung riéng. C6

bén 1y do dan dén qué trinh hoi tu nay & viét nam ciing nhu trén thé giGi:

Sy phat trién vé mat dia 1y cua thi trudng dan dén su gia ting s6 lugng
nhan vién hoat dong phan tan diéu nay gy kho khan trong viéc quan 1y cua

cac mang dung riéng.

Nhu ciu sir dung tac nghiép truc tuyén. Su phat trién cta nén kinh té
dan dén xu hudng 1am viéc voi nhidu nha cung cip dichvu, san pham ciing
nhu dbi v6i nhiéu ddi tugng khach hang khac nhau. Mdi nha cung cép dich vu
san pham, khach hang sir dung cau trac mang khac nhau (thu tuc, Gng dung,
nha cung cép dich vu, hé théng quan tri mang luéi... ). Piéu nay 1a mot thach
thirc 16n dbi véi mot mang dung riéng trong viée két ndi voi tit ca cac mang

nay.

Chi phi cho viéc cai dat va duy tri mot mang dién rong l1a 16n. Nhu cau

tich hop va don gian hoa giao dién cho nguoi st dung

Trong tinh hinh Viét Nam hién nay cing v&i viéc pho cap Internet tdc
d6 cao (‘hién gid 1a ADSL va sip t6i 1a Cable Internet) ngay cang rong véi gia
ré, ciing nhu xuét hién nhiéu thiét bi mang hd tro VPN véi chiic ning tich hop
da dang, giao dién dé str dung va gia hop 1y sé& 1a diéu kién t6t dé cac doanh
nghiép va to chic ting cudng sir dung mang riéng a0 VPN nhu mot phuong

thire két ndi tir xa an toan, tién dung va nhanh chéng vé6i chi phi thap.

V61 mo6 hinh mang hién tai va nhu cau cia Bo Cong thuong. Viéc ap
dung giai phap cong nghé Vlan va Vpn 1a hop 1y va rat can thiét. Tuy nhién,
dua trén cac thiét bi sin c6 va dya trén nhu cau thuc té. Hé théng Vlan cua BO
Cong Thuong s& dugc trién khai trén cac thiét bi da c6 va hé thong Vpn sé
dugc trién khai trén co s& phan mém ISA 2006 c6 kha nang dap ing. Nhom
thuc hién dé tai cling dé xuat phat trién hé thong véi cac thiét bi chuyén dung

hon dé co thé cung cép cac tng dung tt nhat cho nguoi dung.
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CHUONG 2: THUC HIEN PE TAI

2.1 Phuong phap nghién curu:

Trong qua trinh nghién ctru dé tai, nhom thuc hién dé tai tap hop toan
bd so dd hién trang ctia hé thong, tir d6 phan tich danh gia mé hinh hién trang
hé thdng dé dua ra giai phap phu hop cho cic ing dung. Dua trén co s thuc
tién nhitng vin dé thuong gip viéc nghién ctru phat trién mot giai phap hiéu
qua dya trén nhitng ngudn cung cap tin cdy 13 thuc sy quan trong va cap thiét
v6i hién trang co sé ha ting cong nghé thong tin hién nay. Tir d6 dua ra dugc
phuong phap nghién ctru trién khai hai hé thong 14 hé thong mang Lan 4o va
hé thdng mang truy nhap tir xa cho B6 Cong Thuong dap tmg cic nhu cau

thiét yéu trong trao doi thong tin.

Trong qua trinh thyc hién dé tai, nhom thuc hién dé tai thu thap toan bo
s6 liéu, mo hinh hién trang cta hé thong. Tir d6 phén tich dénh gia hién trang
dé dua ra giai phap thich hop trong qué trinh thyc hién dé tai. Dua trén céc
thiét bi hién ¢, nhom thyc hién dé tai nghién ctru cac md hinh clia cdc nude
trén thé gidi, ap dung cong nghé mai nhét tir 6 nhom thuc hién d¢é tai sé tong
hop dugc cac thiét bi tai B Cong Thuong co thé trién khai duogc hé théng
Lan a0 va mang truy cap tir xa. Dong thoi nhom thuc hién dé tai ciing dua ra

duoc cac thiét bi can c6 dé thuc hién dé tai.

Qua qué trinh nghién ctru tap hop tai liéu, nhém thuc hién dé tai dua

dugc ra mo hinh hién trang hé théng mang cua Bo Cong Thuong:
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Hinh 9: M6 hinh mang B Cong Thuong trudc khi trién khai:

moirouter2501 Moderr - Quay s7? Analog 3-
Ethernet C/C Moden 2
182.168.C.3
Serial C/C:

203.190.160.130
Moderr 1€

Dan modem quay s7

Router BCN (s? ch? 9349301)
MOISRVO02 MOISRV10 moirouter2511
202.190.160.34 203.160.190.35 FeC/C: 10.20.C.34
192.168.10.4 192.168.10.2
192.168.C .4 S7 d7ng

MOISRVO3 lam
ACS Server

DMZ Zone 192.168.10.1 Router

10 20 1.4 e e



Qua nghién ciru thyc tién dya trén mo hinh thyc té, nhom thyc hién dé
tai dd d¢ xuat hai giai phap trién khai hé théng mang Lan 4o cho By Cong

Thuong nhu sau:

e Giai phap 1:Chia mdi ting clia B 1a mot mang VLan riéng
e Giai phap 2:Chia Vlan theo chirc niing ctia mdi Phong
- Giai phap 1:
Vi giai phap 1 thi d6 1a chia theo dia 1y,theo s6 tang. O giai phap nay thi
s ton it day hon,dé trién khai hon,nhung chi c6 mot Vlan tdn tai trong mot

tﬁng .

Hinh 10: Giai phap 1 Vlan




-Giai phap 2:
Véi giai phap 2 thi viéc di ddy s& phtic tap hon(tén ddy hon) nhung né s&
cho phép ta c6 su linh dong trong viéc chia VLAN.C6 nghia 1a c¢6 thé co

nhiéu hon 1 Vlan trén mot tang.

Hinh 12: Giai phéap 2 Vlan
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- Két luan: Nhom thyc hién dé tai chon giai phap 1 1a giai phap phu hop véi
thiét ké hé thong hién tai cia B6 Cong Thuong. Tuy nhién, voi sd luong cac
thiét bi hién tai ctia B6 Céng Thuong, viée chia Vlan cho ting tang chua thé
thuc hién dugc. Do d6, nhom thuc hién dé tai s& thuc hién chia Vlan cho céc

tru s¢ cia Bo Cong Thuong va cho cac Cuc, Vién noi vao.

- Giai phap trién khai mang riéng 4o cho By Cong Thuong:

Router EVNTelecom
g 203.190.160.129

Hinh 13: M6 hinh mang riéng do cho B6 Cong Thuong
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Giai phap hé thong mang truy nhép tir xa cia B6 Coéng Thuong dwa

trén cac thiét bi:
- Puong truyén internet Leaseline cia EVN.
- May chu Moitsrv14 cai ISA 2006 cung cap dich vu VPN.
- May chu Lessrv cai RRAS ching thuc nguoi dung.

Giai phap mang truy nhap tir xa st dung mo hinh mang Clien to Site,
khi d6 cac truy nhap tr internet s& duoc hiéu 1a Client va mang Bo Cong
Thuong s& 1a Site. Pong thoi, str dung phan mém VPN client cia Microsoft

2.2 Thiét bi, dung cu sir dung cho nghién ciru:

So dd nguyén Iy hé thong mang:

Hé thdng mang cua Bo Cong Thuong sau khi trién khai 2 dich vu Mang

Lan 40 va mang truy nhép tir xa c6 nhitng thay d6i sau:

- Hé thong mang Lan ao duoc thiét ké trén co sd 2 thiét bi Switch 3560
cta Cisco, qua d6 cung cap dugc cac Vlan cho hé thong ndi bd cua Bo
Cong Thuong va cac Vlan cho hé théng cac don vi Cuc thudc Bo Cong

Thuong noi vao.

- Hé thong mang truy cip tir xa duogc thiét ké trién khai trén cac thiét bi
may chi va hé thong internet Lease line ciia EVN, cung véi dia chi IP
tinh, nguoi dung thudc co quan Bo Cong Thuong co thé két ndi truy

nhap vao mang Lan cua B0 thong qua internet.
Qua d6, da dap tng dugc cac nhu cau:
1. Cung cap dich vu truy cap tir xa tir internet.
2. Pam bao an toan thdng tin, chirng thuc nguoi dung.
3. V& mang Lan do:

- Tiét kiém duoc cac chi phi vé mua thiét bi.
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- Téap trung hoa dugc quan ly.
- Linh hoat trong cong viéc chuyén d6i mé hinh hé théng.

- Tao nén hé thdng chuin, c6 hé théng chinh, hé thong backup sao luwu dir

li¢u.

Véi viée sir dung cac thiét bi co san, cing v6i sy tim hiéu dénh gia hé thong
ctia nhom thyc hién dé tai. Hé thong da mang lai nhiing loi ich dang ké, giup
giam chi phi vé con nguoi va thiét bi. Hé théng mang Lan 4o sir dung cong
nghé Vlan cta Cisco, hé théng mang truy cap tir xa dua trén cac dic tinh c6
san ciia hé diéu hanh Microsoft. Duya trén hé théng VPN cta phan mém ISA
2006.

Mo hinh sau khi trién khai hé thong:
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Hién trang thiét bi mang c6 thé trién khai mang Lan 4o cia B4 Cong

Thuong:

Nhu phén tich & chuong 3 muc 3.1, hé thong hién tai cia Bo Cong
Thuong c6 thé tan dung dugc cac thiét bi co thé trién khai dugc hé thong

mang Lan 4o la:
- Hai thiét bi Switch 3560 cua Cisco c6 kha ning chia Vlan.
- Cac switch ndi cac tang.
- Cac module quang, dién.

Hién trang thiét bi c6 thé trién khai truy nhép tir xa qua Internet ctia B Cong

Thuong:

Nhu phéan tich & chuong 3, muc 3.1, hé théng hién tai cia B§ Cong
Thuong c6 thé tan dung cac thiét bi 6 thé trién khai dugc hé théng mang truy

nhép tir xa tur internet:
- May chu MOITISA14.
- Phan mém ISA 2006: duogc cai trén may chu Moitisal4.
- May chu MOITLCS: dugc cai phan mém RRAS ctia Windows 2003.
- Thiét bi dinh tuyén Router 1841.
- Hé thdng internet Lease line ctia EVN véi dai IP tinh.
Két luan danh gia hién trang:

Qua qué trinh phéan tich danh gia hién trang hé thong mang cia Bo
Cong Thuong. Nhom thyc hién dé tai da tap hop ra dugc céc thiét bi co thé
trién khai dugc hai hé thdng mang Lan 4o va mang truy nhap tir xa. Trén co
s& thyc tién, nhom thyc hién dé tai danh gia rat cao nhimng ing dung hé théng
hién tai cua B Cong Thuong mang lai cho nguodi st dung. Tuy vady, nhom

thue hién dé tai co nhitng danh gia khach quan sau:
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Hé thong mang trudce khi trién khai thyuc hién dé tai:

1. Khong dap tng cac nhu cau két ndi trong ndi bo va cac don vi ngoai Bo

Cong Thuong.
2. Khong linh hoat trong cac phuong 4n chuyén doi hé thong.
3. Hé thong khong cung cap dich vu truy nhép tir xa cho nguoi ding.

4. Hé thong sir dung cac thiét bi dinh tuyén 1a may tinh, khong dap ung
dugc nhu cau chuyén dung.

Hé théng mang sau khi trién khai thyc hién dé tai:

1. Hé thong mang Lan 4o sau khi trién khai da dap tng duoc nhu cau két
ndi cho hé théng mang nodi bd ciia B6 Cong Thuong va cac don vi

ngoai Bo.

2. Hé théng mang Lan ao st dung cac thiét bi ddinhh tuyén chuyén dung,

mang lai hi¢u qua cao .
Hé thdng mang riéng a0 cung cap truy cap tir xa cho nguoi dung co quan Bo
Két qua thwe nghiém:

Qua qua4 trinh khao sat, thu thap tai liéu. Nhom thyc hién dé thuc hién danh
gi4 pham vi ing dung va trién khai. Panh gia tinh kha thi va hiéu qua mang
lai sau khi trién khai hé thong. Nhom thuc hién dé tai thao luan va dua ra

danh gia két luan sau:
Két qua thyc hién cua dé tai
% Bao cao tim hiéu cong nghé Lan 40 (VLAN)

% Trién khai 5 mang Lan 4o tai co quan Bo Cong Thuong va 4 mang Lan

ao cho cac don vi két no1 dén Bo

% Trién khai cung cap dich vu két noi mang ndi b tir xa qua Internet.
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KET LUAN VA KIEN NGHI

Qua qua trinh nghién ctru va trién khai dé tai Nghién civu cdc gidi phdp
ting cwong chit lwong dich vu mang siv dung mang Lan do va phdt trién
dich vu truy nhdp tir xa vao mang ndi by thong qua internet da dap ting
duoc hét cac yéu cau dit ra gop phan cung cip cac dich vu tién ich tt nhat
cho nguoi dung va dam bao hé théng mang cua Bo Cong Thuong dugc van
hanh tron tru, dong thoi né mod ra huéng phét trién hé thong cua Bo Cong
Thuong .

Qua bao cdo dé tai nay, nhdm nghién ctru da dua ra duoc cai nhin téng
quat, nhitng danh gia vé hé thong dé tham muu cho B6 Coéng Thuong nhiing

gidi phap va kién trac cho hé théng mang va cac dich vu ti¢n ich.

Nhom thue hién dé tai ciing xin tiép tuc nghién ctu hai cong nghé

mang Lan 40 va mang riéng 4o va cé kién nghi sau:

1. M6 rong pham vi stt dung cong nghé mang riéng 4o phuc vu két

noi t&i cac don vi tinh thanh.

2. Trién khai hé thong mang Lan 4o ap dung dén timg ting, ting
Vu trong Bo Coéng Thuong va cac don vi két ndi t6i B6 Cong

Thuong

3. Trién khai hé thong bao mat cho hai cong nghé mang Lan 4o va

cong nghé mang riéng do.

Cudi cung, nhom thyc nhién dé tai xin chan thanh cam on quan tam cua
Lanh dao Vu KHCN, cua Lanh dao Trung tam Tin hoc - Cuc Thuong mai
Pién tr va Cong nghé Thong tin da hét sic dong vién va cho y kién chi dao
kip thoi dé két qua dé tai chinh 1a mang va dich vu truy cép tir xa qua internet

di vao hoat dong tdi uu.
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PHU LUC
Phu luc 1: Cai dit trién khai VLan:

BUOC 1:Tao Vlan va ciu hinh tén cho Vlan:

- Switch 1900:

>en

#config t

Enter configuration commands, one per line. End with CNTL/Z
(config)#hostname 1900

1900(config)#vlan 2 name sales

1900(config)#vlan 3 name marketing

1900(config)#vlan 4 name mis

1900(config#exit

Vi Mic dinh thi toan b cac Port sé thudc Vlan 1:

19004#sh vlan

VLAN Name Status Ports

1 default Enabled 1-12, AUI, A, B
2 sales Enabled

3 marketing Enabled

4 mis Enabled
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1002 fddi-default Suspended
1003 token-ring-defau Suspended
1004 fddinet-default Suspended

1005 trnet-default Suspended

e Switch 2950:
Switch>
Switch>en
Switch#config t
Switch(config)#vlan 2
Switch(config-vlan)#
Switch(config-vlan)#vlan 3
Switch(config-vlan)#name Sales
Switch(config-vlan)#vlan 4
Switch(config-vlan)#name Finance

Switch(config-vlan)#"Z

Switch#
Switch#sh vlan brief
VLAN Name Status Ports
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1 default

2 VLAN 0002

3 Sales

4 Finance
1002 fddi-default
1003  token-ring-default
1004  fddinet-default
1005  trnet-default

active

active
active
active
act/unsup
act/unsup
act/unsup

act/unsup

BUOC 2: Gan Cong cho Vlan:

e Gan tirng cong :

Switch(config-if)#int £0/2

Switch(config-if)#switchport access vlan 2

Switch(config-if)#int f0/3

Switch(config-if)#switchport access vlan 3

Switch(config-if)#int £0/4

Switch(config-if)#switchport access vlan 4

Switch(config-if)#

Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/7, Fa0/8, Fa0/9, Fa0/10

Fa0/11, Fa0/12
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Switch#sh vlan brief
VLAN Name Status Ports
1 default active Fa0/1, Fa0/5, Fa0/6, Fa0/7, Fa0/8,

Fa0/9, Fa0/10, Fa0/11, Fa0/12

2 VLANO0002 active Fa0/2
3 Sales active Fa0/3
4 Finance active Fa0/4

BUOC 3: Gan Cong trunk cho Switch:

Switch#config t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#int f0/12

Switch(config-if)#switchport mode trunk
Switch(config-if)#"Z

Encapsulation cho Cong trunk:

Switch(config-if)#switchport trunk encapsulation ?

BUOC 4: CAU HINH CHO ROUTER:

2600(config)#int £0/0.1

2600(config-subif)#encapsulation dotlq vian#
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Internet

interface fastethernet 0.1 /

encapsulation dot1q 1 g

ip address 192 168.1.65 255.255.2565.192 -
interface fastethernet 0A1.10 | '

encapsulation dotig 10 fanA

ip address 192.168.1.129 265,256 206,224 4 Port 1: dot1q trunk

Lot Ports 2, 5 VLAN A
Port 4: VLAN 10

HostA  HostB  HostC

B1:Cac may host phai cAu hinh Defaul gateway téi dia chi VLAN ma né

thudc vao:

HostA: 192.168.1.66, 255.255.255.192, default gateway 192.168.1.65

HostB: 192.168.1.67, 255.255.255.192, default gateway 192.168.1.65

HostC: 192.168.1.130, 255.255.255.224, default gateway 192.168.1.129

B2:Cong F0/1 ciia Switch phai 1a cong Trunk:
2950#config t

2950(config)#interface fa0/1
2950(config-if)#switchport mode trunk

Véi Switch 3550:

3550#config t

3550(config)#interface fa0/1
3550(config-if)#switchport mode trunk

3550(config-if)#switchport trunk encapsulation dotlq
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VLANA
Hostd HostB

|

Imtermet

FO/02 A0S

FO0G
FO4 s

=g

HiostC HostD
VLAN 3

2950#config t

2950(config)#int f0/1
2950(config-if)#switchport mode trunk
2950(config-if)#int 0/2
2950(config-if)#switchport access vlan 1
2950(config-if)#int f0/3
2950(config-if)#switchport access vlan 1
2950(config-if)#int f0/4
2950(config-if)#switchport access vlan 3
2950(config-if)#int f0/5
2950(config-if)#switchport access vlan 3
2950(config-if)#int f0/6

2950(config-if)#switchport access vlan 2
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B3:Trwdc khi do: ta phai gan dia chi Ip cho cac Vlan:
2950#config t

2950(config)#int vlan 1

2950(config-if)#ip address 172.16.10.2 255.255.255.128
2950(config-if)#no shutdown

VLAN 1: 192.168.10.16/28

VLAN 2: 192.168.10.32/28

VLAN 3: 192.168.10.48/28

B4:CAu hinh cho Router:

Router#config t

Router(config)#int f0/0

Router(config-if)#no ip address

Router(config-if)#no shutdown

Router(config-if)#int £0/0.1

Router(config-subif)#encapsulation dotlq 1
Router(config-subif)#ip address 192.168.10.17 255.255.255.240
Router(config-subif)#int £0/0.2
Router(config-subif)#encapsulation dotlq 2
Router(config-subif)#ip address 192.168.10.33 255.255.255.240
Router(config-subif)#int £0/0.3

Router(config-subif)#encapsulation dotlq 3
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Router(config-subif)#ip address 192.168.10.49 255.255.255.240
B5:Céu hinh VTP:
1900(config)#vtp ?

client VTP client

domain Set VTP domain name
password Set VTP password
pruning VTP pruning

server VTP server

transparent VTP transparent

trap VTP trap

1900(config)#vtp server
1900(config)#vtp domain lammle

1900(config)#vtp password todd

Phu luc 2: Cai dit trién khai Vpn:

C4u hinh VPN Client to Site trén ISA 2006
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Mo hinh:

Rotter EVNTelecom
203.190.160.129

Cac budc thue hién:

Buwde 1: Cau hinh IAS
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'.L,::.F' Internet Authentication Service

File Action  Wiew Help

-

(] RADILIS Clients
{:l Remate Access Logging
% Remote Access Policies

D Connection Request Processing

i Welcome to Internet Authentication
.y ) Service

Use Internet Authentication Service (143) bo authenticate,
autharize, and account For diak-up, YPM, wireless and
Ethernet connections to your nekwork, You can also
configure IAS to Forward authentication requests o any
access server that is compatible with Remote Authentication
Dial-In User Service (RADIUS),

To configure 185 to read the remote access properties of
user accounts in Ackive Directory, on the Action menu, click
Reqister Server in Active Directory,

For more information about setting up [45, deployment
scenatios, and troubleshoating, see Help,
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Tao Radius client:

"‘::p Internet Authentication Service

File Action igw  Help
¢s BE BRPE 2E
?@ Inkernet duthentication Service {Local) Friendly Name | fddress | Frotacol
R e 3 New 192,168.2,14 RADIUS
: e EADLLS Clent ==
--CI R = B newz 10.20,0.30 RADIUS
%F" e ’
B¢ :

Yiew k

Refresh

Export List,.

Help

1 | H

Mew Clignt |
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Cau hinh cac thong so:

"l,::.ﬁ' Internet Authentication Service

File Action View

&= BMm

@ Inkermet Authentic

-3 RADIUS Clent
{:l Remate Acces:
@ Remate Acces:
{:l C_onnectian Re

New Properties
Settings |

Friendly name:

Pratacal

fiddress (1P or DWS):

132168.2.14

Werify...

If yau are using remite access palizies based on the client vendor's
atibute, specify the vendor of the RADILS chent.

Clertendor — RADILS Standard g
[ Request must contain the Message Authenticator atiribute
5h-3[EI:| secret RRERERRE
Canfirmn shared secret A
OK Cancel il

RADILS
RADILA

v
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Budc 2: Cu hinh ISA:

b1. Enable VPN

File  Action Wiew Help
- | BmE @

il Microsaft Internet Security and Acceler
'I‘a motpily General I Groupsl F'rotocolsl Uszer Mappingl Virtual Private Networks]
E Manitaring

3 Firewall Policy

-4 Mirtual Private Networks (YPR)
-4 Configuration

¥ Troubleshooting

¥PN Clients Properties

Marimum number of YPH clients allowed:

A

E corporate network using a

lle VPN Client Access
nection.

B or, if using RADIUS

ration

, are defined according to

0K C | Sppl
I—I ance Sply bre defined in accordance with

T VUL T Vet o off O LT DO ST U ST TL Y T IO e 1T 105,

b2. Céu hinh giao thirc

File Action ‘iew Help

- = | |2
] Microsaft Internet Security and Acceler ERLlchent=Eioperties

La mDiSNH General | Groups User Mapping I Virtual Private Networks (
£ Moritoring

%, Firewall Policy Enable the tunneling protocols available for remaote access connections:
% Wirkwal Private Metworks (YPR)
% Configuration

¥ Troubleshooting

[ Enable PPTP

FFTF provides a secured connection method for remote access.
E corporate network using a

[~ Enable L2TP/Psec

L2TP/IPsec provides a highly secured connection method for remote le VPN Client Access
access. Certificate authentication is the default authentication method nection,
for this protocal.

Help about WP |Pzec certificates

B or, if using RADIUS

ration

, are defined according to

Ok, I [ | Sppl
anee | 2Py | bre defined in accordance with
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b3. Céu hinh dia chi cho Clients

File Action Wew Help

e ol

La midisry14

% Manitaring

\_-/3 Firenwall Policy

b Wirtual Private Mebworks (VPN
%%+ Configuration

i Troubleshooting

Access Metworks  Address Assignment |F\uthentication I RADILS |

—Select the IP address assignment method:
(% Static address pool

IP address ranges:

| End Address |
192.165.4.254

Start Address
192.168.4.1

add...

Edit... |
Rermoye, ., |

™ Dynamic Host Configuration Protacal (DHCR,

Use the Following network to obtain DHCR, DNS and WINS services;

=

Inkernal

Advanced settings are only applicable For
remote YR dients,

H Microsoft Internet Security and Scceler virtual Private Networks (VPN) Properties

Virtual Private Networks

E corporate network using a

le VPN Client Access

nection.

E or, if using RADIUS

pration

, are defined according to

(a4 | Cancel

bre defined in accordance with

b4. CAu hinh mang truy nhép cho Clients

File  Action Wiew Help

« = |Em| @ E

0l Microsaft Inkernet Secority and Acceler
La maisrv14

-0 Monitoring

\_Jg Firewall Policy

- Mirkual Private Metworks (YPI)
-+ Configuration

i Troubleshooting

¥irtual Private Networks {(¥PN) Properties

Access MNetworks | Address Assignment I Authentication I RADILS I

For ¥PH client connections, select the networks From which clients can
initiate connections to the WPM server,

For site-to-site connections, select the local network whose adapter is the
WPM gateway used For connecting to the remate site,

These settings are common to all YPA clients and site-to-site connections.

= Internal
< Perimeter

< Al Metwarks {and Lacal ...
=& All Protected Metworks

Mebwork representing the internal r
Mebwark object representing a peril
This predefined network set include
This predefined network set include

Virtual Private Networks

E corporate network using a

le VPN Client Access

niection.

E or, if using RADIUS

pration

, are defined according to

o 1

Cancel | Apply

bre defined in accordance with
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b5. Cau hinh chirng thue

File Action Wiew Help

- = | | 2
3 Micrasoft Internet Security and Acceler Yirtual Private Networks (¥PN) Properties K

ILa %is;qﬂ‘_‘t _ Access Networks I Address Assignment  Authentication I RADIUS I Virtual Private Networks
onitoring

\3 Firewall Palicy — Authentication methods

% wirkual Private Mebworks (WPM) Select the authentication methods used when the remote site gateway

4 Canfiguratian ot the remote YPM client initiates a connection to IS4 Server.

=i Troubleshooting

v Microsoft encrypted authentication version 2 (MS-CHAPYZE

Extensible authentication protocal (EAP) with smart card or ather E corporate network using a
T certificate,

Use the protocols below only For WP clients running on Windows 98 or
Windows NT 4.0 that do not have the latest YPM client software

installed. le VPN Client Access

[ Microsaft encrypred authentication (Ma-CHAR) pection.
v Encrypted authentication (CHAF), Requires reversible passwords,
[¥ shiva passwaord authentication protacal (SPAP) k or, if using RADIUS
¥ Urencrypted password (PAF)
ration

[ allow custom IPsec policy For L2TP connection
, are defined according to

Fre-shared key: I

(o] 4 I Cancel Apply

bre defined in accordance with

File Action Wiew Help

- = | ME
T Microsaft tual Private Networks (YPN) Propetties 7] x|
fccess Netwarks | address &ssignment I Authentication  RADIUS I Virtual Private Networks (

ou can use a RADIUS server to authenticate remaote

site-to-site connections. RA S SEFYErS

This configuration applies ta all WP connections made |

computer, Specify the RADILS servers available For RADIS user authentication,
Servers are queried in the order in which they are lisked,

W Use RADIUS For authentication 9 v

You can use RADIUS accounting to log YPM connection:

server logs.
Marme Part Descripkion |
[ Use RADIUS For accounting (ogging) 192.168.2.9 1812 .
Edit. . .
To wiew or modify the list of RADILS RAD!
servers, click RADIUS Servers, B Remove

clients to the Windows namespace so that ac
to Windows users and groups are applicable £
User mapping is configured in the YRR Clients

\ia) User mapping can be used to map RADILS au

Lk

& This lisk of RADIUS servers is referred ko whenever
\J) RADIUS authentication is used.

Help about user mapping

oK I Cancel

QK Canc

[

b6. Tao access rule cho VPN
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] Microsaft Internet Security and Accelerati Microsoft- '
{5 moisrvid Internet Security &
7 Manitaring Acceleration Server 2006

Standard Edition

" Refresh
= \flrtu‘.alF Firewall Poli
; % Canfigu Export..,
i Trouble Import... prder - I Hane I ~ I
il Syl Bl = |_T| 55 Perimeter to External @'D'“DW

Exchanage Web Client Access Publishing Rule. ..
Mail Server Publishing Rule. ..

SharePoint Site Publishing Rule. ..

eb Site Publishing Rule. ..

Mon-Web Server Protocol Publishing Rule. .. @ allan
] (2 Allow
|_-'—| 58 Allow Users Internal ko Perimeter (capphep) @ Allowy
|_-'—| Lask Default rule G Deervy
A \ 14 A A
b7. Cau hinh cac thong so
¥PMN Properties il I

General I.-'l‘-.c:tionl Trafficl From I To I Networksl Schedulel

@ Mame:

D escription

[optional]:

Type: Server Publizhing Rule
E waluation arder: 57 of 59 rules

I+ Enable

Ok I Cancel Apply
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weproperties |

General  Actian |Traffiu:| From I To I Netwu:urksl Schedulel

Action to take:

[+ Logrequests matching this rule

(] I Cancel | Spply |

¥PN Client Access Properties K E3
zers I Schedule I Content Types
General I Action Frotocols | Fram I To

Thiz ule applies to:

Erotozols;

Add...
Edit...

BHemowve

i

Parts. .

i

Filtering

QE. I Cancel I Apply I
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¥PM Client Access Properties E E I

Users I Schedule I Content Types
General I Auction I Fratocols From | To

Thiz rule applies to traffic from these zources:

PN Clients Add...
Edit.. |
Bemawe |
Exceplions:

Add...

Edi...

U

Eemowe

(1] I Cancel I Appli I
¥PHN Client Access Properties

|Jzers I Scheduls I Content Types |
General I Action I Frotocols I From Ta

Thiz rule applies to traffic zent to these destinations:

= Intemnal Add. .
== Local Host
== Perimeter Edit...

Bemoyve

i

E =ceptions:

Add...

Edit...

il

Femowe

Ok I Cancel I Apply I
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o chient Accessproperes K|

General | Action I Fratocolz I Fram I To
Users | Schedule I Content Types

Thiz rule appliez o requests from the following user zets:

?_‘-,.-’-‘-.II Uzers

Edit...

Ii

Bemove

E xceptions:

Add...

Edit...

i

Hemowve

(] I Cancel I Spply I
Phu luc 3: Hwéng din cdu hinh si dung dich vu Vpn

Sau khi cdu hinh xong hé théng VPN, ngudi dung tir internet mudn sir
dung dich vu truy cép tu xa can phai cu hinh tao moOt connection. Phan nay,

nguo1 st dung phdi lam thanh thao cac budc.

Mang riéng 4o - Virtual Private Networks (VPN) cho phép m¢ rong
pham vi mang ndi bd cia B Cong Thuong bﬁng cach st dung loi thé cua
internet. Véi viéc st dung VPN quy vi c6 thé két néi may tinh cta minh véi
hé théng mang LAN ciia B Cong Thwong 1am cho né tré thanh mt may tinh
trong mang. Khi két ndi duoc thong subt, quy vi co thé sir dung céac dich vu
trong hé thong thong tin ctia Bo Cong nghiép nhu: trang Thong tin Diéu hanh
tac nghiép, chuong trinh Quan 1y cong van, Lich tuan, Tra ctru vin ban phap
luat, Thu dién tir ......

Sau day la cac budc huéng dan thyc hién
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Tao két ndi
- Kich Start/Setting/Control Panel > Network Connections

Chon Create a new Connection Wizard

Welcome to the New Connection
Wizard

Thig wizard helpzs pou:

* Connect to the Intermet.

* Connect to a private network, such as your workplace
network.

To continue, click Nest.

Chon Next, Hop thoai New Connection Type xuét hién

R T
Metwork Connection Type
What do you want to do?
() Connect to the Internet
Connect ta the Internet &0 you can browse the wieb and read email.

@Connect ta the network at my workplace:

Connect to a business netwaork. [using dial-up or WPMN] so you can work from haome,
a field office, or another location,
() Set up an advanced connection

Connect directly to another computer using pour serial, parallel, or infrared port, or
et up this computer o that other computers can connect Lo it

——————
< Back [k Mexst » jH Cancel

Chon 6 Connect to the network at my workplace. Bim Next, hop thoai

Network Connection xuat hién
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Metwork Connection
How do you want ta connect to the network, at vour workplace?

Create the following connection:

(O Dial-up connection

Connect using a madem and & regular phone line or an Integrated Services Digital
Metwark ISDM] phane line

& ¥utual Private Network connection

Connect to the netwark using a virtual private network [WPN] connection over the
Intemet,

|_ < Back m Mext > “\_ Cancel J

Chon 6 Virtual Private Network connection. BAm Next, hop thoai

Connection Name xuat hién

Connection Name
Specify a name for this connection to your warkplace.

Type & name for this connection in the following box

Company MName

(Moi ]

Far example, you could type the name of your workplace or the name of a server you
will connect k.

|_ < Back ﬂ Mexst » ”\_ Cancel J

Muc Company Name nhap Moit. Bim Next, hop thoai Public Network xuat

hién
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Public Network
Windows can make sure the public network, is connected first,

Windows can automatically dial the initial connection ta the Intemet or ather public
netwark, before establishing the virtual connection

{(©Bant dalthe il connechion)

(O Autamatically dial this intial connection:

[ < Back m Mext > ”[ Cancel J

Chon Do not dial the intial connection. Bim Next, hop thoai VPN Server

Selection xuat hién

VPN Server Selection
‘what is the name or address of the VPN server?

Type the host name ar Internet Pratacal (IF) address of the computer to which pou are
conneching,

Host name or IP addiess (for example, miciosoft.com or 157 54.0.1 |

(203 180.160.36 ]

[ < Back n Mexst » ”[ Cancel J

Nhép dia chi sau 203.190.160.36 r6i bAm Next, hop thoai Connection

Availability xuat hién

Connection Availability
You can make the new connection available to any user or anly to yourself

& connection that iz created for your use only iz saved in your uger account and is not

available unless you are logged on.
Create this connection for:

(@

s use

——
[ < Back m Mext > ”[ Cancel J

Trung tam Tin hoc — Cuc Thuong mai dién tr va Cong nghé thong tin



Chon My use only. Bim Next, hop thoai VPN Server Selection xuét hién

Completing the New Connection
Wizard

“r'ou have successfully completed the steps needed to
create the following connection;

Moi 3

The connection will be saved in the Metwork
Connections folder.

ﬁdd a shartcut bo this connection to my dasktnpa

To create the connection and close this wizard, click Finish.

—

[ < Back " Finish “[ Cancel J

Kich chon Add a shortcut to this connection to my desktop. Bim Finish
Két ndi VPN

Két ndi Internet thong qua dialup hoic ADSL, sau d6 chon két ndi MOIT E
da tao trén desktop.

User name: (: moittuanld ]

Paszmord: ( [TTTT TS ]

[#] Save this user name and password for the following users:

() Me only

“ Lonnect ”[ Caticel H Froperties H Help ]

Trong myc User name nhdp “moi\account cia quy vi’. VD: moi\tuanld.
Muc Password, quy vi nhdp vao password ctia minh.

Sau khi két ndi thanh cong quy vi c6 thé sir dung may tinh nhu trong hé thong

mang ndi bo ciia B6 Cong Thuong.
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