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TONG QUAN VE
AN TOAN THONG TIN TRONG CO SO DU LIEU
1 Gi6i thiéu

Su phét trién 16n manh ctia cong nghé thong tin trong nhitng nim qua da din dén
st dung rong rai hé thong mdy tinh trong moi td chiic c4 nhan va cong cong, chang
han nhu ngan hang, trudng hoc, t6 chitc dich vu va san xuét. Do tin cay ciia phan
cling, phan mém ngay mot dugc nang cao cung véi viéc lién tuc giam gid, tang k¥
nang chuyén mon cua cac chuyén vién thong tin va su san sang cua cac cong cu trg
gidp da gép phan khuyén khich viéc st dung dich vu may tinh mot cach rong rai.
Vi vay, dit liéu dugc luu gilt va quan 1y trong cac hé thong mdy tinh nhiéu hon. Co
s dit liéu str dung cdc hé quan tri co s& dit liéu da dap tng dugc cac yéu cau vé luu
giit va quan ly dit liéu.

Nhiéu phuong phap luan thiét k& co s& dit liéu da dugc phat trién nhim hé trg
cac yéu cau thong tin khac nhau va cac moi truong lam viéc cta tng dung. Cadc mo
hinh dit liéu khai niém va logic da dugc nghién cttu, cung v6i nhitng ngoébn ngit
thich hgp, cac cong cu dinh nghia dit liéu, thao tic va hoi dap dit liéu. Muc tiéu 1a
dua ra cac DBMS ¢6 kha nang quan tri va khai thac dit liéu tot.

Mot dic diém co ban cuia DBMS Ia kha niang quéan 1y dong thoi nhiéu giao dién
ting dung. Mbi tng dung c6 mot cdi nhin thuin nhat vé co s& dit liéu, c6 nghia 1a ¢6
cam gidc chi minh né dang khai thac co s& dit liéu. Day 1la mot yéu cau hét sic
quan trong doi véi cac DBMS, vi du co s& dir liéu ciia ngan hang véi cac khach
hang truc tuyén cua nd; hoac co sd dit liéu cua cac hang hang khong véi viéc dat vé
trudce.

Xur ly phan tan da gép phéan phat trién va tu dong hoa cdc hé thong thong tin.
Ngay nay, don vi xtr 1y thong tin ciia cdc t6 chic va cdc chi nhdnh & xa cuia né cé
thé giao ti€p v6i nhau mot cach nhanh chéng thong qua cdc mang may tinh, vi vay
cho phép truyén tai rat nhanh cac khoi dit liéu 16n.

Viéc sur dung rong rii cdc co so dit liéu phan tan va tap trung da dat ra nhiéu yéu
ciu nham dam bao cdc chitc nang thuong mai va an toan dit liéu. Trong thuc t€, cac
su ¢6 trong moi truong co s& dit liéu khong chi anh hudng dén timg nguoi st dung
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hoac tng dung, ma con anh hudng téi toan bd hé thong thong tin. Cac tién bo trong
k¥ thuat xtr ly thong tin (cac cong cu va ngon ngir) da don gian hoa giao dién gitra
ngudi va mady phuc vu cho viéc tao ra cdc co s6 dit liéu ddp ting duoc cho nhiéu
dang nguoi dung khac nhau; Vi vay da nay sinh thém nhiéu van dé vé an toan.
Trong cac hé thong thong tin, may tinh, k§ thuat, cong cu va cac thu tuc an toan
dong vai tro thiét yéu, dam bao tinh lién tuc va tin cay cua hé thong, bao vé di liéu
va cic chuong trinh khong bi xam nhap, stra doi, ddnh cip va tiét 10 thong tin trai
phép.

An toan thong tin trong co so dit liéu

An toan thong tin trong co s& dit liéu bao gom 3 yéu t6 chinh: tinh bi mat, toan
ven va san sang. Trong tai liéu nay, cdc thuat nglt nhu gan quyén, bao vé va an toan
sé duoc st dung dé dién dat cing mot ndi dung trong cic ngit canh khéac nhau.
Chinh x4c hon, thuat ngit gdn quyén dugc str dung trong cic hé thong co so dit liéu,
thuat ngt bdo vé thuong st dung khi néi vé€ hé di€u hanh, con thuat ngit an toan
dugc str dung chung.

Bao mat l1a ngan chan, phat hién va xac dinh nhiing tiép can thong tin trai phép.
No6i chung, bao mat 1a bao vé dit liéu trong cac moi trudng can bao mat cao, vi du
nhu cic trung tam quan sy hay kinh t€ quan trong. Tinh riéng tu (privacy) la thuat
ngit chi ra quyén ctia mot c4 nhan, mot nhém ngudi, hodc mot t6 chic doi véi cdc
thong tin, tai nguyén nao dé. Tinh riéng tu dugc luat phdp ctia nhiéu quoc gia bao
dam. Bi mat 12 yéu t6 quan trong nhat dé dam bao an toan trong cdc moi trudng, ca
quan su 1an thuong mai. Pam bao tinh toan ven c¢6 nghia 1a ngan chan, phat hién va
xdc dinh cdc stra doi thong tin trai phép. Dam bao tinh sin sang c6 nghia 1a ngan
chan, phat hién va xac dinh céc tir choi truy nhap chinh dang vao cac dich vu ma hé
thong cung cap.

2. Mot so khai niém CSDL

Co sd dit liéu 1a mot tap hop dit liéu khong nhat thiét dong nhat, c6 quan hé véi
nhau vé mit logic va dugc phan bo trén mot mang mdy tinh.

Hé thong phan mém cho phép quan ly, thao tic trén co s& dit liéu, tao ra su trong
sudt phan tan véi nguoi dung goi 1a hé quan tri co s& dit liéu (DBMS).



Trong thiét k& co s& dit liéu, chiing ta can phan biét pha quan niém va pha logic.
Cac mo hinh quan niém va logic tuong ing thudong ding dé mo ta cdu tric cua co
sG dit liéu. Trong cac mo hinh nay, mo hinh 16gic phu thuoc vao hé quan tri co s6
dit liéu, con mo6 hinh quan niém thi doc lap véi hé quan tri co s& dit liéu. Mo hinh
quan hé thuc thé 12 mot trong cic mo hinh quan niém phd bién nhat, duoc xay
dung dua trén khai niém thuc thé. Thuc thé duge xem nhu 12 16p cdc d6i tugng clia
th€ gidi hién thuc duoc mo ta bén trong co s& dit liéu va quan hé mo ta maoi lién hé
gifta hai hay nhiéu thuc thé.

Trong qud trinh thiét k€& logic, luge do khdi niém dugc chuyén sang luoc do6
logic, mo ta dit liéu theo mo hinh logic do DBMS cung cap. Cac mo hinh phan cap,
mang va quan hé 1a cdc mo hinh logic do cong nghé DBMS truyén thong quan ly.

Céac ngon ngtt san ¢6 trong DBMS bao gom ngon ngit dinh nghia dit liéu (DDL),
ngon ngit thao tac dit lieu (DML) va ngon ngit hoi (QL). DDL hé tr¢ dinh nghia
lugc do co so dit liéu 1ogic. Cac phép toan trén dit lieu duoc xac dinh thi sir dung
DDL, hodc QL. Céc thao tac trén co s& dit liéu bao gom tim kiém, chén, xod va cdp
nhdt. Dé st dung DML, yéu c4u hi€u biét ddy di vé mo hinh, lugc d6 logic va
DML dugc nhitng ngudi dung dic biét st dung, chang han nhu céc nha phét trién
ting dung. QL thi nguoc lai, nd 1a ngén ngit khai bdo hd trg cho nguoi dung cudi.
Ngon ngit DML c¢6 thé nhiing trong mot ngon ngit 1ap trinh thong thudng, goi 1a
ngon ngit nhing. Vi vay, cdc ting dung st dung ngon ngit 1ap trinh c6 thé dua vao
cac cau 1énh cia DML cho cac phép toan huéng dit liéu.

2.1 Cac thanh phan cua DBMS

Mot DBMS thong thudng bao gém nhiéu modun tuong tng véi cac chiic nang
sau:

o Dinh nghia dit li¢u - DDL

o Thao tac dit liéu - DML

o Hoi dap co s dit liéu - QL

o Quan tri co s& dit liéu - DBMS
. Quan ly file

Tap hop dit liéu ho trg cdc modun nay la:
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o Cac bang mo ta co s& dit liéu
J Cac bang trao quyén

. Céc bang truy nhap dong thoi

Ngudi dung cu6i hodc cic chuong trinh ting dung c6 thé st dung dit liéu trong co
sG dit liéu, thong qua cac cau 1énh DML hoac QL. Sau d6, DBMS s€ bién dich cac
cau 1énh nay thong qua bo xu 1y DML va QL. Két qua la dua ra cac cau hoi t6i uu
theo luoc do co s& dit liéu (da duoc trinh bay trong cdc bang mo ta co s dit liéu).
Nhitng bang nay dugc dinh nghia thong qua cac cau 1énh cia DDL va dugc trinh
bién dich DDL bién dich. Cac cau hoi toi uu duogc bo quan tri co s& dit liéu xur 1y va
chuyén thanh cdc thao tdc trén céc file dit liéu vat Iy.

B0 quan tri co s& dit liéu ciling kiém tra lai quyén ctia ngudi dung va cic chuong
trinh khi truy nhap dit liéu, thong qua bang trao quyén truy nhap. Cic thao tac
duge phép dugc gui téi bd quan ly file. BO quan tri co s& dit liéu cling chiu trach
nhiém quan 1y truy nhap dit liéu dong thoi. Bo quan tri file s€ thuc hién cac thao tac
nay.



Vung lam viéc cua
cac trinh ting dung

A
Cac trinh ting dung ;
""""""""""" Thi tuc cia DBMS ,
---------------------- - : - Co so
Cac léenh DML dit liéu

Y

Vung lam viéc cua
DBMS

Hinh I Tuong tdc giita trinh iing dung va co so dir liéu

Hinh 1 minh hoa tuong tac gilta cdc chuong trinh &ng dung (c6 chia céic cau
lénh DML) va co s6 dit liéu. Thuc hién mot cau 1énh DML tuong ting v6i mot tha
tuc cua DBMS truy nhap co s& dit liéu. Thu tuc 18y dit liéu tir co s& dit liéu dua téi
viing 1am viéc cua ting dung (tuong ng v6i cau lénh retrieval), chuyén dit liéu tir
vung lam viéc vao co s& dit liéu (twong tng véi cac cau 1énh insert, update), hay
x04 dit liéu khoi co s& dit liéu (cau 1énh delete).

2.2 Cac mirc mo ta dir liéu
DBMS mo ta dit liéu theo nhi€éu midc khdc nhau. M6i mic cung cap mot mic
triru tuong vé co sG dit lieu. Trong DBMS c6 thé ¢ cdc miic mo ta sau:

Khung nhin logic (Logical view)

Viéc xay dung cac khung nhin tuy thudc cac yéu cau ctia mo hinh logic va cac
muc dich cua ung dung. Khung nhin logic mo ta mot phan luge d6 co so di liéu
logic. N6i chung, ngudi ta thudng sit dung DDL dé dinh nghia ciac khung nhin
logic, DML dé€ thao tdc trén cdc khung nhin nay.
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Luoc do dix liéu logic

O mic nay, moi dif liéu trong co s& dif lieu dugc mo ta bing mo hinh logic cta
DBMS. Cac dit liéu va quan hé cta ching dugc mo ta thong qua DDL cia DBMS .
Céc thao tdc khac nhau trén lugc d6 logic duoc xdc dinh thong qua DML cua
DBMS d6.

Luoc do dit liéu vdt ly

Muic nay mo ta cdu tric luu trit dit liéu trong cac file trén bo nhd ngoai. Dit liéu
dugc luu trit dudi dang cdc ban ghi (c6 do dai ¢6 dinh hay thay d6i) va cdc con trd
tro tGi ban ghi.

Trong mo ta dit liéu, DBMS cho phép cdc mic khac nhau hé trg doc 1ap logic va
doc lap vat ly. DPoc lap logic c6 nghia 1a: mot Iuge d6 logic c6 thé dugc sira déi ma
khong can stra d6i cdc chuong trinh tng dung lam viéc véi luge d6 nay. Trong
trudong hop nay, moi thay doéi trén lugc doé logic can duoc thay déi lai trén céc
khung nhin 16gic c6 lién quan véi lugc d6 do.

Poc lap vat Iy c¢6 nghia 1a: mot luge do vat 1y c6 thé duge thay déi ma khong can
phai thay d6i cdc ung dung truy nhap dit liéu d6. Doi khi, con ¢ nghia 1a: cdc cau
tric Iuu trir dit lieu vat Iy c¢6 thé thay doi ma khong lam anh hudng dén viéc mo ta
luoc d6 dir lieu logic.

3. Van dé an toan trong co sé dir liéu
3.1 C4c hiém hoa doi véi an toan co s6 dir liéu

Mot hiém hoa c6 thé duge xac dinh khi d6i phuong (ngudi, hoac nhém ngudi) st
dung céc k¥ thuat dac biét dé ti€p can nhim kham ph4, sira doi trdi phép thong tin
quan trong do hé thong quan 1y.

C4c xam pham tinh an toan co so dit liéu bao gom doc, sita, xod dit liéu trdi
phép. Thong qua nhitng xAm pham nay, doi phuong c6 thé:

o Khai thac dit liéu trdi phép thong qua suy dién thong tin dugc phép.
o Stra d6i dit liéu trdi phép.

o Tur chéi dich vu hop phap.



Céac hiém hoa an toan c6 thé dugc phan 16p, tuy theo cdch thitc xuat hién cua

ching, 12 hi€m hoa c¢é chii y va vé y (ngdu nhién).

Hiém hoa ngiu nhién 12 c4c hiém hoa thong thudng doc lap vé6i cac diéu khién

gay pha hong co so dit liéu, ching thuong lién quan t6i cac truong hop sau:

a

Cac tham hoa trong thién nhién, chang han nhu dong dat, hoa hoan, lut 19i...
c6 thé phd hong cac hé thong phan cing, hé thong Iuu giit s6 liéu, din dén
cac xam pham tinh toan ven va san sang cua hé thong.

Cic 16i phan ciing hay phdn mém c6 thé din dén viéc 4p dung cac chinh sich
an toan khong ding, tir d6 cho phép truy nhap, doc, stra d6i dir liéu trai phép,
hodc tlr choi dich vu d6i véi nguoi dung hop phép.

Cic sai pham vo ¥ do con ngudi gay ra, chang han nhu nhap dit liéu diu vao
khong chinh xac, hay st dung cac ting dung khong ding, hau qua cling tuong
tu nhu cdc nguyén nhan do 16i phadn mém hay 16i k§ thuat gay ra.

Nhitng xam pham trén lién quan dén hai 16p nguoi dung sau:

a

Ngudi dung duge phép 1a ngudi c6 thé lam dung quyén, st dung vuot qua
quyén han duoc phép cta ho.

D6i phuong 1a nguoi, hay nhém nguoi truy nhap thong tin trai phép, ¢ thé 1a
nhitng ngudi ndm ngoai t6 chiic hay bén trong t6 chiic. Ho tién hanh céc hanh
vi phéd hoai phan mém co s& dit liéu hay phan cing ctia hé thong, hoic doc
ghi di liéu trai phép. Trong ca hai truong hop trén, ho déu thuc hién véi chu y
r0 rang.

3.2 Cac yéu cau bao vé co so dir liéu

Bao vé co sG dit liéu khoi cac hiém hoa, c¢6 nghia 1a bao vé tai nguyén, dic biét 1a

dit liéu khoi cac tham hoa, hoac truy nhap trai phép. Cac yéu cau bao vé co sa dir

liéu gom:

Bdo vé chong truy nhdp trdi phép

Day 1a mot van dé co ban, bao gdm trao quyén truy nhap co sd dit liéu cho

nguoi dung hop phéap. Yéu cau truy nhap cta ting dung, hodac ngudi dung phai dugc
DBMS kiém tra. Kiém soat truy nhap co s& dit liéu phic tap hon kiém soét truy
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nhap file. Viéc kiém sodt can ti€n hanh trén cdc doi tugng dit liéu & miic thap hon
mutic file (chang han nhu c4c ban ghi, cic thudc tinh va c4c gia tri). Dit liéu trong co
s& dit lieu thudng c6 quan hé véi nhau vé ngit nghia, do d6 cho phép nguoi str dung
c6 thé biét dugc gia tri cta dit liéu ma khong cin truy nhap truc ti€p, bang cach suy
dién tlr cc gia tri da biét.

Bdo vé chong suy dién

Suy dién la kha nang c¢6 dugc cac thong tin bi mat tir nhitng thong tin khong bi
mat. Dac biét, suy dién anh hudng téi cac co sd dit liéu thong ké, trong d6 nguoi
dung khong duoc phép do xét thong tin clia cdc cd thé khéc tir cac dit lieu thong ké
do.

Bdo vé toan ven co so dir liéu

Yéu ciu nay bao vé co sd dit licu khoi céc truy nhap trdi phép ma c6 thé dan dén
viéc thay doi noi dung dit liéu. C4c 161, virus, hong héc trong hé thong c6 thé gay
hong dit lieu. DBMS dua ra dang bdo vé nay, thong qua céc ki€ém soat vé su ding
dan cua hé thong, cdc thu tuc sao luu, phuc héi va céc thi tuc an toan dac biét.

Pé duy tri tinh twong thich cta co s& dit liéu, mdi giao tdc phai 12 mot don vi tinh
toan tin cay va tuong thich.

Heé thong khoi phuc (recovery system) sit dung nhat ky. V6i moi giao tic, nhat
ky ghi lai cdc phép todn da duoc thuc hién trén dit liéu (chang han nhu read, write,
delete, insert), cling nhu cac phép todn diéu khién giao tdc (chang han nhu commit,
abort), ca gia tri ¢l va mdéi cta cac ban ghi kéo theo. Hé thong phuc hoi doc file
nhat ky dé xac dinh gido tidc nao bi huy bd va giao tdc nao can phai thuc hién lai.
Huy mot giao tdc ¢6 nghia l1a phuc hoi lai gid tri cii cia mdi phép toan trén ban ghi
kéo theo. Thuc hién lai giao tdc c6 nghia la cap nhat gia tri méi ciia moi phép toan
vao ban ghi kéo theo.

Cac thu tuc an toan dac biét bao vé dit liéu khong bi truy nhap trai phép. Xay
dung mo hinh, thiét k&€ va thuc hién cac tha tuc nay la mot trong cac muc tiéu an
toan co s& dit liéu.

Toan ven dit liéu thao tdac



Yéu cau nay dam bao tinh tuong thich logic ctia dit liéu khi cé nhiéu giao tic
thuc hién dong thoi.

Bo quan ly tuong tranh trong DBMS dam bao tinh chat kha tuan tu va c6 1ap cua
cdc giao tac. Kha tuan tu c6 nghia l1a két qua cua viéc thuc hién dong thoi mot tap
hop céc giao tac giong vdi viéc thuc hién tuan tu cdc giao tac nay. Tinh co lap dé
chi su doc lap giita cac giao tac, tranh dugc hiéu tng Domino, trong d6 viéc huy bd
mot giao tdc dan dén viéc huy bo cic giao tac khdc (theo ki€u thac do).

Van dé dam bdo truy nhap déng thoi vao cing mot thuc thé dir liéu, tir cic giao
tac khac nhau, nhung khong Iam anh huéng dén tinh tuong thich cua dit liéu, dugc
giadi quyét bang céc k§ thuat khoa.

Céc k¥ thuat khoa va giai phéng khoa duoc thuc hién theo nguyén tic: khoa cac
muc dit liéu trong mot khoang thoi gian cin thiét dé thuc hién phép toan va giai
phong khoa khi phép toan da hoan tat. Tuy nhién k¥ thuat nay khong dam bao tinh
kha tuan tu. Nhuoc di€ém nay duoc khic phuc bing cach sir dung k¥ thuat khod hai
pha.

Toan ven ngit nghia cua dit liéu

Yéu cau nay dam bao tinh tuong thich 1ogic clia cdc dir liéu bi thay doi, bing
cach kiém tra cédc gi4 tri dit liéu ¢6 nam trong khoang cho phép hay khong. Cac han
ché (trén cdc gid tri dit liéu) dugc biéu dién nhu 1a cic rang budc toan ven. Cac rang
buoc ¢ thé duge x4c dinh trén toan bo co s& dit liéu hodc 12 cho mot s6 cac giao
tac.

Khd ndng luu vét va kiém tra

Yéu cau nay bao gom kha nang ghi lai moi truy nhap t6i dit liéu (v6i cac phép
todn read va write). Kha nang kiém tra va luu vét dam bao tinh toan ven dit liéu vat
1y va trg gitp cho viéc phan tich diy truy nhap vao co s& di liéu.

Xadc thuc nguoi dung

Yéu cdu ndy thuc su cin thié€t d€ x4c dinh tinh duy nhét clia ngudi dung. Dinh
danh nguoi dung 1am co s& cho viéc trao quyén. Nguoi dung duoc phép truy nhap
dit liéu, khi hé thong xac dinh dugc nguoi dung nay 1a hop phap.

10



Qudn ly va bdo vé dit liéu nhay cam

C6 nhitng co s dit liéu chia nhiéu dit liéu nhay cam (1a nhitng dit liéu khong
nén dua ra cong bo cong khai). C6 nhiing co s& dit liéu chi chita cac dit liéu nhay
cam, chang han nhu dit liéu quan su, con c6 cic co s& dit liéu mang tinh cong cong,
ching han nhu cdc co s& dit liéu clia thu vién.

Céc co sd dit liéu bao gom ca thong tin nhay cam va thong tin thuong can phai
c6 cac chinh sach quan 1y phiic tap hon. Mot muc dir liéu I1a nhay cam khi ching
dugc nguoi quan tri co s6 dit liéu (DBA) khai bdo 1a nhay cam.

Kiém soat truy nhap vao cdc co s& dit liéu bao ham: bao vé tinh tin ciy cta dit
liéu nhay cam va chi cho phép nguodi dung hop phap truy nhap vao. Nhiing nguoi
dung nay duoc trao mot s6 quyén thao tdc nao do trén dir liéu va khong duoc phép
lan truyén ching. Do vay, ngudi dung c6 thé truy nhap vao céc tap con dit liéu nhay
cam.

Bdo vé nhiéu miic

Bao vé nhiéu miic bao gbm mot tap hop cdc yéu ciu bao vé. Thong tin c6 thé
duoc phan loai thanh nhi€éu mdc khac nhau, vi du cdc co s& dit liéu quan su can
dugc phan loai chi ti€t hon (min hon) cdc co s dit liéu thong thudng, c6 thé c6
nhiéu mitc nhay cam khéac nhau. Muc dich ctia bao vé nhi€u miic 1a phan loai céac
muc thong tin khac nhau, dong thoi phan quyén cho cic mic truy nhap khac nhau
vao cac muc riéng biét. Mot yéu cdu nita d6i véi bao vé nhiéu mic l1a kha nang gan
muc cho cac thong tin.

Su han ché

Muc dich ctia viéc han ché 12 trdnh chuyén cac thong tin khong mong muén giita
cac chuong trinh trong hé thong, vi du chuyén dit liéu quan trong t6i cdc chuong
trinh khong c6 thdm quyén. Cac kénh dugc phép cung cip thong tin thong qua céc
hoat dong duoc phép, nhu soan thao hay bién dich mot file. Kénh bo nhé 1a céac
viing bo nhd, noi mot chuong trinh ¢6 thé luu giit dit lidu, cdc chuong trinh khic
ciing c6 thé doc dit liéu nay. Kénh ngam 1a kénh truyén thong dua trén viéc sir dung
tai nguyén ma khong c6 y dinh truyén thong giira cac tién trinh cua hé thong.

4. Kiém soat an toan
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C6 thé bao vé duoc co so dit lieu thong qua céc phuong phép an toan sau:
o Kiém sodt luéng

o Kiém sodt suy dién

o Kiém sodt truy nhap

V6i céc kiém sodt ndy, ky thuat mat ma cé thé duoc dua vao dé ma hod dir liéu
v6i khod ma bi mat. Thong qua k¥ thuat nay, bi mat ctia thong tin dugc bao dam,
bang cach tao ra dif liéu ma ai cling c6 thé nhin dugc nhung chi ngudi ding hop
phdp méi hi€u dugc .

4.1 Kiém soat luong

Cac kiém sodt ludng diéu chinh phan bé ludng thong tin giita cdc d6i tuong ¢
kha nang truy nhap. Mot luong giita doi tugng X va do6i tuong Y xuat hién khi c6
mot lénh doc (read) gia tri tr X va ghi (write) gia tri vao Y. Kiém soét ludng 1a
kiém tra xem thong tin c6 trong mot s6 doi tuong cé chdy vao cac doi tuong co
muc bao vé thap hon hay khong.

Céc chinh sach ki€ém soét ludng can phai chi ra cdc ludng c6 thé duoc chap nhan,
hoac phai diéu chinh.

Thong thudng, trong kiém sodt luéng ngudi ta phai tinh dén viéc phan loai cac
phan tir ctia hé thong, d6 1a cac doi tuong va chu thé. Cic phép toan dugc phép
(read va write) dua trén quan hé giita cac 16p. Phép toan read doi tugng cé mic bao
vé cao hon bi kiém soat nhiéu hon. Kiém soét luéng ngin chin viéc chuyén thong
tin vao cac muc dé truy nhap hon. Van dé cuia chinh sach kiém soét luéng duoc giai
quyét bang cdch xac dinh cdc phép todn cho phép chuyén thong tin tdi cédc miic
thdp hon ma van giit nguyén dugc mitc nhay cam ctia nhiing d6i tugng nay.

4.2 Kiém soat suy dién

Kiém sodt suy dién nhdm muc dich bao vé dit liéu khong bi kham pha gian tiép.
Kénh suy dién 1a kénh ma & d6é ngudi dung ¢ thé tim thdy muc dit liéu X, sau dé
stt dung X dé suy ra muc dit lieu Y, thong qua Y=f(X).

Céc kénh suy dién chinh trong hé thong la:
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(1) Truy nhdp gian tiép: di€u nay xay ra khi nguoi (khong dugc trao quyén)
kham pha ra bo dit liéu Y thong qua cac cau hoi truy van duoc phép trén dit liu X,
cling véi cac diéu kién trén Y.

(2) Dit liéu tuong quan: Dit liéu tuong quan 1a mot kénh suy dién dac trung, xay
ra khi dir liéu c6 thé nhin thay duoc X va dit liéu khong thé nhin thdy dugc Y két
noi v6i nhau mat ngit nghia. K&t qua 1a c6 thé kham pha dugc thong tin vé Y nho
doc X.

(3) Thiéu dit liéu: Kénh thi€u dit liéu 1a mot kénh suy dién ma qua do6, nguoi
dung c6 thé biét duoc su ton tai clia mot tap gid tri X. Dac biét, ngudi dung c6 thé
tim dugc tén cua doi tuong, mac du ho khong dugc phép truy nhap vao thong tin
chtra trong do.

Suy dién thong ké 1a mot khia canh khac cla suy dién dif liéu. Trong cic co sG
dit liéu thong ké, nguoi dung khong duoc phép truy nhap vao cac dit liéu don 1€, chi
dugc phép truy nhap vao di liéu thong qua cac ham thong ké. Tuy nhién v6i mot
ngudi c¢6 kinh nghiém, anh ta vin c6 thé kham phd duoc dit liéu thong qua céc
thong ké doé.

4.3 Kiém soat truy nhap

Kiém sodt truy nhap trong cic hé thong thong tin 14 ddm bao moi truy nhap truc
ti€p vao cac doi tuong clia hé thong tuan theo cdc kiéu va cdc quy tic da dugc xéc
dinh trong chinh sdch bdo vé. Mot hé thong kiém soat truy nhap (hinh 2) bao gom
cac chi thé (ngudi dung, tién trinh) truy nhap vao déi tuong (dit liéu, chuong trinh)

thong qua cic phép toan read, write, run.
Truy nhap bi

Yéu cau Céc thii tuc Truy nhap
. » R S ’
truy nhap kiém soat \ dll’()c phep

Sira doi
yéu cau

Cac chinh Cac quy
sach an toan tac truy
nhap




Hinh 2 Hé thong kiém sodt truy nhdp
Xét vé mat chic nang, n6 bao gdém hai thanh phan:

1) Tap cac chinh sdch va quy tic truy nhap: bao gém cic thong tin vé ché do
truy nhap ma cac chii thé c6 thé c6 duoc khi truy nhap cac d6i tuong.

2) Tap cdc tha tuc kiém soét (cac k§ thuat an toan): Kiém tra cdc cau hoi (cic
yéu cau truy nhap) dua vao cdc quy tic da dugc xac dinh (qué trinh phé
chuén cau hdi); cac cau hdi nay cé thé dugce phép, bi tir ch6i hoic bi sira doi.

Cac chinh sach an toan

Chinh sach an toan cua hé thong la cic huéng dan & mic cao, ¢6 lién quan dén
viéc thi€t k& va quan ly hé thong trao quyén. Nhin chung, ching biéu dién cic lua
chon co ban nhim ddm bdo muc tiéu an toan dit liéu. Chinh sdch an toan dinh
nghia cdc nguyén tic, trong d6 quy dinh truy nhap nao dugc trao hodc bi tir choi.

Céc quy tac trao quyén (quy tac truy nhap) l1a cac biéu dién clia chinh sich an
toan; Ching quyét dinh hanh vi ctua hé thong trong thoi gian chay. Cac chinh sach
an toan nén xac dinh: 1am thé nao dé quan 1y duoc tap cdc quy tic quyén (chén va
stta d6i). Sau day 1a mot vi du vé chinh sdch an toan.

Trong van dé gi6i han truy nhap, mot cau hoi dat ra 1a "Mdi cha thé c¢6 duogc
phép truy nhap bao nhiéu thong tin". Ching ta c6 hai chinh sach sau day:

1) Chinh sdch ddc quyén toi tiéu: con duoc goi 1a chinh sdch "céan - dé - biet"
(need-to-know). Theo chinh sach nay, cdc chu thé cta hé thong nén sur dung
mot luong thong tin t6i thiéu cin cho hoat dong cta chiing. Doi khi, viéc udc
tinh lugng thong tin t6i thiéu nay 12 rit khé. Diém han ché ctia chinh sach nay
dua ra cdc han ché khd 16n va vo ich d6i véi cac chu thé vo hai.

2) Chinh sdach ddc quyén t6i da: dua vao nguyén tac "kha nang sin sang toi da"
cta dir liéu, vi vay mic do chia xé la cuc dai. Chinh sach nay phu hop véi cac
moi trudong (chang han nhu truong dai hoc, trung tam nghién ciu), viéc bao
vé nghiém ngit tai nhitng noi nay thuc su khong can thiét, do cdc yéu cau vé
do tin cay ngudi dung va trao déi dit lieu.
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Trong mot hé thdng khép kin, chi cho phép cac truy nhap duoc phép. Trong mot
hé thong ma, cho phép cac truy nhap khong bi cam.

Chinh sach ctia mot hé thong khép kin chi rd, véi mbi chu thé: cic quy tic trao
quyén hién c6 xdc dinh cdc dic quyén truy nhap ma chi thé d6 c6é dugc trén céc
doi twong cta hé thong. Pay 12 nhitng quyén ma chu thé duge trao, thong qua co
ché kiém soat. Chinh sach ctia mot hé thong md chi rd, doi v6i mbi cha thé: cac
quy téc trao quyén hién c6 xdc dinh cdc dic quyén ma chu thé khong ndm giit trén
cac doi twong cuia hé thong. Day 1a nhitng quyén ma chu thé bi tir chdi, thong qua
co ché kiém sodt.

Khi viéc quyét dinh dua vao cac chién lugc an toan, su lua chon phu thudc vao
cac dac diém va yéu cdu cia moi trudng, ngudi dung, ting dung,.v.v. Mot hé thong
khép kin tuan theo chinh sach dic quyén t6i thiéu, trong khi d6 hé thong md tuan
theo chinh sach dic quyén t6i da. Viéc bao vé trong cdc hé thong khép kin cao hon.
Céac 16i (chang han nhu mot quy tic thi€u) c6 thé tir chéi truy nhap duoc phép,
nhung di€u nay khong gy thiét hai, nguoc lai trong cac hé thong ma, di€u nay c6
thé din dén viéc trao cdc truy nhap trai phép.

Céc hé thong khép kin cho phép danh gid tinh trang trao quyén dé dang hon, vi
cac dac quyén do ngudi ding nam gitt, chinh vi vay, ki€u hé thong nay thuong
duoc Iua chon nhiéu hon. Tuy nhién, viéc chon lua cling phu thudc vao dang moi
truong va cac yéu ciu bao vé.

Céc kiém sodt truy nhap (tlly thudc vao chinh sdch ctia cdc hé thong khép kin va
mo) dugc minh hoa trong hinh 3 va 4.
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Yéu cau

truy nhap
¢ /\
v
. < . Cac quy
Co6 quy tac cho phép the: cac
truy nhap? < C
truy nhap
duoc phép
Co Khong =/
~
Truy nhap Truy nhap
duoc phép bi tir choi

Hinh 3 Kiém sodt truy nhdp trong cdc hé thong khép kin

Trong moét hé théng an toan, viéc dinh nghia cdc chinh siach quan Iy quyén la
xac dinh "ai" c¢6 thé trao quyén hodc huy bod quyén truy nhap.

Viéc trao va huy bo khong phai ldc nao ciing thudc quyén clia nguoi trao quyén
hodc nhan vién an ninh. Doi khi, viéc quan 1y trao quyén doi hoi su tham gia cua
nhi€u nguoi khac nhau. Day 1la mot dac thu ctia hé thong phan tan, trong dé cac hé
thong cuc bod khac nhau thuong duoc quan 1y tu tri. Di€u nay cling xay ra trong cac
hé thong tin 16n, co s& dit liéu duoc phan hoach 16gic thanh cac co s& dit liéu khac
nhau, mdi phan duoc mot DBA dia phuong quan 1y.

Yéu cau
truy nhap
R
. . Ca
C6 quy tdc tir choi By
truy nhap? < T
truy nhap

bi cam

Khono A \_ J



Hinh 4 Kiém sodt truy nhdp trong cdc hé thong mo

Su lva chon gitta quan 1y tap trung va phi tap trung la mot chinh sach an toan.
Tuy nhién, c6 thé c6 cac chinh sich trung gian, vi du:

e Trao quyén phi tdp trung phdn cdp: trong d6, nguoi trao quyén trung tam c6
trach nhiém chia nho trach nhiém quan tri co s& dit liéu cho nhitng ngudi
quan tri cap dudi. Vi du, ngudi trao quyén trung tam co thé chi dinh hoic
khong str dung nguodi quan tri cap dudi cua anh ta.

e Quyén so hitu : nguoi tao ra doi tuong (vi du, mot bang trong co so dit liéu
quan hé) 1a nguoi s6 hitu doi tuong d6 (diéu nay 1a mic dinh). Do vay, anh ta
¢ quyén trao hoac huy bo truy nhap t6i d6i tugng d6, doi khi can ¢6 su dong
¥ cua ngudi quan tri trung tam.

e Quyén hop tdc: Viéc trao cdc quyén dic biét trén mot sO tai nguyén nao do
khong thé chi do mot ngudi quyét dinh ma phai cé su dong y ciia mot nhém
nguoi dung x4c dinh.

Cdc chinh sdch kiém sodt truy nhdp: xac dinh cdch thiic nhém céc chu thé va
cac doi twong cuia hé thong dé chia xé cdc ché do truy nhap tuy thudc vao céc
quyén va céc quy tic dinh truéc. Hon nita, chinh sach xdc dinh cic quyén truy nhap
c6 thé dugc chuyén va chuyén nhu thé nao.

Nhitng nguoi dung (trong cung mot nhém, hoac cung muc phan loai) c¢6 mot s6
dac quyén, hoic tai nguyén (c6 cdc yéu cau bao vé chung) don gian hod viéc dac ta
cdc chinh sich an toan va viéc thuc thi cdc co ch€ an toan. Vi vay, nguoi ta da dé
xuat nhiéu tiéu chuian nhém khac nhau, chang han nhu:
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- Miuc thiét ké: phan hoach nguoi dung.

- Miic thuc thi: cdch thic quéan 1y viéc chuyén ngudi ding gita cdc mic khic
nhau.

Ciac kiém sodt truy nhap dugc d4nh xa vao cic kiém soat ludng thong tin giita cac
muc khac nhau. Thu tuc nay dugc st dung rong rii trong cac hé thong an toan da
mifc trong quan su, trong d6 cdc chinh sich kiém soat truy nhap thuc chat 1a cdc
chinh sdch kiém soét luong thong tin.

Cac hé thong da mic da thanh cong, do ching duoc xay dung trén cic mo hinh
an toan duoc nghién citu day du vé mit 1y thuyét.

Kiém soit truy nhap bat buoc (MAC) han ché truy nhap ctia cdc chi thé vao céc
doi tuong, bing cdch sir dung cdc nhan an toan. Kiém sodt truy nhap tuy y (DAC)
cho phép lan truyén cdc quyén truy nhap tir chui thé nay dén chi thé kh4c.

Chinh sach bét budc trong ki€ém sodt truy nhap duoc dp dung cho céc thong tin
¢ yéu cau bao vé nghiém ngat, trong cic moi truong ma & do6 dit liéu hé thong cé
thé duoc phan loai va ngudi dung dugc xac dinh 16 rang. Chinh sach bat buoc ciing
c6 thé dugc dinh nghia nhu 1a mot chinh sach ki€ém soét ludng, béi vi nd ngin chin
dong thong tin chay vao cic d6i tuong ¢ miic phan loai thap hon. Chinh sach bat
budc quyét dinh truy nhap vao dit liéu, thong qua viéc dinh nghia cac 16p an toan
cua cht thé va doi tuong. Hai diac di€ém chinh cta 16p d6i tuong an toan l1a: miic
phan loai phan anh thong tin c6 trong d6 va loai (ving ting dung) ma thong tin doi
tugng dé cap dén. Vi du, cdc mic phan loai nhu sau:

0= Thong thuong
1= Mat
2= Tuyét mat
3= To6i mat
Loai phan 4nh cdc viing ciia hé thong, hodc cic bo phan ctia t6 chitc. Vi m viing

hé thong, c6 thé chia t6i da thanh 2™ loai.

Mbi chti thé va doi tugng dugc gan mot 16p an toan, bao gdm mot mic nhay cam
va mot tp hop céc loai. Phan loai cdc chu thé phan 4nh mic do tin cay c6 thé dugc
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gan cho chu thé dé va ving ting dung ma né 1am viéc. Phan loai d6i tugng phan
anh muc do nhay cam cua thong tin c6 trong doi tuong.

Mot tap hop céc tién dé xac dinh cdc quan hé duoc ki€m tra gitta I6p chu thé va
16p doi twong, cho phép céc chi thé truy nhap vao cdc do6i tuong theo tiéu chudn an
toan. Nhiing quan hé nay phu thuoc vao ché do truy nhap.

Vé viéc chuyén giao quyén truy nhap, khong thé thay déi cac quyén da duoc
gan, moi thay doi chi dugc phép khi c6 su dong y clia ngudi trao quyén. Diéu nay
c6 nghia 13, ngudi trao quyén kiém soét toan bo hé thong trao quyén. Kiém soat
truy nhap thong qua cac chinh sdch bat buoc duoc minh hoa trong hinh 5.
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Céc tién dé
an toan

Yéu cau truy
nhap

'

N

Yéu cau thoa man céc N~
tién dé cta chinh sich Céc 16p an
bat buoc? l toan cla
chi thé/doi
tuong
C6 // Khong
Truy nhap Truy nhap
dugc phép bi tir choi

Hinh 5 Kiém sodt truy nhdp bdt budc
Chinh sach tiy ¥ chi 16 nhiing dic quyén ma mdi chu thé c6 thé c6 dugc trén cdc
doi twong cta hé thong. C4c yéu ciu truy nhap dugc ki€ém tra, thong qua mot co
ché€ kiém soét tuy y, truy nhap chi duoc trao cho cdc chli thé thod man céc quy téc
trao quyén hién c6 (hinh 6).

Yéu cau truy
nhap

Yéu cau thoa man cac /
quy tic trao quyén?

Khong // c6

/

Cac quy tac

trao quyén

Truy nhap Tan tir 'P' cuia
dugc phép quy tac duoc
thoa man?
Khong . \\ Co
K 'Y
Truy nhap Truy nhap
duoc phép bi tr choi

Hinh 6 Kiém sodt truy nhdp tuy y
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Chinh sach tuy y dua vao dinh danh ctia ngudi dung c¢6 yéu céu truy nhap. Diéu
nay ngdm dinh ring, viéc phan quyén kiém soat dua vao quyén s hitu. Tuy nhién,
chinh sach tuy y cling phit hop véi quan tri tap trung. Trong truong hop nay, quyén
dugc nguoi quan tri hé thong quan ly: quan tri phi tap trung y muon ndi dé€n cac
chinh sach ki€ém sodt tuy y. Chinh sdch tuy y can cdc co ché trao quyén phic tap
hon, nhim tranh mat quyén kiém sodt khi lan truyén quyén tir nguoi trao quyén,
hodc nhitng nguoi c6 trach nhiém khéc.

Su thu hoi quyén da dugc lan truyén 1a mot van dé khac. VGi moi quyén bi thu
hoi, nguodi dung (nguoi da duoc trao hoac nhan quyén d6) phai dugc hé thong nhan
dang (xac dinh). Hién ton tai nhi€u chinh sach thu héi khiac nhau cho muc dich
ndy. DAC c6 nhuoc diém sau: nd cho phép doc thong tin tir mot doi tugng va
chuyén dén mot d6i twong khdc ma c6 thé dugc ghi boi chu thé;

Céc chinh sach bat buoc va tuy y 1a khong loai trir 14n nhau. Ching c6 thé dugc
két hop vdi nhau: chinh sdch bat buoc duge dp dung cho kiém soét trao quyén,
trong khi d6 chinh sach tuy y duoc 4p dung cho kiém soét truy nhap.

Cac quy tic trao quyén

Nhu d3 trinh bay ¢ trén, nhiém vu ciia ngudi cidp quyén la chuyén déi céc yéu
cu va cédc chinh sach an toan thanh cdc quy tic trao quyén. Thong thudng, t6 chiic
xac dinh cdc yéu cau an toan va nguoi diung nhan biét ching thong qua kinh
nghiém cua ho.

Céc quy tic trao quyén duoc biéu dién ding v6i moi trudng phan mém/phan
ciing cua hé thong bao vé va cac chinh sach an toan dugc chip thuin. Qua trinh
thiét k€ mot hé thong an toan phai dua ra dugc mot mo hinh va mo hinh nay ho trg
ngudi trao quyén khi 4nh xa cdc yéu cau vao cac quy tac, tuy theo cdc chinh sach
an toan can quan tam (Hinh 7).
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Mo hinh an Cac yéu cau va :
toan chinh sach an Moi truong
toan ting dung

Céc quy tac
trao quyén |«

Hinh 7 Thiét ké cdc quy tdc trao quyén

Mot vi du vé ma tran quyén dugc trinh bay trong bang 1, trong d6 R= Read, W=
Write, EXC= Execute, CR= Create, va DEL= Delete. Day la mot truong hop kiém
soat truy nhap don gian dua vao tén doi tuong, duoc goi 1a truy nhap phu thudc tén
(name-dependent access). Cac quyén co thé bao gom nhiéu quy tic an toan phic
tap hon, chiing xéc dinh cac rang budc truy nhap gitta chli thé va d6i tuong.

Mot tan tir (predicate) ciing cé thé duoc xem 12 bi€u thic cia mot s6 bién hé
thong, chang han nhu ngay, gid va nguén truy van, vi vay da thiét 1ap co s& cho
kiém sodt phu thudc ngit canh (context- dependent control). Mot vi du vé ki€ém soat
phu thudc ngit canh 1a khong thé truy nhap vao thong tin dugc phan loai thong qua
mot dang nhap tir xa (remote login), hodc chi cap nhat thong tin vé luong vao thoi
di€ém cu6i clia nam. Kiém sodt phu thuoc noi dung (content-dependent control)
nim ngoai pham vi ctia cdc hé diéu hanh, do DBMS cung cip. Véi kiém sodt phu
thudc ngit canh (context-dependent control), mot phan do hé di€u hanh cung cap,
mot phan do DBMS cung cép.
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Bdng 1 Ma trdn quyén

boi tuong
Chu thé File F1 File F2 File F3
Nguoi dung 1 R,W EXEC EXEC
Nguoi dung 2 - - CR, DEL
Chuong trinh P1 R,W R -

Céc quy tic an toan ciing nén xac dinh cac két hop dit liéu khong duoc phép, can
phai xem do nhay cam cua dit liéu c6 tang 1én sau khi két hop hay khong. Vi du,
ngudi dung c6 thé duoc phép doc tén va céc gia tri lwong ctia nhan vién mot cach
riéng 1€, nhung khong dugc phép doc két hop "tén - luong", néu khong ho c6 thé
lién hé luong vdi timg nhan vién cu thé.

Viéc truy nhap vao cac chuong trinh xtr ly dit liéu (vi du, mot s6 chuong trinh hé
thong hoic ting dung) ciing can dugc kiém soat. Cac van dé va co ché lién quan dén
viéc bao vé dir lieu can duoc md rong, nham giai quyét cac van dé phiic tap hon vé
bao vé logic tat ca tai nguyén hé thong. Véi cac chinh sach tuy y, viéc trao hoac
huy bd quyén truy nhap phu thudc vao mot vai ngudi trao quyén, mot quy tic an
toan c6 thé 1abo 6 { a, s, 0, t, p f}, trong d6 a 1a ngudi trao quyén, s 1a chi thé dugc
trao quyén {o, t, p}, f1a cd sao chép (copy flag) mo ta kha nang s chuyén quyén {o,
t, p} cho cic chu thé khdc. Cic chinh sdch an toan (lién quan dén viéc chuyén
quyén truy nhap) quyét dinh su xuét hién cua co nay, ciing nhu viéc sit dung né. Vi
du trong mot vai hé thong, co dugc xdc 1ap lai sau n lan trao, vi vy cho phép
chuyén quyén siu n mic.

Co ché an toan

Hé thong kiém sodt truy nhap dua vao céc co ché an toan 1a cdc chifc nang thuc
hién cédc quy tac va chinh sdch an toan. Cic co ch€ an toan lién quan dén viéc ngin
chan truy nhép trai phép (cdc co ché kiém sodt truy nhap) va phat hién truy nhap
trai phép (co ché€ phat hién xam nhap va kiém todn). Muon ngin chin va phat hién
tot doi hoi cdc co ché xdc thuc t6t. Cac co ché ki€ém sodt truy nhap dugc chon lua
nhiéu hon. Doi khi, phat hién 1a mot tuy chon, vi du kha ning giai trinh viéc st
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dung ding din cdc diac quyén, hoidc chong lai viéc stra doi cdc thong bao trén
mang.

Cac co ché an toan ¢6 thé dugc thuc thi thong qua phan cing, phdn mém hoic
thong qua cdc thi tuc quan 1y. Khi phat trién hé thong an toan, cic chinh sich va co
ché nén duoc tach roi dé c6 thé:

o Thao luan (mot cach doc 1ap) cic quy tac truy nhap vé cdc co ché thuc hién.
Diéu nay cho phép cic nha thiét k€ tap trung vao tinh diing din cla cic yéu
cau an toan, cling nhu tinh tuong thich cta cac chinh sach an toan.

o So sanh cdc chinh sach kiém sodt truy nhap khac nhau, hodc cdc co ché thuc
hién khac nhau cho cuing mot chinh sich.

o Thiét k€ cdc co ché€ ¢6 kha nang thuc hién cdc chinh sich khiac nhau. Diéu
nay can thiét khi c4c chinh sach can thay déi dong, tuy thuoc vao su thay doi
clia moi truong ung dung va cac yéu cau bao vé. Chinh sach an toan nén cé
quan hé chit ché vdi co ché thuc hién. Moi thay ddi ctia chinh sdch phai phu
hop véi hé thong ki€ém soat.

Pé c6 dugc céic co ché tuan theo céc chinh sich (da duogc thiét k&) 14 mot van dé
mang tinh quyét dinh. Trong thuc t&, viéc thuc hién khong ding mot chinh sach an
toan dan dén cdc quy tic truy nhap khong ding, hodc hd tro khong diy du chinh
sdch bao vé. Hai kiéu 16i hé thong co ban ¢ thé xuat phat tir viéc thuc thi khong
ding:

(1) T choi truy nhap dugc phép
(2) Cho phép truy nhap da bi cam
Cdc co ché bén ngoai

Ching bao goém cédc bién phdp kiém sodt vat 1y va quan ly, c6 thé ngin ngia truy
nhap trai phép vao tai nguyén vat ly (phong, thié€t bi dau cudi, cac thiét bi khac), vi
vay chi cho phép céc truy nhap duoc phép. Ngoai ra con ¢ cac thiét bi c6 kha nang
bao vé chong lai cac hiém hoa. Tuy nhién, dé c6 duoc bao vé day du 1a khong thé,
dac biét trong cdc moi truong ¢ tdn cong hoac xam pham ngau nhién. Muc tiéu la
giam dén muc t6i thi€u cdc thiét hai. Diéu nay c6 nghia la:
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o Giam dén muc t6i thi€u cdc xam pham;

o Giam dén muc t6i thiéu c4c thiét hai;

o Cung cép cac thu tuc khoi phuc.

Cdc co ché bén trong

Cac bién phap bao vé dugc ap dung khi nguoi dung bé qua, hoac nhan dugc

quyén truy nhap thong qua cac kiém soat bén ngoai. Xac thuc ngudi dung va kiém
tra tinh hop phdp cta cac hanh dong duoc yéu cau, tuy thuoc vao quyén ctia nguoi

dung, 1a cdac hoat dong can ban. Viéc bao vé bén trong bao gom 3 co ché€ co ban

sau.

1y

2)

3)

Xac thuc (authentication): Co ch€ nay ngan chan ngudi dung trdi phép,
bang cach sir dung mot hé thong kiém tra dinh danh ngudi dung, tir:

Nhitng thit ¢ quen thudc v6i ngudi diing (chiang han nhu mat khiu, ma);
Nhitng thit ma nguoi dung s& hitu ( chang han nhu thé tir, phil hiéu);

Cic diac diém vat 1y cha ngudi dung (chang han nhu diu van tay, chit ky,
giong noi);

Ciac kiém sodt truy nhap (access controls): V6i két qua xdc thuc 1a hop 1é,
céc ciu truy van (do nguoi diing gd vao) cé thé duoc tra 10i hay khong, tuy
thudc vao cic quyén ma ngudi dung hién co.

Céc co ché kiém toan (auditing mechanisms): gidm sat viéc sit dung tai
nguyén hé thong cta nguoi dung. Cac co ché nay bao gom hai giai doan:

Giai doan dang nhap: tit ca cac cau hoi truy nhap va cau tra 16i lién quan
déu duoc ghi lai;

Giai doan bdo cdo: cdc bdo céo cua giai doan trudc duoc kiém tra, nham
phat hién cdc xam pham hoic tan cong c6 thé xay ra.

Cic co ch€ kiém toén thich hop cho viéc bao vé dit liéu, boi vi ching hé tro:
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e Ddnh gia phan ting clia hé thong doi v6i mot s6 dang hiém hoa. Diéu nay
ciing gitip ich cho viéc phat hién cdc diém yé€u ctia hé thong.

e Phat hién cdc xam pham chu y duoc thuc hién thong qua chudi cdc cau truy
van.

Hon nifa, c6 thé ngan chin dugc cdc xam pham hodc hiém hoa, do ngudi dung da
c6 y thiic trong viéc st dung cac thu tuc kiém todn (c6 kha nang gidm sat moi hoat
dong).

Hinh 8 minh hoa cau tric cuia mot DBMS c¢6 cac dac tinh an toan, véi cac modun
va nguoi dung. Gia thiét rang, viéc truy nhap dit liéu dugc bao vé chi thong qua cac
chitc niang cia DBMS. Sau khi ngudi dung diang nhap va duoc xdc thuc, mdi cau
hoi truy nhap co s& dit liéu (duoc tao ra tir mot trinh tng dung) dugc dan xép, thong
qua céc thu tuc cta hé thong trao quyén (AS). Ching tham chiéu vao céc file quy
tdc trao quyén, ki€ém tra xem cdc cau hoi c6 tuan theo cac quy tic dé khong. Truy
nhap dugc phép phu thuoc vao viéc doi chi€u cau hoi- quy tac. Mat khac, mot
thong bdo vé tinh trang 16i ¢6 thé duoc glri dén ngudi dung, va/ hodc cdc xam pham
duge AS ghi trong mot file nhat ky cuing véi cac tham chiéu (vi du ngay, gio, nguoi
diing). Ngudi ¢6 trdch nhiém s& kiém tra file nay mot cach dinh ky, phat hién ra céc
hanh vi déang ngd, hoic kiém tra tinh trang tai dién ctia cdc xam pham.

Mot chuyén gia, ngudi quan tri an toan co trach nhiém dinh nghia cic quy tac
trao quyén, xuat ph4t tlir cdc yéu cau an toan cua t6 chiic. Ngudi trao quyén ciing cé
thé 1a ngudi kiém todn va/ hoiac DBA.

Cac cau hoi truy nhap (duoc phép) duge bién dich thanh céc 16i goi chuong trinh
tlr thu vién ung dung, sau d6 duoc bo quan 1y giao tdc xir Iy va chuyén thanh cdc
yéu cdu truy nhap dit liéu (do bo quan 1y dit liéu xtr 1y). Hon nita, hé diéu hanh va
phan ciing c6 thé dua ra cdc kiém soét (chang han nhu kiém soét truy nhap file) dé
dam béo ring dit lieu duoc chuyén chinh xéc t6i ving ngudi ding yéu ciu. K¥
thuat mat ma va cac ban sao du phong la phuong tién thuong dugc s dung khi bao
vé hé thong luu giit chuong trinh va dir liéu vat ly.
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Mo dun an toan cia DBMS quén 1y tat ca cdc cau hoi. N6 gobm ¢ cdc quy tac
trao quyén (cho ki€ém sodt tuy y) va cdc tién dé an toan (cho cdc kiém soét bat
buodc). AS st dung mot, hoac ca hai, tuy thudc vao cac chinh sach bao vé cua hé
thong. Trong cting mot modun c6 thé c6 nhiéu lugc d6 DB, vi ching ciing 1a céc
doi tugng can dugc bao ve.

Quan 1y hé thong an toan c6 cac vai tro sau:

Ngudi quéan 1y tng dung: cé trach nhiém doi vé6i viec phat trién va duy tri,
hoac cac chuong trinh thu vién;

e DBA: quan ly cdc luoc d6 khai niém va luoc d6 bén trong ctia co s dit liéu;

e Nhan vién an toan: xac dinh cdc quyén truy nhap, va/hoac céc tién dé, thong
qua cdc quy tac trong mot ngon ngit thich hop (c6 thé 1a DLL, hoac DML);

e Kiém todn vién: chiu tradch nhiém kiém tra cac yéu cdu két n6i va cac cau hoi
truy nhap, nham phat hién ra cic xAm pham quyén.

5. Thiét ké co so dir liéu an toan
Nhu ching ta da biét, an toan co s& dit liéu bao gom:

(1) Mtic ngoai: kiém soat truy nhap vat 1y vao hé thong xir 1y, bao vé hé thong xir
1y khoi cac tham hoa tu nhién, do con ngudi hoac may moéc gay ra.

(2) Mitic trong: chong lai céc tdn cong c6 thé xdy ra d6i v6i hé thong, xudt phat
tlr su khong trung thuc, gay 16i hodc thi€u tinh than trach nhiém cua nhiing
nguoi trong hoac bén ngoai hé thong.

Céc muc nay dugc xem la an toan vdt ly va an toan l6gic. Vai nam trude day, an
toan vat ly duoc chi y nhiéu hon ca, vi xét theo géc d6 bao vé chung, né 1a mot
"qud trinh khod" tai nguyén hé thong trong moi trudng vat 1y an toan. Khong thé
dam bao an toan chac chan néu chi dua vao bao vé vat ly. Trong thuc t€, ngudi
dung hop phép c6 thé truy nhap gian lan dir liéu. Pay 1a mot hinh thic lam dung
quyen. Do vay, quyén truy nhap thong tin "nhay cam" chi nén trao cho nhiing
nguoi dung dugc chon lua, tuy thuoc vao ché€ do truy nhap da chon va tap gidi han
cac muc dit liéu.
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N6i chung, cdc yéu ciu bao vé cia mot hé thong gan lién v6i moi trudng (noi hé
thong duoc st dung) va tinh trang kinh té. Cac dac tinh an toan lam tang chi phi va
giam hiéu nang. Chiing con lam tang do phiic tap cua hé thong, lam giam tinh mém
déo, doi hoi ngudn nhan luc cho viéc thiét k€, quan 1y va duy tri, ting yéu ciu doi
vGi phan mém va phan cing. Tuy nhién, hién nay ching ta con thi€u cac bién phap
an toan thong qua phdt hién cac rui ro ¢6 chi phi khac phuc hé théng hong rat 16n.
Can danh gia chinh xac cédc su ri ro, dua trén loai hinh moi trudng va nguoi dung.
Vi du, cac yéu cau an toan ctia cac hé thong thong tin thuong mai/ cd nhan va hé
thong thong tin cta chinh phu ¢6 su khac nhau.

5.1 Co so dir liéu trong cac co quan chinh phu

Tai mot s6 nudc, sau khi phan tich cdac van dé vé an toan co so dit liéu, nguoi ta
da ti€n hanh phan loai mét sO co s& dit liéu, tuy thudc vao ndi dung cua ching:
thong tin thié€t y&u 1a thong tin can thiét cho an ninh quéc gia va thong tin khong
thi€t yéu 1a thong tin duoc biét, dua vao cdc ki€ém sodt hodc quyén thich hop.

Co s0 dit liéu ¢6 cac ki€u thong tin nay dugc goi 1a cdc co s& dif lieu dugc phan
loai. Trong dé, dit liéu duoc phan thanh cdc miic an toan khic nhau (chang han nhu
mat, tuyét mat), tuy theo mic nhay cam ctia né. Truy nhap duoc trao chinh xac cho
nguoi dung va giao dich, tuy theo muc an toan dinh trudc.

Trong nhitng moi trudng nay, viéc phat hién cac nd luc tham nhap rat khé khan.
Pong co tham nhap vao co s& dit liéu clia cic cd nhan cao hon, ho c6 thé sit dung
céc cong cu tinh vi khong dé lai dau vét. Tinh toan ven thong tin va tir chéi dich vu
(ngén chan nguoi dung hop phdp st dung tai nguyén hé thong) la cic van dé trong
kiéu co s dit lieu nay.

5.2 Cac co s6 dir liéu thuong mai

Trudc hét, viec ddnh gia thiét hai trong cac hé thong thong tin ciia cic t6 chic
thuong mai khd dé dang. Miic do nhiy cam cua dit liéu do t6 chic cong bo, bang
cach phan biét gitta dit liéu thiét yéu va dit liéu c6 yéu cau bao vé thip hon. Do vay,
thi€t k€ an toan trong cac co s& dit liéu thuong mai rat it khi dugc xem la moi quan
tam hang diu, cdc van dé€ an toan ciing khong dugc chi ¥ nhiéu.

Trong cdc moi truong nay, cac van dé an toan xudt phat tir nguoi dung hop phap;
Thuc t€, viéc kiém tra so bo do tin cay cta ngudi dung con 1ong 1éo. Céc tha tuc
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trao quyén chua thich hop, cdc ky thuat kiém sodt va cong cu ki€m tra truy nhap
(vao dit liéu va chuong trinh) ma nguoi dung duoc phép, con kha ngheo nan.

Hon nita, do phiic tap ctia cic van dé an toan phu thudc vao ngit nghia clia co s
dit lieu. Do an toan do cong nghé DBMS cung cap hién nay kha thap. Thuc té, co s&
dit liéu 1a diém yéu dé bi tan cong bai cac tan cong don gian, chit chua noi dén cac
k¥ thuat phic tap nhu con ngua thanh to roa, tdn cong suy dién, siu, cac trinh tim
vét va clra sap.

Céc kién tric DBMS an toan da mitc da dugc dé xuét, nham dép ing céc yéu cau
bao vé da mic. Mot so kién triic da mitc duoc dé xuat 1a Integrity Lock, Kernelized,
Replicated. Ching ta s€ xem xét chi tiét cac kién tric nay trong cac chuong sau.

Tom lai

Kiém sodt truy nhap trong mot hé thong tuan theo cdc chinh sach truy nhap (chi
ra ai 12 nguoi ¢6 thé truy nhap va truy nhap vao nhiing doi tugng nao cuia hé thong).

Chinh sich truy nhap khong nén phu thudc vao cdc co ch€ thuc thi kiém so4t
truy nhap vat 1y. Chinh sach truy nhap xac dinh cac yéu cau truy nhap. Sau do, cac
yéu cau dugc chuyén thanh céc quy tic truy nhap, dua vao cdc chinh sdch dugc phé
chudn. Day 1a giai doan thi€t yé&u khi phat trién hé thong an toan. Tinh ding din va
day du cua cdc quy tic va co ché thuc thi tuong ing dugc xdc dinh trong giai doan
nay. Qua trinh dnh xa cin duoc thuc hién, bang cach sir dung cac k§ thuat xay dung
mo hinh cho cac yéu cau va chinh sach an toan: mot mo hinh cho phép nha thiét k&
miéu ta 6 rang va kiém tra cdc dic tinh an toan ctia hé thong.

C6 rat nhiéu hi€ém hoa c6 thé xay ra doi vdi tinh bi mat va toan ven cua co so dit
liéu, ching lam cho viéc bao vé co s& dit liéu trd nén phic tap hon. Chinh vi vay,
viéc bao vé co sd dit liéu doi hdi nhi€u bién phdp, trong dé ¢6 ca con ngudi, phan
mém va phan ciing. Bat ky diém yéu nao cta ching ciing 1am anh huéng dén do an
toan cua toan bo hé thong. Hon nita, bao vé dit liéu cling nay sinh nhiéu van dé vé
tinh tin cay ctia hé thong.

T6m lai, khi phat trién mot hé théng an toan, chiing ta cin quan tam dén mot s6
khia canh thiét yéu sau:

30



Ciac dic diém ctia moi trudong xur 1y va luu giit thuc t€. Can phan tich cin than
dé dinh ra mic bao vé theo yéu cdu cua hé thong: day chinh 12 cdc yéu cau an
toan;

Céc co ché bao vé bén ngoai moi trudng xur ly. Ching 1a cac bién phdp kiém
soat vat 1y va quan tri, gép phan dam bao hiéu luc clia cac co ché hoat dong

an toan;

Cac co ché bao vé co so dit liéu bén trong. Ching duoc thuc hién sau khi
ngudi dung qua duoc cdc kiém sodt dang nhap va x4c thuc;

T6 chiic vat 1y cta céc thong tin duoc luu git;
Céc dac tinh an toan do hé diéu hanh va phan cling cung cAp;
Do tin cay ctia phan mém va phan cing;

Cic khia canh vé t6 chic, con nguoi.
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THIET KE CO SO DU LIEU AN TOAN
1 Gi6i thiéu

An toan co s& dit liéu logic giai quyét cac van dé€ an toan (tinh bi mat va toan ven)
thong qua mot bo céc quy tac nham thiét 1ap céc truy nhap hop phap vao thong tin
va tai nguyén cua co so dit liéu. Cédc quy tac nay phai duoc dinh nghia chinh xéc va
dua trén co s& (hay tuan theo) cdc yéu cdu va chinh sach an toan cua t6 chic, trdnh
cac mau thuén va cic 16i c6 thé 1a cic diém yéu dé bi tdn cong cua hé thong. An
toan logic phai duoc coi 12 mot phin bén trong ctia hé théng an toan toan cuc cua td
chtuec.

Thiét k€& 16gic cuia mot hé thong an toan cé nghia 1a thiét k€ phan mém an toan
va cdc quy tac an toan. Phan mém an toan bao gdm cic bé chuong trinh an toan,
chang han nhu cdc hé diéu hanh an toan, cic DBMS an toan va c4c thi tuc an toan
phi thé thic. Thiét k€& phai tan dung dugc cdc chudn an toan hién c6. Cc quy tic an
toan phai duoc dinh nghia chinh xac va thich tng, dap tng dugc cac yéu cau khac
nhau ctia nguoi st dung va dam bao tinh bi mat va toan ven ctia mot hé thong.
Thém vao do, viéc thiét k&€ cdc quy tac an toan phai phl hgp véi cac hoat dong thiét
k€& co so dit liéu.

Céc quy tac an toan d6i véi mot co s& dit liéu ngay cang phic tap hon, né khong
chi don thudn 12 céc danh sdch kiém sodt truy nhap, hodc cdc bang biéu don gian.
Trong thuc t€, co s& cla cdc quy tic an toan cé thé duoc xem nhu 12 mot co s& dit
liéu.

No6i chung, cac giai doan phan tich, thiét k€ khai niém, thuc hién thiét k€ chi tiét,
thir nghiém va duy tri cling dugc dp dung khi phat trién hé thong an toan.

Muc dau tién cta phan ndy trinh bay cdc giai phdp dugc sit dung dé thiet k&
DBMS an toan; Trinh bay mot s6 miu nghién citu va cic san pham DBMS an toan
thuong mai; Ti€p theo trinh bay mot giai phdp mang tinh phuong phdp luAn nham
thiét k€ cac quy tac an toan.
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2 Thiét k¢ DBMS an toan

Co s6 dit liéu 1a mot tap hop céc dit lieu dugce t6 chite va quan ly thong qua phéan
mém xédc dinh, DBMS.

Viéc dam bao an toan co so dit liéu thong qua cac ky thuat ¢ ca hai mic DBMS
va OS. Khi thuc hién céc yéu cdu an toan, DBMS c6 thé khai thdc cdc chiic niang an
toan bat budoc & miic OS. N6i riéng, cdc chic ning quan 1y I/O va quéan 1y tai
nguyén chia sé chiing minh tinh an toan cua cac moi truong DBMS. Tuy nhién, cac
chiic nang an toan DBMS khong nén bi coi 1a mot mo rong cua cac chiic nang OS
co 80. Cac moi quan tam khac nhau vé an toan gitta cic OS va DBMS dugc liét ké
sau day:

e Do chi ti€t cua doi tuong (Object granularity): Trong OS, do chi tiét & muc
tép (file). Trong DBMS , né chi tiét hon (vi du nhu: cac quan hé, cac hang,
cac cot, c4c truong).

e (4c twong quan ngit nghia trong dit liéu (Semantic correlations among data):
Dit liéu trong mot co s& dit liéu c6 ngit nghia va lién quan v6i nhau thong qua
cac quan hé ngit nghia. Do vay, nén tuan theo céc kiéu ki€ém soat truy nhap
khac nhau, tuy thudc vao cac noi dung cua doi tuong, nglt canh va lugc st
truy nhap, dé€ bao dam thuc hién chinh x4c cic yéu cdu an toan trong dit liéu.

e Siéu dir liéu (Metadata): Siéu dit liéu ton tai trong moét DBMS, cung cap
thong tin vé cau tric cta dit liéu trong co s& dit liéu. Siéu dit liéu thuong dugc
luu giit trong cdc tir dién dit liéu. Vi du, trong céc co s& dit liéu, siéu dit lieu
mo ta cic thudc tinh, mién cua cac thudc tinh, quan hé gitta cac thudc tinh va
vi trf phan hoach co s¢ dit liéu. Trong thuc t&, siéu dit liéu c6 thé cung cap cac
thong tin nhay cam vé noi dung clia co s& dit lieu (cdc ki€u dit lieu va quan
hé¢) va c6 thé duoc st dung nhu 14 mot phuong phdp nhim kiém sodt truy
nhap vao dit liéu co s6. Khong ¢6 ciac mo ta siéu dit liéu ton tai trong OS.

e (Cac doi tuong logic va vat 1y (Logical and physical objects): Cac doi tugng
trong mot OS 1a cac doi tuong vat 1y (vi du: cac file, cac thiét bi, bo nhé va
cac tién trinh). Cac doi tugng trong mot DBMS la cac doi tuong logic (vi du:
cac quan hé, cic khung nhin). Cac doi tuong logic cua DBMS khong phu
thudc vao cédc doi tuong vat 1y cua OS, diéu nay doi hoi cic yéu ciu va cac ky
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thuat an toan dac biét, dugc dinh hudng cho viéc bao vé doi tugng cua co sG
dit liéu.

Cic kiéu dir liéu boi (Multiple data types): Piac diém cta cdc co s& dit liu
duoc xédc dinh thong qua cdc kiéu dit liéu, cho cdc ché do da truy nhap nao
duoc yéu cau (vi du: ché do thong ké, ché do quan tri). Tai mic OS chi ton tai
truy nhap vat 1y, cho ghi, doc va thuc hién cac thao téc.

Cac doi tuong dong va tinh (Static and dynamic objects): Cac doi tugng duoc
OS quan 1y 1a cac doi tugng tinh va tuong tng véi cac doi tuong thuc. Trong
céc co so dit lieu, cac doi twong cé thé duoc tao ra dong (vi du, cdc két qua
hoi dap) va khong c6 cac doi tuong thuc tuong ung. Vi du, khung nhin cua
cac co s dir liéu dugc tao ra dong, nhu cac quan hé 4o c6 nguodn goc tir cic
quan hé co s& duoc luu giit thuc t€ trong co s dit liéu. Nén dinh nghia cac
yéu cau bao vé xdc dinh nham déi phé véi cac doi tugng dong.

Céc giao tic da muc (Multilevel transactions): Trong mot DBMS thuong c6
cac giao tac doi hoi dit liéu & cdc mic an toan khac nhau. DBMS phai bao
dam cac giao tdc da mic dugc thuc hién theo mot cach an toan. Tai mic OS,
chi ¢6 cac thao tac co ban méi duge thuc hién (vi du, doc, ghi, thuc hién), doi
hoi dit liéu ¢6 ciing mic an toan.

Thoi gian ton tai cua dit liéu (Data life cycle): Dit liéu trong mot co s dit liéu
c6 thoi gian ton tai dai vd DBMS c6 thé dam bao viéc bao vé tir diu dén cudi
thoi gian ton tai cta dit liéu.

2.1. Cac co ché an toan trong cac DBMS

An toan dif liéu dugc quan tam cung vdi viéc kham phé hodc stra doi trdi phép

thong tin, chang han nhu chén thém cic muc dit liéu, xo4, thay ddi dit liéu hién co.

Mot DBMS doi hoi nhiéu tinh nang nham dat dugc cdc yéu ciu an toan clia mot hé

thong thong tin. DBMS dong mot vai tro trung tam boéi vi né xu 1y cac quan hé
phc tap trong dit liéu. Mot so chiic nang an toan chi chot phai duoge OS cung cép,
trong khi d6 cac rang budc an toan xac dinh tai mic tng dung lai dugc DBMS x1r

1y, sau d6 n6 dugc uy thac ngan chan cac ung dung kham pha hoac lam hu hai di
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Céc yéu cau an toan chinh (ma mot DBMS nén cung cép) lién quan dén cic van
dé sau day:

e (Cac muc do truy nhap chi ti€t khac nhau (Different degrees of granularity of
access): DBMS nén bao dam kiém sodt truy nhap véi cac mic do chi tiét khac
nhau. D6i vdi cic co so dit lieu, kiém soét truy nhap cé thé duge dp dung theo
cac muc do chi ti€t nhu: co s dit liéu, cadc quan hé, mot quan hé, mot s6 cot
cia mot quan hé, mot s6 hang clia mot quan hé, mot s6 hang va mot s6 cot
ciia mot quan hé.

e Cac ch€ do truy nhap khac nhau (Different access modes): Phai phan biét
dugc cdc kiém sodt truy nhap (vi du, mot ngudi 1am cong duge quyén doc
mot muc dir liéu nhung khong duge phép ghi 1én nd). Trong cac co so dit liéu,
cac ch€ do truy nhap dugc dua ra dudi dang cac 1énh SQL co ban (vi du:
SELECT, INSERT, UPDATE, DELETE).

e Cic ki€u kiém soat truy nhap khdc nhau (Different types of access controls):
Cac yéu cdu truy nhap c6 thé duoc xir ly, bang cdch st dung cdc kiéu kiém
soat khac nhau.

> Cic ki€ém sodt phu thuoc tén (Name-dependent controls) dua vao tén cua doi
tuong bi truy nhap.

> Ciac ki€ém sodt phu thuoc dit lieu (Data-dependent controls) thuc hién truy
nhap phu thudc vao cac ndi dung ctia doi tuong bi truy nhap.

» C4c kiém soat phu thuoc ngit canh (Context-dependent controls) chip thuan
hodc tir choi truy nhap phu thudc vao gia tri cia mot sé bién hé théng (vi du
nhu: ngay, thang, thi€t bi dau cudi yéu cau).

> Céc kiém sodat phu thuoc lugc st (History-dependent controls) quan tam dén
cac thong tin vé trinh tu cau truy van (vi du nhu: cdc ki€u cau truy van, dit
liéu tra lai, profile cua nguoi dung).

> Cic kiém soat phu thudc két qua (Result-dependent controls) thuc hién quyét
dinh truy nhap phu thudc vao két qua cua céc thi tuc ki€m soat hé trg, chiing
12 céc tha tuc dugc thuc hién tai thoi diém hoi.
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Trong céc co s& dit liéu, ki€ém soat truy nhap phu thuoc dit liéu thudng duoc thuc
hién thong qua cdc co ché sira déi cau truy van hodc co ché stra doi dua vao khung
nhin. C4ac khung nhin 1a cac quan hé ao xuét phat tir cic quan hé co s& (la cac quan
hé dugc luu gitt thuc trong co s6 dit liéu) va cac khung nhin khac, tuy thudc vao
tieu chudn chon lua cdc bo (tuple) hoic cac thuoc tinh. Khi st dung mot k§ thuat
stta doi cau truy vin , cau truy van ban dau (do ngudi st dung yéu ciu) bi han ché
dén muc nao con tuy thudc vao cic quyén cua ngudi st dung.

e Quyén dong (Dynamic authorization): DBMS nén hd tro viéc stra déi céc
quyén cta ngudi st dung trong khi co sd dit liéu dang hoat dong. Diéu nay
twong ting v6i nguyén tic dic quyén toi thiéu, c6 thé stta déi cdc quyén tuy
thudc vao cac nhiém vu cua ngudi sit dung.

e Bao vé da muc (Multilevel protection): Khi dugc yéu cau, DBMS nén tuan
theo bao vé da miic, thong qua chinh sach bat bugc. Céc ki€ém soat truy nhap
bat buoc (Mandatory access controls) dua vao cac nhan an toan duoc gan cho
cac doi tuong (1a cdc muc dit liéu) va cdc chu thé (1a nhitng ngudi sir dung).
Trong cdc moi truong quan su, cac nhan an toan bao gém: mot thanh phan
phan cap (hierarchical component) va mot tap rong cac loai khong phan cap
(c6 thé c6). DBMS nén cung cap cac k§ thuat d€ dinh nghia céc nhan an toan
va gdn nhan cho cédc d6i tugng va cdc chu thé. Bang cdch sir dung cdc nhan
an toan, DBMS nén tuan theo bao vé da miic, trong dé cac nhan an toan khac
nhau dugc gan cho cac muc dit liéu khac nhau trong cing mot doi tugng. Vi
du, trong cic co sé dit liéu quan hé, méi quan hé nén ¢6 mot nhan an toan cho
trudc, nhan an toan nay chira cac thudc tinh véi cac nhan an toan cua ching
(c6 thé khéc v6i nhan quan hé) va 1an luot Iuu gift cdc gid tri v6i cdc nhan an
toan cua chung.

e Cic kénh ngdm (Covert channels): DBMS khong nén dé nguoi sit dung thu
dugc cac thong tin trai phép thong qua cac phuong phéap truyén thong gian
tiép.

e Cic kiém sodt suy dién (Inference controls): Cac kiém soat suy dién nén
ngan chan nguoi st dung suy dién dua vao cédc thong tin ma ho thu duogc
trong co so dit liéu. Trong mot hé thong co s& dit liéu, cdc van dé suy dién
thuong lién quan dén cdc van dé vé gop (aggregation) va quan hé dit liéu
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(data association). DBMS nén cung c&p mot cach thic dé gan phan loai cho
cac thong tin dugc gop, phan anh mic nhay cam cua cac muc dit liéu duoc
gop. Khi d6, cac thong tin (nhu quan hé cua cac muc di liéu, hoac tap hop
cac muc dit liéu) nhay cam hon so véi cac muc dit liéu don 1€, nén ching phai
dugc quan 1y phu hgp. DBMS khong nén dé ngudi sit dung (thong qua cac
kiém soat suy dién) biét cdc thong tin tich luy duoc phan loai & miic cao,
bang cach sir dung cac muc dit liéu duoc phan loai & mic thap. Trong mot co
s& dir liéu quan hé, cac ky thuat han ché€ cau truy van thuong duoc st dung
dé tranh suy dién. Cac ky thuat nhu vay c6 thé stra doi cau truy van ban dau,
hodc huy bo cau truy van. Cac k§ thuat da thé hién (polyinstantiation) va
kiém todn ciing ¢6 thé duoc sir dung cho muc dich nay. Cu6i cling, mot kiéu
suy dién dac biét xay ra trong cic co so dir liéu thong ké, noi ma nguoi su
dung khong duoc phép suy dién cdc muc dit liéu cd nhan tir dit liéu kiém todn
da dugc gop, ngudi st dung c6 thé thu dugc cac dir lieu ndy tir cic cau truy
van kiém todn.

Da thé hién (polyinstantiation): Ky thuat nay c6 thé dugc DBMS sir dung dé
ngin chin suy dién, bing cach cho phép co s& dit liéu ¢ nhiéu thé hién cho
cung mot muc dit liu, méi thé hién ¢c6 mot mic phan loai riéng. Trong mot
co s& dit liéu quan hé c6 thé c¢6 cdc bo khac nhau véi cing mot khod, véi miic
phan loai khac nhau, vi du néu ton tai mot hang (duoc phan loai & mic cao)
va mot nguoi sit dung (dugc phan loai & muc thip) yéu cau chén thém mot
hang méi ¢6 cting khod. Diéu nay ngan chan nguoi st dung (dugc phan loai &
muc thap) suy dién su ton tai ctia hang (dugc phan loai & mic cao) trong co
sG dit liéu.

Kiém toan (Auditing): C4c su kién lién quan t6i an toan (xdy ra trong khi hé
thong co s& dit liéu dang hoat dong) nén duoc ghi lai va theo mot khuon dang
c6 céu tric, chang han nhu: nhat ky hé thong, vét kiém todn. Cic vét kiém
todn rat hitu ich cho cdc phan tich vé sau d€ phat hién ra cac moi de doa cé
thé xay ra cho co s& dit liéu. Thong tin kiém todn ciing hitu ich cho kiém soat
suy dién, nhd d6 chuing ta c6 thé kiém tra duoc luoc sir ciia cdc cau truy véin
do ngudi st dung dua ra, dé quyét dinh xem c6 nén tra 16i cau truy van méi
hay khong, vi cau truy van méi nay lai lién quan dén cac dap tng cua cac cau
truy vén truc do, cé thé dan dén mot vi pham suy dién.
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e Cic kiém soat ludng (Flow controls): Céac ki€ém soat ludéng kiém tra dich cua
dau ra. Ching ta c6 thé c6 duoc kiém sodt nay thong qua mot truy nhap dugc
phép (authorized access).

e Khong ctlra sau (No back door): Truy nhap vao di liéu chi nén xay ra thong
qua DBMS. Phai dam bao khong c6 cic dudng dan truy nhap an.

e Tinh chat khong thay déi cua cac co ché (Uniformity of mechanisms): Nén st
dung cdc co ché chung dé hé trg cdc chinh sdch khdc nhau va tit ca céc ki€ém
sodt lién quan t6i an toan (cdc kiém sodt bi mat va toan ven).

e Hiéu nang hop ly (Reasonable performance): Cac ki€ém sodt an toan 1am ting
thoi gian hoat dong; Can t6i thiéu hoa dé dam bao hiéu niang cua hé thong.

Hon nita, & day ¢6 rdt nhiéu nguyén tic co ban cho toan ven thong tin, ching doc
lap v6i nglt canh cua DBMS va cac dac thu cua tung dung. Loi ich cua cic nguyén
tac nay la gidp ching ta déanh gid cdc chinh sdch an toan cia mot hé thong thong
tin xac dinh.

e Cic giao tac ding dan (Well-formed transactions): Nguyén tac nay (con dugc
goi 1a su thay déi c6 rang budc) xdc dinh: chi duoc stra dit liéu thong qua cdc
giao tdc ding dan. Do chinh xdc clia cic giao tic nay dugc chiing thuc véi
mot mic do ddm bao nao d6. Cac giao tdc nay chuyén sang céc co ché DBMS
dé dam bao céc thudc tinh cho giao tdc. DBMS phai dam bdo rang cic cap
nhat phai duoc thuc hién thong qua céc giao tic, luu ¥ rdng co s& dit liéu phai
duoc dong goi trong DBMS thong qua OS.

e Nguoi sir dung duoc xdc thuc (Authenticated users): Theo nguyén tic nay,
khong nén cho nguoi st dung thuc hién cac thay déi trir khi nhan dang ctia ho
duge xac thuc chinh xac. Viéc xac thuc nguoi st dung thudc trach nhiém cua
OS va khong can phai lap lai trong DBMS. Viéc xac thuc lam co s& cho mot
s0 nguyén tac khac duoc liét ké sau day (dac quyén t6i thiéu, tich bach nhiém
vu, uy quyeén).

e Dic quyén t6i thiéu (Least privilege): Day 1a mot nguyén tic giéi han nguoi
stt dung chi duoc 1am viéc v6i mot tap t6i thi€u cdc dic quyén va tii nguyén
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can thi€t dé thuc hién nhiém vu cta minh. DPac quyén t6i thi€u chuyén sang
cac co ché DBMS cho cac thao tac "doc" va "ghi".

Tach bach nhiém vu (Separation of duties): Nguyén tic nay dugc dua ra
nhim han ché t6i da mot c4 nhan bat ky c6 thé pha hoai dit lieu, dé dam bao
toan ven dit liéu. Tach bach nhiém vu duoc gan lién vé6i cac ki€m soat trén
cdc chudi giao tac. Hién tai ¢6 nhiéu co ché€ nhung ching khong duoc thiét ké
cho cac muc dich toan ven, do vay gay ra mot so bat tién.

Tinh lién tuc cta hoat dong (Continuity of operation): Van dé nay da nhan
duoc nhiéu su quan tam, ca vé mat ly thuyét va thuc t&, cac giai phap dua trén
co s& lap dit lieu cling da duoc dé xuat. Doi mat véi cdc su ¢6 pha hoai vuot
ngoai tAm ki€m soat ctia t6 chiic, nén duy tri céc hoat dong clia hé thong sau
khi su c6 xay ra (quan tam dén cac bién phap an toan vat 1y).

Dung lai cac su kién (Reconstruction of events): Viéc dung lai cac su kién
trong mot DBMS phu thuoc vao céc vét kiém toan. Viéc dung lai c6 thé xay
ra & nhiéu mdc vét khac nhau, nhi€u viéc khac nhau nhu: ghi lai mot lugc st
dady du vé viéc slra d6i gia tri cia mot muc dit liéu, hodc luu giit nhan dang
cua tiing c4 nhan khi thuc hién timg thay déi. Mot van dé dit ra 13 chat lugng
cua dit liéu trong vét kiém todn ciing phai phit hop. Mot s6 dé xuat gan day c6
stt dung cdc ky thuat ctia hé chuyén gia dé luu giit va 1am séng to cdc vét
kiém toan.

Kiém tra thuc t€ (Reality checks): Viéc kiém tra dinh ky d6i v6i cac thuc thé
thuc t€ gép phan duy tri cac gia tri dit liéu chinh xac trong hé thong. DBMS
c6 trach nhiém duy tri mot khung nhin thich hop bén trong co s& dit liéu, lam
co sO cho céc kiém tra bén ngoai.

Dé dang sir dung an toan (Ease of safe use): Cach dé nhat dé diéu hanh mot
hé thong ciing phai la cach an toan nhat. Dicu nay c¢6 nghia la cac thu tuc an
toan nén don gian, pho bién, dé sir dung.

Uy quyén (Delegation of authority): N6 quan tam dén viéc gan cac dac quyen
cho t6 chiic, 1ay céc chinh sach lam co s&, yéu cdu céc thl tuc gdn phai phan
dnh cdc quy tic clia t6 chiic va ching phiai mém déo. Viéc uy quyén phai kha
mém déo dé phi hop véi céc chinh sdch; Néi rong hon, céc giai phap t6 chiic
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dac thi chuyén sang céac co ché bit budc va cdc co ché tuy y. Trong cic co
ché tuy y, viéc uy quyén tuy thudc vao ban than chi thé, ¢ thé trao hoic thu
hoi, huy bo cdc quyén cho nguoi stt dung khic. Viéc uy quyén tuan theo céc
chinh séch tuy y, ho tro cap/huy bd cac quyen. Cic dac quyén dac biét nén
ton tai trong DBMS, trao cdc quyén dic biét nay cho mot s6 lugng han ché
nguoi st dung (c6 nghia l1a cdc dac quyén quan tri co s& dit liéu). Viéc trao
céc quyén cho nhitng ngudi str dung khac c6 thé gay ra mot s6 van dé, khi cac
quyén nay bi huy bd, thu hoi. DBMS nén cung cap cac co ché cho viéc quan
ly thu hoi. Uy quyén 1a mot kha nang cin thiét, nham phan 4nh cau tric phan
cép cua t6 chiic va nén thuc hién tuan theo céc quy tic (da dugc dinh nghia
trong t6 chic). Uy quyén trong mot DBMS thudng tuan theo cic lénh SQL
GRANT/REVOKE.

N6i riéng, khi quan tAm dén tinh toan ven cia mot DBMS, cédc nguyén tac duoc
phan nhém nhu sau:

e Nhom 1: Cic giao tdc ding dan, tinh lién tuc clia hoat dong. Cdc nguyén tac
nay bao trum hoan toan l1én cac co ché cia DBMS.

e Nhoém 2: Dic quyén t6i thiéu, tdch bach nhiém vu, xay dung lai cdc bién co
va uy quyén. Nhiéu co ché méi dugc yéu cdu cho nhém nay va mot sO giai
phdp day trién vong nhim m& rong cac co ché cia DBMS ciing duoc dua ra.

e Nhom 3: Nguoi stt dung dugc xac thuc, kiém tra thuc t€ va dé dang sir dung
an toan. Xdc thuc 12 trach nhiém cta OS, ki€ém tra thuc t€ tuy thudc vao an
toan t6 chuc.

2.2 M6 minh cap quyén System R

& Mo hinh nay quan tam dén céc bang cua co s& dit lieu. Chiing c6 thé 1a céc
bang co s& hodc cdc bang cuia khung nhin. Chi thé clia mo hinh nay 1a ngudi st
dung, day 1a nhitng ngudi ¢ thé truy nhap vao co sd dit lieu. Cdc dac quyén ma mo
hinh nay quan tam la cic ché do truy nhap c6 thé dugc ap dung cho cdc bang cua
co s& dit liéu. N6i riéng, n6é quan tam dén cac ché do truy nhap sau:

Read Pé doc cdc bo (cac hang) tir mot bang

Insert Thém céac bd vao mot bang
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Delete Xo4 cac bo tr mot bang
Update Stra d6i noi dung cac bo hién c6 trong mot bang
Drop Xoa toan bd mot bang ra khoi hé thong

M6 hinh da hé tro quan tri quyén phi tap trung (Decentralized administration of
authorizations). N6i rieng, ngudi sit dung ctia mot co s& dit lieu bat ky ¢ thé duoc
phép tao ra mot bang méi. Khi nguoi st dung tao ra mot bang méi, chi ¢6 anh ta
méi duoc phép thuc hién cdc dic quyén trén bang (di€u nay khong hoan toan ding
néu bang la mot khung nhin, ching ta s€ xem xét sau). Nhu nguoi chu s& hitu,
ngudi st dung c6 thé trao céc dic quyén trén bang cho nhitng ngudi sir dung khdc.
Khi d6, mot quyén méi sé dugc chén thém vao tap hop cac quyén dugc quan 1y
trong hé thong. Viéc trao cac dic quyén cho ngudi st dung khac c6 thé tuy chon.
Mbi quyén c6 thé dugc mo ta nhu 12 mot bo {s, p, ¢, ts,g, go}, trong do:

s 12 chu thé (ngudi sir dung) dugc trao quyén;

p la dac quyén (ché do truy nhap);

t 1a bang, quyén dugc ap dung trén do;

ts 12 thoi diém quyén dugc trao;

¢ 1a nguoi da trao quyén;

go € {yes, no} chi bao khi nao s c6 tuy chon trao p trén ¢

Néu dic quyén 1a "update" thi cac cOt (ma trén dé diac quyén duoc thuc hién)
phai duoc chi bdo. Tuy chon trao (Grant option) tuong tu nhu 1a co copy clia mo
hinh ma tran truy nhap. Néu mot nguoi st dung nam giit mot diac quyén trén bang
véi tuy chon trao, ngudi st dung nay ciing c6 thé trao diac quyén trén bang cing véi
tuy chon trao cho nhitng nguoi st dung khac.

Trén mdi quyén, ngudi trao quyén (g) va thoi di€ém trao quyén (£s) can duoc chi
bao (dugc st dung cho thu tuc thu hoi).
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Viéc dinh nghia, thao tac dit liéu va kiém soat ngon ngit ciia System R, duoc dat
tén 1a SQL, trong d6 c6 cac 1énh cho phép ngudi st dung yéu cau thuc hién céac
thao tac trao va thu hoi. Lénh trao ctia SQL ¢6 dang nhu sau:

GRANT {ALL RIGHT (privileges) ALL BUT (privileges)} ON (table) TO
(user-list) [WITH GRANT OPTION]

Ngudi stt dung (ngudi trao dic quyén trén mot bang) ciing c6 thé ghi 16 tir khod
PUBLIC, thay cho (user-list). Khi do, tit ca nhitng nguoi st dung cua co s& dit liéu
déu duoc trao dac quyén trén bang.

Nhitng nguoi str dung (ngudi cé dac quyén trén mot bang vdi tuy chon trao) cling
c6 thé thu héi dic quyén trén bang. Tuy nhién, anh ta chi c6 thé thu hdi cic quyén
ma anh ta da trao. Lénh thu hoi ctia SQL ¢6 dang nhu sau:

REVOKE {ALL RIGHTS (privileges)} ON (table) FROM (user-list)

& DOi vdi viéc thu hoi quyén, mo hinh quyén System R sit dung co ché thu hoi dé
quy. Chiing ta cé thé dién gidi nhu sau: nguoi su dung x thu hoi ddc quyén p trén
bdng t tir nguoi su dung y.

& Cac khung nhin

Mo hinh System R cho phép nguoi st dung dinh nghia cac khung nhin & trén cac
bang co s& va cac khung nhin khac. Cac khung nhin (dugc dinh nghia trong céc
giGi han cua cdc cau truy van cé trén mot hoac nhiéu bang co s6 hoac cdc khung
nhin) tuong ng v6i mot co ché don 1€ va c6 hiéu luc dé hé trg cho cic quyén phu
thuoc noi dung.

Nguoi st dung (nguoi dinh nghia mot khung nhin) la cht s& hitu cia khung
nhin. Tuy nhién, chua chic anh ta da dugc phép thuc hién tét ca cac diac quyén trén
khung nhin. Cic quyén ma ngudi s& hitu khung nhin c6 dugc trén khung nhin phu
thuoc vao ngit nghia ctia khung nhin (c6 thé c6 mot s6 thao tic nao do khong cé
kha nang dugc thuc hién trén khung nhin) va phu thuoc vao cic quyén ma nguoi su
dung c6 duoc trén cac bang c¢6 khung nhin tham chiéu truc tiép vao cac bang nay.
Néu khung nhin dugc dinh nghia trén mot bang don 1€, ngudi st dung c6 thé duoc
phép thuc hién tat ca cdc dac quyén trén bang. Néu khung nhin duoc dinh nghia
trén mot tap hop cac bang, nguoi st dung dugc phép thuc hién tat ca cac dac quyén
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ma anh ta c6 trén moi bang dugc khung nhin tham chiéu truc ti€p. Tuy nhién, cac
dac quyén trén khung nhin c6 thé bi han ché hon, phu thuoc vao ngit nghia ctia
khung nhin.

Cac dic quyén trén khung nhin ctia ngudi s& hitu duge xdc dinh tai thoi diém
dinh nghia khung nhin. V&i moi diac quyén ma nguoi st dung c¢6 dugc trén tat ca
cdc bang ma khung nhin tham chiéu truc ti€p, cic quyén tuong tng trén khung nhin
dugce dinh nghia. Néu ngudi sit dung (nguoi dinh nghia khung nhin) duogc phép thuc
hién mot dac quyén trén tat ca cac bang co s& vdi tuy chon trao, ngudi sur dung sé
duoc cho trudc tuy chon trao danh cho dic quyén trén khung nhin. Nhén thoi gian
chi bdo thoi diém dinh nghia khung nhin.

Néu nguoi st dung nhan dugc mot dac quyén trén mot khung nhin véi tuy chon
trao, anh ta c6 thé trao dic quyén cho nhitng ngudi st dung khédc, c6 thé cé tuy
chon trao.

Sau khi ¢c6 mot khung nhin da duogc dinh nghia, n€u nguoi s& hitu khung nhin
nhan thém cdc dac quyén trén cic bang co sd, ciac dic quyén nay sé khong duoc ap
dung trén khung nhin; c6 nghia 1a nguoi sit dung sé khong dugc phép su dung
ching trén khung nhin. Nguoc lai, néu sau khi dinh nghia mdt khung nhin, nguoi
s6 hitu khung nhin bi huy bé mot diac quyén trén bat ky bang co sd nao, cling can
huy bo dac quyén trén khung nhin.

& Viéc thuc hién mo hinh

Céc thong tin vé quyén truy nhap co s& dit liéu ctia nguoi stt dung dugc luu giit
trong 2 quan h¢, ching c6 tén 1a SYSAUTH va SYCOLAUTH. Quan hé SYSAUTH
c6 cac thuoc tinh sau:

Userid Chi ra nguoi st dung
Tname Chi ra bang c6 quyén tham chiéu vao
Type Chi ra kiéu cta bang Tname. Thuoc tinh c6 gia

tri "R" néu bang 1la mot bang co s& va "V" néu
bang la mot bang cua khung nhin

Grantor Chi ra nguoi trao cic quyén
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Read Chi ra thoi diém Grantor trao dic quyén doc
trén bang cho Grantee. Néu grantor khong trao dac
quyén nay cho grantee, thuoc tinh ¢6 gia tri 0

Insert Chi ra thoi diém grantor trao dic quyén chén
thém trén bang cho grantee. Néu grantor khong
trao dac quyén nay cho grantee, thuodc tinh c6 gia
tri 0

Delete Chi ra thoi diém grantor trao dic quyén cap nhat
trén bang cho grantee. Néu grantor khong trao dac
quyén nay cho grantee, thuoc tinh ¢6 gia tri 0

Update Chi ra cédc cot c6 diac quyén cap nhat dugc trao.
Néu c6 gia tri "All", c6 nghia 1a c6 thé cap nhat
trén tat ca cac cot. Néu c6 gia tri "None", c¢6 nghia
l1a khong cé dic quyén cap nhat trén bang, hoac
"Some", cé nghia 1a dac quyén chi duoc thuc hién
trén mot sO cot nao do cua bang

Grantopt Chi ra khi ¢6 cic dic quyén dugc trao véi tuy
chon trao

Quan h¢ SYCOLAUTH c6 cac thudc tinh sau day:

Userid Chi ra nguoi sit dung duoc trao dac quyén cap
nhat

Table Chi ra bang trén d6 dac quyén cap nhat dugc trao

Column Chi ra cot cua Table trén d6 dac quyén cap nhat
duogc trao

Grantor Chi ra nguoi sir dung da trao dic quyén

Grantopt Chi ra khi cé dac quyén dugc trao véi tuy chon
trao

& Cac m& rong cho mo hinh

44



M6 hinh quyén cua System R da duoc Wilms va Linsday md rong nam 1982 véi
nhiéu chitc niang phuc vu cho quan 1y nhém. Ngudi sir dung c6 thé dugce phan thanh
cac nhém. Cdc nhém c6 thé gian két v6i nhau, mot nhém c6 thé xuat hién nhu 12
mot thanh vién cia nhém khéc. Sau d6, cdc quyén truy nhap c6 thé duoc trao cho
mot nhém, ¢4 nghia 1a cdc quyén nay dugc trao cho tét ca cdc thanh vién ctia nhém.

Hai m& rong chinh cho mé hinh dugc dua ra nhu sau.

MG rong thit nhét giGi thiéu mot kiéu thao tac thu hdi, trong dé xuat ban dau, bat
ctt khi ndo x4y ra viéc thu héi mot quyén tir mot ngudi sir dung, cé thé phai thuc
hién qua trinh thu hoéi dé quy. Mot van dé xay ra doi véi giai phap nay 1a no rat dé
bi phd v&. That vay, trong nhiéu t6 chiic, cdc quyén (ma mot ngudi st dung s hitu)
lien quan dén nhiém vu hodc chifc ning dic thu cta anh ta trong t6 chiic. Néu
ngudi st dung thay d6i nhiém vu hoic chiic ning clia anh ta, vi du, anh ta duogc
thang chic; Lam sao c6 thé loai bd cdc quyén danh ngudi s dung nay ma khong
cén phai thu hoi dé quy tt ca cic quyén ma ngudi st dung nay da trao. Vi vay, c6
mot ki€u thao tdc thu héi khong can thuc hién qud trinh thu héi dé quy cdc quyén.

M6 rong thd hai quan tam dén quyén pht dinh. Hau hét cic DBMS st dung
chinh sach thé€ gidi khép kin. Theo chinh sach nay, viéc thi€u vang mot quyén duogc
hiéu nhu 12 mot quyén phu dinh. Do vay, bt ky khi nao ngudi sit dung cd ging
truy nhap vao moét doi tuong, néu khong tim thidy quyén hop 1é trong céc catalog
ctua hé thong, nguoi st dung khong duge phép truy nhap. Giai phdap nay cé mot van
dé chinh, d6 1a su thi€u vang mot quyén xdc dinh (danh cho mot nguoi sir dung xéac
dinh) khong ngan chan duoc viéc anh ta nhan duoc quyén nay ngay sau d6. Quyén
phtl dinh thudong manh hon quyén khang dinh (cic quyén duoc phép truy nhap). Vi
vay, bat k¥ khi ndo ngudi sit dung cé ca 2 quyén (khang dinh va phu dinh) trén
cung mot doi tugng, ngudi su dung khong duoc phép truy nhap vao doi tugng, ngay
ca khi quyén khang dinh dugc trao ngay sau khi quyén phil dinh dugc trao, ngudi
str dung van khong dugc phép truy nhap.

2.3 Cac kién tric cua DBMS an toan

Trong phin nay trinh bay mot s6 dac diém chinh cta cta céc kién triic DBMS an
toan. Cac DBMS an toan hoat dong theo 2 ché d: miic an toan hé théng cao va da
muc.
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Trong cac DBMS mic an toan hé thong cao, tat ca nhitng nguoi st dung duoc
chuyén sang mic an toan cao nhit, truc khi loai bd dit liéu va c6 mot ngudi c6
trach nhiém xem xét dit liéu nay dé loai bo chiing mot cach chinh xéac. Giai phap
nay cho phép nguoi su dung st dung cac ky thuat DBMS hién c6, nhung phat sinh
mot s chi phi cho cac "thu tuc cho phép" va xem xét dit liéu thi cong. Ché do nay
c6 thé 1am tang thém mot s rui ro an toan khi tit ca nhitng ngudi sit dung duoc
chuyén sang mic cho phép cao nhat.

V6i ché do da mic, c6 thé c6 nhiéu kiéu kién tric khac nhau, dua vao viéc st
dung cac DBMS tin cay va khong tin cdy. Cac kién tric da mic nhu: kién tric
Trusted Subject (chu thé tin cdy) va cdc kién tric Woods Hole, ching duoc Woods
Hole Summer Study dé xudt nam 1982. Céic kién tric Woods Hole bao gom:
Integrity Lock, Kernelized va cac kién tric Replicated. Trong céc kién tric Trusted
Subject, sir dung ca DBMS tin cay va DBMS khong tin cay, trong khi dé cac kién
tric Woods Hole chi st dung DBMS khong tin cay cling véi mot bo loc tin cay.

Bang 1 dua ra mot céi nhin tong quan vé cdc kién tric dugc st dung trong mot so
DBMS thuong mai va trong mot s6 mau thir nghién ctu cia DBMS.

Bdng 1 Cdc kién triic mdu thiw DBMS va cdc sdn phdm thuong mai

Kién tric Cdc mdu thit nghién ciiu DBMS thuong mai
Integrity Lock Mitre TRUDATA
Kernelized Sea View Oracle
Replicated NRL e
Trusted Subject A1l Secure DBMS (ASD) Sybase

Informix

Ingres

Oracle

DEC

Rubix
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& Kién triic Trusted Subject (kién triic chii thé tin cay)

Kién tric chu thé tin cay dugc minh hoa trong hinh 1. Mot tap hop cdc UFE
(untrusted front end) duogc st dung dé tuong tac v6i ngudi sit dung, véi cdc mic
cho phép khiac nhau (Nhu da dugc trinh bay trong hinh v€, c6 miic cao va mic
thap).

Khi mot DBMS tin ciy dugc str dung va hoat dong nhu 12 mot chu thé tin cay doi
v6i OS, thi n6 ciing dugc tin cay, né thuc hién cac truy nhap vat ly vao co so dit
lieu. Hoat dong nhu 12 mot chu thé tin cay ciia OS c6 nghia la dugc mién mot hoic
nhiéu khia canh nao d6 trong chinh sach an toan ctia OS, néi chung, dugc mién cac
kiém soat bat buoc.

DBMS va OS phai dugc nhin nhan nhu 12 mot thuc thé, néu hiéu theo nghia
thong thudng, ching dugc udc tinh dé xac dinh muc bao vé. Trong kién tric nay,
DBMS ¢6 trach nhiém trong viéc bao vé da muc cac doi tugng cta co so dit liéu.
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High User Low User

| |

Untrusted Untrusted
Front End Front End
DBMS tin cdy
(Trusted DBMS)
OS tin cdy
(Trusted OS)

|

Co sd dit lieu

(DBMS  &NON-
DBMS DATA)

Hinh 1 Kién triic chu thé tin cdy

Lué6i an toan duoc xay dung theo cach nhu vay, dinh nghia mic High, mic Low
va mot miic DBMS khong thich hop v6i High va Low. Nhan DBMS dugc gan cho
ca cac doi tuong va chu thé. Chi c6 cdc chu thé cia DBMS c6 thé thuc hién cac
chuong trinh va truy nhap dit liéu v6i mot nhan DBMS. Hon nifa, cdc chu thé (c6
nhan DBMS) dugc xem nhu 1a cdc chu thé tin cay va dugc mién cdc kiém soat bat
buoc ctia OS. Theo giai phap nay, c¢6 thé nhém cdc yéu t6 ¢6 cing mic nhay cam
va luu gilr ching trong mot d6i tugng vGi mic chi tiét tho, chi gdn mot nhan cho
doéi tuong nay, hoac gan nhan cho ting doi tugng (vi du, cac b, cac gia tri). Sybase
DBMS tuan theo giai phap nay, vé6i kién tric mdy khach/may cha. Sybase thuc
hién gdn nhan muc bo.
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& Cac kién tric Woods Hole

Cac kién tric Woods Hole dugce phan loai nhu sau:

» Kién tric Integrity Lock

» Kién tric Kernelized

» Kién tric Replicated (con duoc goi la kién tric Distributed)

Ching c6 thé dugc miéu ta thong qua mot kién tric tong quét, duoc minh hoa
trong hinh 2.

High User Low User
Untrusted Untrusted
Front End Front End

~ 7

Trusted Front End
(Bo gidm sat tham chiéu)

:

DBMS khong tin cdy

:

Co 56 dit liéu

Hinh 2 Cdc kién triuc Woods Hole
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Chiing ta nhan thdy rang mot tap hop cac UFE tuong tic véi nhitng ngudi su
dung hoat dong tai cac mic cho phép khac nhau, & day ching dugc don gian hoa
thanh High va Low. Lan luot, UFE tuong tac v6i mot TFE (trusted front end), n6
hoat dong nhu mot bo gidm sat tham chi€u; Cé nghia 1a khong thé bo qua né. TFE
tuong tic v61 mot UBED (untrusted back end DBMS), c6 trach nhiém trong viéc
truy nhap dit liéu vao co s& dit lieu. Tiép theo ching ta mo ta cdc diac di€ém cua ting
kién tric.

e Kién tric Integrity Lock

Kién tric nay dugc trinh bay trong hinh sau day.
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High User Low User

! :

Untrusted Untrusted
Front End Front End

~, 7

Bo loc tin cdy (Trusted filter)

(Cryptographic unit)
Gdn tem K.tra tem
Luu giit l T bép ung
DBMS khong tin cdy

(Untrusted DBMS)

Co 56 dit liéu

Hinh 3 Kién triic Integrity Lock

Theo giai phap nay, ngudoi st dung dugc két noi thong qua cac giao dién front
end khong tin cay, thuc hién tién xtr Iy va hau xur 1y cdc cau truy van. Mot TFE
(con duoc goi 1a mot bo loc tin cdy) dugc chen vao gitta cic UFE va DBMS khong
tin cay. TFE c6 trach nhiém trong viéc tuan theo cac chiic nang an toan va bao vé
da muc, hoat dong nhu 12 mot TCB. TFE tuan theo bao vé da mic bang cach gin
nhan an toan cho cac doi tugng cua co s& dit liéu, theo cac dang tem. Tem la mot
truong dac biét ciia mot doi tuong, Iuu gitt cac thong tin (lién quan dé€n nhan an
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toan va cdc dir liéu kiém sodt lién quan khdc) trong mot khuon dang da duoc ma
ho4, duogc tao ra bang cach st dung mot k§ thuat niém phong mat ma (cryptoseal
mechanism), duoc goi 1a Integrity Lock. TFE tién hanh tao va phé chuén cac tem,
ngay khi dit liéu duogc luu gitt va nhan duge tir co s& dit liéu. TFE sinh ra cac tem,
bang cach sir dung cac k¥ thuat tong ki€ém tra (checksum) (N6 sit dung mot hoac
nhiéu khod bi mat, chi duy nhat TFE biét dugc khod nay), bao quanh dit liéu va
duge luu giit trong co s& dit lieu theo mot khuon dang da duoc ma hoa. Tai thoi
diém nhan lai, TFE tinh to4n lai cdc tem va so khép véi ban duoc luu gitt, dé phat
hién ra su sai khép, trudc khi dit liéu dugc chuyén cho ngudi sir dung. TFE ¢ trach
nhiém tao ra cdc ban ghi kiém todn cua riéng né (cé thé c6 cung khuon dang véi
cac ban ghi kiém todn duoc OS tao ra), dé dam bdo tinh sdn sang clia mot vét kiém
toan thuan nhat.

Tham chi, néu tuan theo co ché dua vao tem (stamp-based machanism) mot cach
chinh xéc, thi cling chua dia dam bao an toan. Trong thuc t€, né chi dam bao cho
cac truong hop sau khong xay ra: truy nhap truc ti€p vao dit liéu khong dugc phép
(hay 1a truy nhap trai phép dit liéu), chuyén céc thong tin khong duoc phép vao cic
16p phan loai khong chinh xdc (thong qua con ngua thanh Toroa). Vi ki€u kién triic
ndy, dé tranh duoc cdc de doa trén, cac phép chon (selections), phép chiéu
(projections), xu 1y cau truy van phu (subquery handling), t6i wu cau truy van
(query optimization) va cac phép thong ké (statistical operations) phai dugc cai vao
trong TFE hoac UFE, khong dugc cai vao DBMS, DBMS chi ¢é trach nhiém doi
vGi cac phép toan luu giit va 1ay lai. Theo cach nay, TFE xem tat ca cac dit liéu
(dugc yéu cdu) dé tra 10i cau truy vdn va dugc phép loai trir khung nhin dit liéu
(duoc tra lai), nguoi st dung khong dugc biét dir liéu nay.

Mot giai phap danh cho viéc loai trir cac rui ro suy dién da duoc dé xudt nam
1985, trong d6, mot b loc thay thé€ (commutative filter) dugc chén vao gitta DBMS
va nguoi st dung, dam bao loai trir dugc cac de doa suy dién, DBMS tranh dugc
con ngua thanh Toroa. Giai phdap nay xudt phat tur giai phap Maximal Authorized
View (1977).

Theo Maximal Authorized View, moi cau truy van ¢ duoc uéc luong dua vao
mot khung nhin cta co s& dit liéu, co s& dit liéu nay chi bao gom dit liéu ma nguoi
st dung da biét (dugc goi la khung nhin dugc phép t6i da, né la mot tap hop con
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cta dit liéu dugc luu gilt trong co s& dit liéu), dua ra nguon goc cho mot cau truy
van gsec, tranh suy dién trén dit liéu khong dugc phép.

User

L

Bo6 loc front-end tin cay
( Trusted front- end filter)

DBMS

Co so dir liéu

Hinh 4 Giai phdp bo loc thay thé.

B0 loc back-end (con dugc goi 1a bd loc quan 1y dit liéu) cé trach nhiém trong
viéc dinh nghia khung nhin dugc phép t6i da, bang cdch phat hién tat ca cdc ban
ghi/cac thuoc tinh khong dugc phép, thay thé cac yéu t6 khong duoc phép bang gia
tri 0.

Bo loc front-end cua kién tric duoc trinh bay trong hinh 4. lam viéc theo cach
nhu vay, cau truy van ¢, (duoc tra lai cho nguoi st dung) tuong duong véi cau truy
vin gsec cla kién tric trong hinh 5., bang cich bd sung thém cho cau truy van g
(day la cau truy van ban dau cua nguoi st dung) thong tin vé tem (dua ra nguon
goc cho cau truy van ¢,) va loc cau truy van ¢, tir dap tng cua ciu truy van ¢, .
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Bén goc bao cao khong cé trang 54
(Thong tin van day du)
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User

q l T gsec

Bo loc front-end
(Front- end filter)

:

DBMS

:

B0 loc back-end
(Back- end filter)

Co so dit liéu

Hinh 5 Gidi phdp khung nhin cho phép toi da

e Kién truc Kernelized

Kién tric nay dugc trinh bay trong hinh 6.
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High User Low User

¢ ¢

Front- end tin cay Front- end tin cay
(Trusted Front End) (Trusted Front End)
A
w i
High DBMS Low DBMS
OS tin cay
(Trusted OS)

Co so dit lieu

(high&low) data

Hinh 6 Kién triuc Kernelized

O day c6 st dung mot OS tin cdy, né c6 trach nhiém déi véi cdc truy nhap vat ly
vao dit liéu (trong co s& dir liéu) va ¢o trach nhiém tuan theo bao vé bat budc. High
User (ngudi sit dung 1am viéc & mic cao) tuong tic v6i mot High DBMS, thong qua
mot TFE, Low User (nguoi su dung lam viéc & muc thip) tuong tic véi mot Low
DBMS. Sau do, céc yéu ciu cua ho dugc chuyén cho OS, noé 14y lai dit liéu hop 1&
tlr co s& dir liéu.

Theo giai phap nay, cac doi tugng (c6 cac nhan an toan giong nhau) cla co s& dit
liéu dugc luu gitt trong cac doi tuong cua OS tin cay (dong vai tro nhu la cac kho
chita doi tugng cua co s& dit liéu). Vi vay, OS tin cay ti€én hanh ki€ém sodt an toan
trén cac doi tugng nay, can c6 cac qua trinh phan tach va khoi phuc quan hé da
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mifc. Qud trinh phan tach dugc thuc hién khi chuyén d6i mot quan hé da mitc thanh
mot s quan hé don mc, khi chi chita dit liéu & mot mic an toan xac dinh nao do,
chiing duoc luu giit trong cdc d6i twong cua hé diéu hanh. Qua trinh khoi phuc duoc
thuc hién trén cdc quan hé don miic khi chiing dugc 14y lai, nham sinh ra mot
khung nhin da muc chi chita cac dit liéu ma nguoi st dung (ngudi yéu cau céu truy
van) da bi€t. Cac thuat toan phan tach va khoi phuc phai dugc dinh nghia chinh xac,
nham dam bao tinh ding dan va hiéu qua ctia hé thong.

Cac ban ghi kiém todn (dugc OS tin cay sinh ra cho cdc phép todn lién quan dén
truy nhap vao cdc d6i tuong ctia OS) va cdc ban ghi kiém todn khac phai duoc sinh
ra cho céc phép todn ciia DBMS va chiing dugc ghi lai trong mot vét kiém todn mutc
hé thong cao, co thé c¢6 cuing khuon dang véi cdc ban ghi kiém toan ctia OS. Kién
tric nay dugc st dung trong mau thir nghién ctru Sea View va DBMS Oracle thuong
mai.

e Kién tric Replicated (lap)
Kién tric nay dugc trinh bay trong hinh 7.

Theo giai phap nay, dit liéu miic thap duoc lap trong co s& dit licu. Theo cach
nay, nguodi dung muc thip chi dugc phép truy nhap vao co s dit lieu do uu tién
thap, khong c6 kha ning stra d6i dit liéu mic cao. D€ tuan theo giai phdp nay can
c6 céc thuat todn déng bo an toan dé dam bdao tinh twong thich lap va chi phi (do
lap) tang dan theo kich ¢& cua ludi an toan. Khong mot DBMS thuong mai nao st
dung kién tric nay vi né rit dat, do phai lap dir liéu; N6 chi duoc st dung trong
mau thir nghién ctru NRL.
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High User Low User

: :

Front- end tin cay Front- end tin cay
(Trusted Front End) (Trusted Front End)
High DBMS Low DBMS

Co so dit lieu Co so dit lieu

(high&low) data (low data)

Hinh 7 Kién tric Replicated
e Nhan xét vé cédc kién tric an toan

Céc kién truc an toan duoc trinh bay & trén thich hgp cho cac muc dich khac
nhau, tuy thuoc vao cic dac di€ém va cac yéu cdu ctia mién ting dung dich. Vi du,
kién tric Kernelized phti hop v6i cac moi truong ¢ yéu cau bang don miic, boi vi
no kinh t€ nhat va dé thuc hién nhat. D6i véi nhitng moi truong ma DBMS da dinh
10 dic diém yéu cdu nhan mém déo va mot miic tich hop cao gitta DBMS va OS co
s0, kién tric Integrity Lock phut hop hon ca. Kién tric chu thé tin cay thich hop véi
cac mién tng dung (day 1a noi c6 thé dam bao mot dudng dan tin cay tir cic ng
dung dén DBMS).

Khi d4nh gid mic tin cdy cua céc kién tric, luu ¥ ring do phic tap trong van dé
ddnh gid phu thudc vao kién tric. Vi du, kién tric Integrity Lock dugc phé chuan
mot cach dé dang nhat, trong khi d6 kién tric cha thé tin cay thi phic tap hon.
Thuc vay, trong khi chi v6i mot bo loc kich ¢& nhd, bao gom céac dich vu thong
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thuong do mot OS tin cdy cung cép, ching ta lai phai danh gia mot DBMS tin cay.
Kién tric Kernelized nim & vi tri trung gian, nhung néu phai bé sung thém phan
mém tin cdy nhim dam bao hoat dong an toan trong mot moi trudng da mic, thi
viéc danh gia tré nén khoé khan hon.

Con mot van dé khac lién quan dén miic do phu thudc giita DBMS va OS co so
tin cay. Cac kién truc Integrity Lock va Kernelized dua vao cac dich vu an toan do
OS co s6 tin cdy cung cap, trong khi d6 kién tric ch thé tin cady dua ra mot miic
phu thuoc va tich hgp thap hon. Khi gan do chi tiét, c6 nghia la d6i tuong nho nhat
cua co so dit liéu ¢ thé duoc gan mot nhan. Cac kién triic tién hanh gdn khdc nhau.

Vi du, kién tric Integrity Lock va kién triic thuc thé tin cay cung cap kha ning
gan nhan hang, trong khi d6 viéc gan nhan cuta kién tric Kernelized do OS cung
cap, trén cdc doi twong co trong kho chita ctia né, vi vay giam téng chi phi luu giir.
Tuy nhién, co ch€ gan nhan sau s€ khong thich hgp néu can phai quan 1y cac bang
da mitc. Hon nita, kién tric Integrity Lock va kién tric chu thé tin cay c6 thé duoc
mo rong chinh ddng, nhdm hé tro cho viéc gan nhan tai mic trudng cia mot hang,
trong khi d6 kién tric Kernelized lai khong can.

2. 4 Thiét ké cac co so dir liéu an toan

An toan co s& dit liéu ¢6 thé dugc nhin nhan nhu 12 mot yéu ciu thit hai (duogc
b6 sung thém vao cdc hé thong hién c6) hodc dugc coi nhu 12 mot doi hoi chu yéu.
Chinh vi vay, n6 dugc coi la mot yéu cau thich dang trong cac giai doan thiét ké hé
thong ban dau.

Trong hau hét cac truong hop, an toan khong phai 1a mot moi quan tam chu yéu
trong viéc phat trién hé thong. Nho d6, cdc hé thong s& trd nén phong phi thém véi
cac goi an toan, dua ra cac dac trung an toan co ban mic OS (xac thuc ngudi dung,
kiém sodt truy nhap, kiém toan). Diéu nay da xay ra d6i v6i nhiéu OS duge sir dung
rong rdi, chang han nhu MVS, VMS va VM, an toan duogc hd trg thong qua cic géi
RACF, Top Secret va CA-ACF2.

Trong mot s6 moi truong (vi du, trong moi truong quén su), hé thong an toan can
dugc dinh nghia mot cach phi thé thic va cic yéu cidu bao vé dugc kiém tra mot
cach hinh thic. Trong bat ky truong hop nao, khi thi€t k€ cac hé thong an toan co
s& dit liéu, ching ta phai doi mat vé6i rat nhiéu van dé trong yéu va nhiéu van dé
nghién cttu con bi bod ngo.
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Tiéu chuian DoD bao gém céc chuin tham chiéu hitu ich cho viéc phan loai hé
thong phan mém an toan, dong thoi cung cap hudng dan cho viéc thiét k€& an toan.
Trong thuc t€, tai moi midc phan loai, v6i mot tap hop cdc yéu cau da duoc mo ta,
néu ching dugc quan tam trong qu4 trinh thiét k& hé théng thi c¢6 thé dam bao duoc
hiéu sudt mong muon. Noi riéng, tieu chuan DoD trinh bay mot cdch 16 rang mot
tap hop cac yéu cau thiét yéu nén duoc thuc hién khi thiét k€ hé thong, lién quan
dén viéc dinh nghia mo hinh khai niém cua cac yéu cau bao vé hé théng va céc
chinh sdch an toan hé théng (bat budc va tuy y), ching cé thé dugc sira déi va kiém
tra thir nghiém, bang cach st dung cdc k¥ thuat kiém tra hinh thiic. Hon nita, rd
rang 1a tiéu chuan DoD lién quan t6i mot TCB, n6é duogc sir dung dé tuan theo cdc
chinh sach va dan xép tét ca cac truy nhap vao dit liéu.

Tl cdc moi quan tam trén, chiing ta c6 thé dam bdo an toan bing céch xéac dinh
10 cac yéu cau bao vé ciia mot hé thong va sau dé thuc hién cac co ché€ an toan cé
st dung cac phuong phap va cac k¥ thuat da duoc trang bi.

Mot hudng ti€p can mang tinh phuong phap luan (trong d6 tham chi€u rd rang
vao cdc yéu cau ctia DoD) c¢6 thé 12 mot cau tra 16i cho van dé thiét ké co s& dit lidu
an toan vdi cdc dac tinh an toan, thong qua cac giai doan phat trién ban dau.

Mot phuong phap luan da giai doan trinh bay mot huéng ti€p can thich hop cho
viéc thi€t k& co s& dit liéu an toan, cho phép cac nha thi€t k& xac dinh mot cach
chinh xac cdc yéu ciu an toan cia mot moi truong.

Trong thuc t€, viéc ti€p can thiét k& co s& dir liéu an toan bat ddu tir cdc chic
nang an toan (do OS va DBMS dua ra) la khong thoa dang, mac du cac goi va céac
san phdm an toan da c6 sdn va c6 thé dugc xem xét dén. Tuong tu, ngay nay khong
ai muon thiét k€ mot co sd dit liéu bat dau tir mot DBMS x4dc dinh.

Hon nita, ching ta da dua ra cic mo hinh, cac co ché va cac géi huéng tap trung
vao cac van dé an toan. M6 hinh 14 mot cach hinh thic hod viéc miéu ta cic yéu
cau va cac chinh sach an toan ctia hé thong; Cac co ché cua OS cung cap cac chic
ning an toan co ban (vi du: nhan dang/xdc thuc, ki€ém soét truy nhap); Cudi cling,
céc goi va cdc DBMS an toan da md rong chic nang cia OS, nham quan 1y céc yéu
cu an toan cua co s& dit lieu. Cac mo hinh, co ché va san pham an toan hinh thanh
mot phuong phédp luan tich hop da giai doan (integrated multiphase methodology),
hé tro phét trién (mot cich cé hé thong) cac hé thong co s& dit lieu an toan thong
qua cdc giai doan phan tich va thiét k€ ban dau. N6i riéng, phuong phap luan huéng
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dan cdc nha ph4t trién trong qué trinh phan tich cdc yéu ciu an toan, Iua chon céc
chinh sach an toan, dinh nghia mot mo6 hinh an toan va thiét k& cac co ché an toan
dé thuc hién mo hinh, quan tAm dén cdc tinh nang an toan hién tai cia OS va
DBMS. Phuong phdp luan (chdng ta dé xudt khi thiét k€ co so dit liéu an toan) dua
trén cdc nguyén tac (do tiéu chuan DoD dua ra), bao gém cac giai doan sau:

(1)  Phan tich so bo

(2)  Cac yéu cau va cac chinh sach an toan
(3)  Thiét k&€ khai niém

(4)  Thiét k& logic

(5) Thiét k&€ vat ly

T4t ca duge trinh bay trong hinh 8.
Phuong phdp luan phit trién da giai doan mang lai rat nhiéu loi ich.

Trudc hét, nd cé thé chia nho qud trinh thiét k€ (ndi chung, day 1a mot nhiém vu
phiic tap) thanh cdc nhiém vu nho hon, vi vay, né cho phép cdc nha phat trién tap
trung vao cac khia canh an toan riéng cua timg nhiém vu.

Hon nita, mot hudng ti€p can mang tinh phuong phap luan tich chinh sach an
toan ra khoi cdc co ché€ an toan. Chinh sich 1a cdc nguyén tac & mic cao, bt budc
phai tuan theo trong cac qua trinh thiét k&, thuc thi va quan 1y hé théng an toan.
Ching dua ra cdc yéu cdu bao vé va cdc chién lugc cé thé co khi bao vé thong tin
cua cdc t6 chiic. Hién c6 rat nhiéu cdc chinh sich kiém soat an toan khic nhau,
chiing dua ra cac doi hoi/cac chién luoc bao vé khac (khong mau thuan 1an nhau),
thich hop v6i cac moi trudong khac nhau.

Co ché an toan 1a mot tap hop céc chitc nang phan ciing, phan sun va phan mém
tuan theo cdc chinh sich. Cic co ché nén dugc kiém tra dua trén cic yéu ciu an
toan, dé ching minh ring ching thuc su tuan theo cdc dic ta cliia chinh sach xédc
dinh nao d6. Hon nita, cac co ché€ nén cé kha nang tuan theo mot s6 chinh sach.
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Ngon ngit dac ta
yéu cau an toan
(Security
requirement

Mo hinh khai niém
an toan

(Security
Conceptual model)

M6 hinh logic
an toan
(Security
model)

Logical

Mo hinh vdat ly
an toan
(Security
model)

Céc phan tich so bo
(Preliminary analysis)

l

Cac yéu cau va cac chinh sach an toan
(Security requirements and policies)

.

—

——

Physical >

l

Thiét k€ khai niém
(Conceptual design)
l Ky thuat DBMS
(DBMS technology)
Thiét ké logic
(Logical design) Luoc do logic
an toan
(Security  Logical
schema)
Thiét k€ vat ly -
Physical desi L x
(Physical design) Céac tham s0 chiéu

l

Céc co ché€ an toan
(Security mechanisms)

l

Thuc thi
(Implementation)

(hiéu nang)
Project parameters
(performances)

Hinh 8 Phuong phdp ludn thiét ké’ CSDL an toan

Khi phét trién hé thong an toan, viéc tach bach cdc chinh sach va cdc co ché

mang lai mot so thuan loi sau:

e Kha ning dinh nghia cdc nguyén tic kiém soat truy nhap;
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e Kha ning so sdnh cédc chinh sich kiém soat truy nhap khdc nhau; hoic so
sanh cac co ché khac nhau nhung danh cho cing mot chinh sach;

e Kha nang dinh nghia cdc co ché€ ho trg cac chinh sach khac nhau; Thuan loi
nay trd thanh mot ddi hoi quan trong khi cac chinh sach thay déi do cac yéu
céu cua t6 chic thay doi.

Thit hai, thuan lgi cia phuong phap luan da giai doan (dua vao mo hinh an toan
khéi niém) 1a né cé thé chitng minh dugc tinh an toan trong qué trinh thiét k& he
thong. Tinh an toan hé thong c6 thé duoc chiing minh, bang cach ching minh tinh
ding din cia mo hinh an toan dua vao cdc yéu cau va chiing minh tinh ding din
ctia cac dac ta trong co ché dua vao mo hinh an toan.

M0 hinh an toan la:
e Mot cong cu thiét k€ nham huéng dan thiét k&€ hé thong;

e Mot cau tric danh cho nghién citu; Ching ta ¢6 thé nghién cttu hodc so sanh
cac mo hinh khai niém khac nhau, khong phu thudc vao cac chi tiét thuc thi.
Chung ta ¢6 thé chon lua cdc mo hinh khdi niém khdc nhau, sao cho phit hop
v6i thiét k& hién tai; Hodc nhu mot su lua chon, mot mo hinh méi c6 thé duoc
phat trién tir viéc tron ghép, phi hinh thiic, sao cho phit hgp véi cic yéu ciu
cua hé thong;

e Mot cong cu mang tinh gido khoa nham don gian hod viéc miéu ta hé thong;
e Mot cong cu so sanh/danh gia cho cac hé thong an toan khac nhau.

Céc giai doan cua phuong phép luan duoc trinh bay trong cac muc nho sau day.
2.4.1. Giai doan phan tich so bo

Muc dich cua giai doan nay la ti€én hanh nghién cttu hé thong an toan (sau khi da
quyét dinh mot mic chién lugc), chang han nhu phan tich nhitng gi c6 thé xay ra
trong khi phat trién cdc hé théng thong tin.

Viéc nghién cttu mang tinh kha thi nay bao gobm: danh gia cac rui ro, udc luong
céc chi phi thiét k&, phat trién cac ing dung xac dinh nao va xéc dinh quyén wu tién
cua ching. D€ dam bao duoc muc dich nay, cac phan tich can quan tAm dén:
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e Céc rti ro he thong (system risks): Day 1a cac de doa didng ké nhit c6 thé xay
ra doi v6i mot co sd dit liéu, can udc tinh (danh gid) cac hinh thiic xam pham
tuong Gng va hau qua cua viéc mat mat, thong qua cac ky thuat phan tich rui
ro. N6i chung, cdc de doa dién hinh (xay ra trong cidc moi trudong tng dung
hoic cdc t6 chitc) 1a: doc va sira d6i trai phép dir liéu, khong cho phép (tir
choi) nguoi su dung hgp phap truy nhap. Cac hinh thic tdn cong phu thudc
vao kiéu de doa. Vi du, chiing ta ¢ thé phat hién dugc viec doc va stra doi
trdi phép dir liéu, thong qua viéc truy nhap vao khu vuc luu gitt vat 1y, hoac
thong qua viéc stt dung khong ding din cta cac chuong trinh ting dung (vi
du: con ngua thanh Toroa), hoac thong qua viéc truy nhap vao céac lugc do dix
liéu.

e (Cic dac trung cia moi truong co s6 dit lieu (features of database
environment):. Ching anh huéng dén cac yéu cau bao vé va cic co ché lién
quan. Vi du, cac hé thong bao vé da mic phu hop véi moi truong quan su,
nhung chua chiac da phlt hop véi cdc moi trudng thuong mai, vi khé cé thé
dinh nghia cac mic an toan dit liéu/nguoi st dung trong do.

e Khi ning tng dung clia cdc san phdm an toan hién c6 (applicability of
existing security products): Can phai quan tam dén tinh tién loi khi chon lua
gifta c4c san phdm thuong mai hién c6 sdn va viéc phat trién mot hé thong an
toan tir tron ghép. Su Iua chon phu thudc vao loai hinh, mitc bao vé va khi nao
thi an toan dugc coi nhu 1a mot dac trung von cé cua co so dit liéu; hay 1a mot
dac trung bo sung.

e Kha ning tich hop clia cdc san phdm an toan (Integrability of the security
products): Pua ra kha nang tich hgp cac co ché€ an toan véi cac co ché€ phan
cting va phan mém thuc t€,

e Hiéu nang dat duoc clia cadc hé thong an toan (performance of the resulting
security system): Hiéu nang ctia cac hé thong an toan can dugc so sanh véi
cac hé thong thuc t€, hoac véi cac hé thong mdi, ma khong can bat ky cac co
ch€ va céc ki€ém soat an toan nao.

Két qua cua cédc phan tich nay 1a mot tap hop cac de doa dé xay ra vGi mot hé
thong, duoc sap x€p theo quyén uu tién. Hon nita, ching ta cin danh gia kha nang
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4p dung va tich hop clia céc san pham thuong mai an toan véi cac co ché€ hién tai,
c6 thé phat trién cac co ché phi hinh thic theo yéu cdu thong qua viéc tron ghép.

Giai doan ti€p theo cua phuong phap luan dugc thuc hién hay khong con tuy
thudc vao cac phan tich chi phi/lgi ich c6 mang lai mot két qua kha quan hay
khong.

2.4.2 Phan tich yéu cau va chon lua chinh sach an toan

Viéc phan tich cdc yéu cdu an toan bat dau tir viéc nghién citu diy du va chinh
x4c tt ca cac de doa co thé xdy ra véi mot hé thong. Diéu nay cho phép céc nha
thiét k€ xdc dinh cac yéu ciu an toan mot cach chinh xac va day du, tuy thudc vao
cac doi hoi bao vé thuc té€ cua hé thong.

Céc co so dit liéu khac nhau c6 céc doi hoi bao vé khac nhau (cho cic kiéu rti ro
khac nhau). Su khac nhau dau tién xuét phat tir tinh nhay cam cta thong tin, ti€p
dén 1a cdc luat va du luat ¢6 thé c6. Hon nita, cdc hé thong duoc phan loai thanh hé
thong rui ro cao hoidc hé théng rui ro thip, dua vao cic yéu td co ban, chang han
nhu muc tuong quan di liéu, chia sé dit liéu, kha nang truy nhap dit liéu, k§ nang
ctiia nhan vién va cac ky thuat duoc chon lua.

Tinh twong quan (correlation) xay ra khi dit liéu lién quan 1an nhau, moi su thay
déi trén mot muc dit liéu kéo theo su thay ddi clia cdc muc dit liéu khac. Tinh twong
quan ciing xay ra khi thuc hién cac phép doc trén mot muc dir liéu, vi dong thoi
ching ta ciing biét dugc gia tri cua cac muc dit liéu khac.

Chia sé dit liéu xay ra khi nhiéu ing dung (hoac nhiéu nguoi st dung ) str dung
chung mot muc di liéu. N6i riéng trong co s& dit liu, diéu nay dan dén cdc van dé
tuong tranh (concurrency problems), nguyén nhan la do c6 nhi€u truy nhap dong
thoi vao dit liéu. Chia sé dit liéu cling dan dén cac van dé vé tinh toan ven va tinh bi
mat dit liéu. D6i v6i tinh bi mat, nhiéu tién trinh (truy nhap vao ciing mot muc dit
lieu) c6 thé biet dugc cdc thong tin do cdc tién trinh khdc da cheén vao truée do, anh
hudng dén tinh toan ven dit liéu, do cac stra d6i dit lieu khong chinh xdc (cht tam
hodc vo y), diéu nay anh hudng dén tinh ding dan cta cédc tién trinh khic khi
ching s dung dit liéu.
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Tém lai, cac hé thong rui ro thip la cac hé thong & d6 di liéu dugc phan hoach
cao va cac tién trinh phi tap trung, tranh dugc tinh trang tuong quan va chia sé.
Tham chi con dua ra do6 du thua dit liéu nao do.

Kha nang truy nhap dit liéu lién quan dén van dé ai 12 ngudi c6 thé truy nhap vao
dit liéu nay véi cac muc dich nao d6. Chiing ta phai xac dinh kha nang truy nhap
vao cdc kiéu dit lieu khdc nhau, quan tam dén cdc khia canh kh4c nhau, chang han
nhu tinh riéng tu, tinh bi mat, tinh tin cdy, cdc quyén va cdc quan hé hop phap.
Thém vao d6, nguoi st dung (nguodi yéu cau truy nhap vao dit liéu) nén dugc trao
ciac quyén theo cdch nhu nay, nhdm tro gitp cho viéc phan dinh trdch nhiém. Vé
kha nang truy nhap, cac hé thong (noi ap dung cac chinh sach lién quan dén tinh
riéng tu, bi mat va phan dinh trach nhiém) chiing minh 1a cac hé thong rui ro thap.
Cac rui ro tang dan trong cac hé thong c6 truy nhap trong thoi gian thuc, bai vi tat
ca ngudi sir dung ¢6 thé truy nhap vao toan bo dit liéu.

S6 lugng va kiéu ngudi sir dung ciing anh hudng dén viéc bao vé hé thong. Vé
mot khia canh nao do, cac tdn cong an toan trd nén thuong xuyén hon khi nguoi st
dung lam dung cac quyén cta ho.

Hon nira, an toan phu thudc vao cac ky thuat duge chon lua. Cac hé théng rui ro
thap st dung phan ciing va phan mém da dugc ching nhan, tir cic nha cung cap
dugc ching nhan, hodc ¢6 thé sir dung cdc hé thong thir nghiém rong rai, do mot so
quoc gia chua ¢6 co quan ching thuec.

Trong qud trinh phan tich yéu cau, chiing ta cAn xdc dinh duoc cac diém yéu dé
bi tAn cong cua hé thong, bang cich quan tam dén cdc tdn cong dé xay ra nhat (cac
tdn cong do chu y/vo y). Cic tdn cong pho bién nhat 1a khdm pha va stra doi trai
phép dit liéu, hoac tlr chdi truy nhap dit liéu.

Mot huéng ti€p can mang tinh hé thong duoc st dung khi phan tich de doa va
cac diém yéu dé bi tan cong cta hé théng, nhu sau:

e Phan tich gia tri (value analysis): Phan tich dir liéu duoc luu gilt va cic ting
dung truy nhap vao dit liéu nay, nhim xac dinh mdc nhay cam cta chiing.
Ciéc kiém sodt truy nhap ting theo mic nhay cam cua dit liéu.
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e Nhan dang de doa (threat identification): Can nhan dang céc de doa dién
hinh, ciing nhu cdc k§ thuat xam nhap (c6 thé c6) cha cdc ting dung khac
nhau.

e Phan tich cdc diém yé&u dé bi tan cong (vulnerability analysis): CAn nhan
dang cdc diém yéu cta hé thong va lién hé chiing véi cic de doa di duoc
nhan dang tur trudc.

e Phan tich rti ro (risk analysis): Danh gia cac de doa, ciac diém yéu cta hé
thong va cac k¥ thuat xam nhap, dua vao cac xam pham tinh bi mat, tinh toan
ven clia hé thoéng (chéng han nhu : khdm ph4, xt 1y trdi phép dit liéu, sit dung
trai phép tai nguyén va tur choi dich vu).

e Udc tinh rti ro (risk evaluation): Can uGc tinh kha nang xay ra cua ting bién
cO khong mong mudn, két hop véi kha nang phan tng hoac doi phé cua hé
thong doi vé6i cac bi€n c6 nay.

e Xac dinh yéu cau (requirement definition): Can xac dinh cac yéu cau an toan,
dua vao cac de doa (da dugc udc tinh) va cac bién c6 khong mong muon,
dong thoi dua vao kha nang xuat hién cua ching.

Can xac dinh rd cac chinh sach bao vé, dua vao cac yéu cau bao vé da dugc nhan
dang. Chiing ta can thuc hién giai doan nay dé xac dinh cdc yéu ciu bao vé cho co
s& dit lieu, c6 nghia 1a dinh nghia cdc ché do truy nhap clia chu thé vao cic doi
tugng ctia hé thong. Can dinh nghia cac 16p nguoi s dung, moi 16p cé cic quyén
truy nhap xéac dinh vao co sd dit lieu. Chinh vi vay, chiing ta c6 thé liét ké dugc mot
tap hop cdc cau phi hinh thifc - néu rd cdc yéu ciu an toan, chang han nhu : "Quyén
duge tap trung”; "Cac giao tac cap nhat luong phai do mot thiét bi dau cudi thuc
hién"; "Chi c6 nhan vién thi truong dugc phép truy nhap vao thong tin thi truong".
Viéc lua chon céac chinh sach tuan theo cac yéu cau da duoc xac dinh.

» Viéc lua chon cac chinh sach an toan

Muc dich cia mot chinh sdch an toan la: dinh nghia cac quyén truy nhap hop
phap clia méi chu thé vao cdc doi tuong khic nhau trong hé thong, thong qua mot
bo cdc nguyén tac.

67



Cac chinh sach an toan phl hop véi cac yéu cau an toan xac dinh da dugc chon
lua, dinh nghia chi tiét cdc ch€ do truy nhap (vi du: doc, ghi) ma méi chu thé (hoic
nhém) st dung trén moi déi tuong (hodc mot tap hop cac doi tugng).

Ciac chinh sdch an toan co ban c6 thé dugc két hop v6i nhau, nham ddp tng tot
hon céc yéu cau an toan.

Pé hd tro cho viéc chon lua cdc chinh sdch an toan, mot bo tiéu chuin chon lua
chinh sach gom c6:

e Tinh bi mat d6i nghich tinh toan ven doi nghich tinh tin cay (secrecy versus
integrity versus reliability): Tinh bi mat 1a quan trong nhat, vi du trong moi
truong quan su; Tinh toan ven va tinh tin cdy trong moi trudng thuong mai.

e Chia sé t6i da d6i nghich dic quyén t6i thi€u (maximum sharing versus
minimum privilege): Tuy thudc vao dic quyén toi thiéu (can-dé-biét), ngudi
stt dung chi dugc phép truy nhap vao cdc thong tin cin thiét t6i thi€u cho
nhiém vu cta ho; Diéu nay thich hop cho moi trudng quan su. Tuy nhién, cic
moi truong (giong nhu cac trung tam nghién ctu, hoac cac truong dai hoc)
nén c6 mot chinh sdch chia sé t6i thiéu.

e Miic do chi tiét cta ki€ém soat (granularity of control): Thit nhat, khi néi dén
mific do chi ti€t ctia kiém sodt, ngudi ta muén néi dén pham vi cla céac kiém
sodt, né lién quan dén s6 luong céc chu thé va cdc doi tugng bi kiém soat.
Ching ta ¢6 thé dat dugc kiém sodt toan cuc (trén tat ca cac thuc thé clia hé
thong) thong qua céac chinh sdch bat buoc (mandatory policies); Ki€ém soat
timg phan (chi trén mot s6 thuc thé clia hé thong) duoc cung cap thong qua
cac chinh sach tuy y (discretionary policies). Thit hai, khi n6i dén muc do chi
ti€t cia kiém sodt, ngudi ta muon néi dén do chi tiét cua céc doi twong bi
kiém soat. Trong cac hé thong thudn nhit, nguoi st dung chi cin c6 kha ning
truy nhap vao tai nguyén cua hé thong; Khi phé chuin céc truy nhap vao thu
muc, file vd muc dit liéu, cic hé thong da ngudi dung can mic chi tiét ki€ém
sodt cao hon. Thit ba, khi néi dén mitc do chi tiét cia kiém sodt, ngudi ta
muon néi dén mitc do diéu khién. Trong mot s6 hé thong, viéc kiém soat tat
ca cac file hé thong xay ra trong mot ving duy nhat (an toan dugc don gian
hod), nhung néu c6 cédc 16i xay ra thi chiing chi tap trung trong ving duy
nhit nay. Trong cdc hé thong khéc, an toan phtc tap hon nhiéu, nhung céc
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kiém soat va cac trach nhiém dugc dan trai trén cdc ving khac nhau cta hé
thong.

e Cic thuoc tinh dugc st dung cho kiém soét truy nhap (attributes used for
access control): Cac quyét dinh an toan dua trén cac thudc tinh cua chu
thé/doi twong (con dugc goi 1a cdc tan tr), dua trén ngit canh yéu cau truy
nhap. C4c thuoc tinh co ban 1a: vi tri, phan 16p cha thé/d6i tugng, thoi gian,
trang thdi mot (hoac nhiéu) bién ctia hé thong, lugc st truy nhap. Cic chinh
sach an toan phai dugc lua chon, tuy thudc vao cdc nhu cdu kiém soat.

e Tinh toan ven (infegrity): Ap dung céc chinh sich va mo hinh an toan xéc
dinh vao trong cac moi truong, trong dé tinh toan ven Ia mot moi quan tam
chinh, vi du trong cac moi truong co s& dit liéu.

e Cdc quyén uu tién (priorities): Mau thudn xay ra gitta cdc nguyén tiac (vé céac
chinh sdch an toan) c6 thé tang; Quyén uu tién co thé gidi quyét tinh trang nay.
Mot vi du dién hinh trong céc thanh vién cia nhém, cdc quyén c6 thé mang tinh
c4 nhan, hodc c6 thé lién quan dén céc thanh vién ciia nhém. Cdc quyén ca nhan
c6 thé c6 do uu tién cao hon cdc quyén nhoém; hodc quyén tir chdi truy nhap ¢
thé ¢6 do uvu tién cao hon cdc quyén khéc.

e Cic dic quyén (privileges): Cac dac quyén truy nhap chi ra: mot chu thé ¢
thé truy nhap vao mot d6i tugng thong qua cdc ché do (doc, ghi, xod, chén).
Cic dac quyén ngdm dinh phai dugc dinh nghia va viéc sira d6i cac dic
quyén nhu thé€ nao ciing phai dugc dinh nghia. Cic dic quyén ngam dinh c6
s0 luong xac dinh va ching phu thudc vao cac chinh sach dugc luya chon. Vi
du, khong t6n tai dic quyén ngdm dinh cho cédc chinh sach bét buoc. Trong
nhi€u hé thong, cac phép doc/ghi 1a cac dic quyén ngam dinh, ching duoc
cac chinh sach tuy ¥ st dung két hop véi cdc chinh sach bat buoc. D€ quan
1y dac quyén, cac phép trao/thu hoi dac quyén phai duoc dinh nghia r6 rang.

e Quyén (Authority): Mot chinh sdch phai dinh nghia cdc ki€u vai tro, quyén
va trach nhiém khdc nhau trong cing mot hé thong. Cac vai trd pho bién 1a
nguoi st dung, ngudi s& hitu, nguoi quan tri an toan. Ngoai ra con c¢6 thém
cdc nhém ngudi st dung, di€u nay thuc su hitu ich khi nhiing nguoi st dung
chia sé cdc yéu cdu truy nhap thong thudng trong t6 chic (vi du, chia sé cdc
nhiém vu thiét k€ trong ciing mot nhém phat trién). Mot chinh sach phai x4c
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dinh tiéu chudn téng hop cua nhém, su phan chia nhém phl hgp v6i moi
truong, thanh vién cd nhan trong mot hoac nhiéu nhém va l1am thé nao dé
gidi quyét cdc mau thudn ¢ thé xay ra véi cdc dac quyén do timg c4 nhan
nam gitt. Cdc muc kiém soat truy nhap khac nhau bao gém: Miic 1- chi ra
kiém sodt truy nhap hop 1é ma cac chu thé str dung trén cdc doi tuong; Miic
2- chi ra kiém soat truy nhap trén thong tin (thong tin nay duoc st dung cho
kiém sodt truy nhap); Miic 3- chi ra thong tin (thong tin nay dinh nghia ai l1a
ngudi c6 thé truy nhap vao thong tin duoc sir dung cho kiém sodt truy nhap).
Trong cac chinh sach bat budc, mic 2 va 3 thuong duoc gan cho ngudi quan
tri an toan. Trong cac chinh sach tuy y, muc 2 thuong dugc gan cho nguoi s6
hitu tai nguyén. No6i chung, cic vai tro phai duoc dinh nghia cung véi cac
quyén truy nhap, v6i ciac mitc kiém sodt truy nhap khéc nhau.

e Tinh k€& thira (inheritance): Diéu nay chi ra viéc sao chép cic quyén truy
nhap. Viéc truyén lai cidc quyén truy nhap khong xay ra trong cac chinh sach
tuy ¥, nhung lai xay ra trong cdc chinh sach bat budc.

Viéc sut dung cdc tiéu chudn, cdc nguyén tic mic cao c6 thé duoc bién dich
thanh dang nguyén tac, thich hop cho giai doan hinh thitc hod va giai doan thiét k&
sau nay. Viéc lua chon cac yéu cau bao vé va cac chinh sach an toan lam co s& cho
giai doan thiét k& khai niém tié€p theo.

2.4.3 Thiét ké khai niem

Trong giai doan nay, cdc yéu ciu va cac chinh sach an toan (duoc dinh nghia
trong giai doan truéc d6) duoc hinh thic hod khai niém. "Khai niém" & day cé
nghia la ching ta chua quan tam dén cac chi tiét thuc hién. Ding hon la tap trung
vao cac khia canh ngit nghia, tach bach gitta cac chinh siach va cac co ché. M6 hinh
an toan khai niém la mot cong cu va né dugc st dung cho viéc hinh thic hoa cac
yéu cau va cac chinh sach.

Mot mo hinh an toan khai niém duoc dinh nghia thong qua:

e Nhan dang cdc chi thé va cdc doi tuong lien quan dén mot quan diém an
toan; Cac chu thé/doi tuong c6 chung mot vai tro trong t6 chiic dugc nhém lai
vO1 nhau;
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e Nhan dang cdc ché do truy nhap duoc trao cho céc chi thé khac nhau trén cdc
doi twong khac nhau; Nhan ra cdc rang budc c6 thé trén truy nhap;

e Phan tich viéc thira k& cdc quyén trén hé thong, thong qua ciac dic quyén
trao/thu hoi. Phan tich nay dic biét lién quan dén viéc kiém tra xem nguyén
tdc dic quyén t6i thiéu c6 dugc ton trong hay khong.

Tur cdc budc nhu trén, céc yéu ciu dugc biéu dién thanh cdc bo bon, nhu sau:
{subject, access right, objects, predicate}, trong d6 tan tir (predicate) miéu ta cac
diéu kién truy nhap c6 thé. Cac bo bon nay biéu dién cdc nguyén tic truy nhap.

Céc dac trung co ban cia mot mo hinh an toan khai niém nén bao gom:

e Biéu dién cdc ngit nghia cia an toan co s& dit liéu. Diéu ndy c6 nghia la tinh
bi mat va tinh toan ven ctia mot muc dit lieu duoc thé hién trong cdc pham vi
cua thong tin ¢6 trong muc nay, phuong thiic st dung né va moi quan hé véi
cac muc khdc, bt ngudn tir nhitng thong tin thuc t€ ma muc dit liéu nay biéu
dién.

e HOo tro viéc phan tich cdc luéng quyén, cé nghia 1a phan tich cdc két qua khi
trao/thu hoi quyén.

e Ho6 tro ngudi quan tri co s dit liéu, cho phép anh ta dua ra cdc cau truy van
trén tinh trang quyén hién thoi va kiém tra cdc két qua xay ra do céc thay doi
trén quyén. Tai mic khai niém, cdc kiém tra nay dé thuc hién hon, so vdi tai
muc co ché an toan.

Mo hinh dnh xa cédc yéu cau phi hinh thic vao cdc nguyén tac an toan. M6 hinh
an toan kh4i niém cho phép biéu dién twdng minh céc yéu cau va cic chinh séch,
dong thoi cho phép kiém tra mot s6 dic tinh clia hé thong an toan.

Theo bo tieu chuan DoD, cdc muc phan loai hé thong an toan cao yéu cdu dinh
nghia mot mo hinh cho hé théng an toan; M6 hinh nén c6 mot ciu tric duy nhat,
céu tric nay tap hop dugc tat ca cac dic tinh clia hé thong va dam béao ho trg hiéu
qua cho cic giai doan thiét k€, phé chudn va téng hop tai liéu sau nay.
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M6 hinh an toan khai niém bi€u dién cdc chu thé, cdc doi tuong, cac phép toan
va cac ché do truy nhap duoc trao, tuy thudc vao cac chinh sich da dugc dinh
nghia. M6 hinh ctia mot hé thong xac dinh phai nhu sau:

e Day du (complete): M6 hinh dap tng dugc tit ca cac yéu cau an toan da dugc
xac dinh ban dau.

e Tuong thich (consistent): Trong mot hé thong van xay ra su khong nhat quan,
chiang han nhu mot nguoi sir dung trdi phép khong thé truy nhap truc tiép vao
mot doi tuong, nhung cé thé dén duoc doi tuong thong qua dudng dan khdc,
hodc thong qua mot loat cdc phép toan. Trong truong hgp nay, khong gi c6
thé dam bao ring cac hoat dong duoc thuc hién trong hé thong la cdc hoat
dong duogc phép.

Mo hinh phai ddm béo rang tit ca cdc yéu cau dugc xdc dinh, khong mau thuin
vGi nhau va ton tai tinh trang du thira. Cac mau thuan va/hoiac su khong rd rang
trong cdc yéu cau co thé dugc giai quyét, bing cach tham khao cdc nguyén tic da
duoc biéu dién trong céc chinh sdch an toan.

Hién c¢6 rdt nhiéu mo hinh an toan, nhung ching van chua hoan toan tuan theo
cac yéu cau danh cho mot mo hinh an toan. Nguyén nhan la do viéc lua chon cac
mo hinh thudng lién quan dén cdc van dé an toan. Cac mo hinh ¢6 thé triru tugng
hoic cu thé, tuy thudc vao viéc sit dung ching cho cdc muc dich nhu: dé ching
minh cdc dic tinh cua hé thong, hay chi 14 mot huéng dan phat trién danh cho céc
hé thong an toan. Ngudi ta ciing c6 thé két hgp cac mo hinh thich hgp nhét, nhim
dua ra mot mo hinh co ban dap ung duoc cac yéu cau ban dau.Tuy nhién, qua trinh
két hop cdc mo hinh an toan c6 thé gay ra tinh trang mat mot s6 dic tinh an toan
cua cdc mo hinh tham gia. Chinh vi vay, chiing ta can phé chuin va kiém tra trudc
khi dua ra mo6 hinh cuéi cung.

N6i chung, viéc chon lua cdc mo hinh tuy thuoc vao kiéu ctia hé théng, c6 nghia
12 kiéu ctia tai nguyén dugc bao vé; N6 ciing phu thudc vao cdc kiém tra hinh thiic
(c4c ki€ém tra nay da dugc du tinh truée cho hé thong).

2.4.4 Thiét ké logic

Trong giai doan nay, ngudi ta st dung mo hinh an toan khai niém, chuyén doi n6
thanh mot mo hinh logic. Mo hinh nay duoc DBMS xdc dinh hé trg. Vi du trong
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mot DBMS quan hé, cac ky thuat an toan dua vao cau truy van va khung nhin
thudng xuyén duoc st dung cho kiém soat truy nhap, dong thoi cdc nguyén tic cua
mo hinh khéi niém phai dugc chuyén doi phit hop, nhim hé trg cdc k§ thuat nay.

Hon nita, trong giai doan nay, cidc nguyén tic an toan phai dugc xac dinh trén mo
hinh 16gic, quan tam dén cac co ché miic OS va cac chic nang ma cac géi an toan
c6 thé dua ra. Muc dich chinh 13 dé x4c dinh céc yéu cau, chinh sdch va rang budc
an toan nao c6 thé dugc dap ung (tat ca chiing da dugc biéu dién trong mo hinh an
toan khdi niém), thong qua cac co ché an toan hién c6, dong thoi xac dinh co ché
nao can dugc thi€t k& phi hinh thiic.

Pé dap ing muc dich trén, cic nha phat trién st dung thong tin (vé cdc dic tinh
an toan da dugc xdc dinh trong giai doan khdi niém) dé thiét 1ap céc yéu cau an
toan, ching duoc cung cap thong qua cac co ché€ an toan hién cé tai mic OS, hoac
muc DBMS, hoac thong qua cac g6i an toan (néu cé san).

Trong khi sir dung cdc co ché hién c6, cé thé khong tuan theo mot s6 yéu ciu an
toan da dugc xdc dinh trong mo hinh khéi niém, chinh vi vay, cdc nha phét trién
nén thiét k€ cdc co ché dac trung, nham dap tng cac yéu ciu.

2.4.5 Thiét ke vat ly

Trong giai doan nay ngudi ta quan tAm dén cdc chi tiét (lién quan dén viéc t6
chiic luu gitt va thuc hién/tich hop cdc mo hinh). Bat dau tir mo hinh an toan logic,
tién hanh thiét k€& chi tiét cdc co ché an toan, cu thé 12 thiét k€& ciu tric vat 1y cua
cdc nguyén tac truy nhap, quan hé clia ching véi cdc céu tric vat 1y ctua co so dit
liéu, cac ché€ do truy nhap lién quan va kién truc chi ti€t cua cac co ché, tuan theo
cdc yéu cau va chinh sach an toan. Muc dich 1a gan miic bat budc chinh xdc cho
ting nhiém vu an toan.

2.4.6 Viéc thuc hién cua cac co ché an toan

Cac nha phat trién c6 thé sir dung hitu ich mot bo cdc nguyén tic. N6 trg giip
cho ho trong viéc chon lua va/hodc thuc hién tir cic co ch€ an toan tron ghép phi
hinh thitc (scratch ad hoc security mechanisms), nham trdnh cdc van dé nghiém
trong sau nay. Muc nay trinh bay céc nguyén tic nhu vay va thdo luan vé céc van
dé thuc hién.
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Céc nguyeén tac (danh cho viéc chon lua/ thuc hién co ché) duoc liét ké nhu sau:

e Tinh kinh t&€ ctia cac co ché (economy of mechanisms): Cac co ché nén don
gian (& miic c6 thé dugc). Chinh vi vy, can don gian ho4 tinh ding dan cla
viéc thuc hién, cin kiém tra chuong trinh trong trudng hop c6 16i xay ra. N6i
chung 1a mang lai cac thuan loi nhu : giam b6t cac chi phi, do tin cay cao
hon, viéc kiém tra va kiém toan cac giai doan ctia hé thong dé dang hon.

e Hiéu qua (efficiency): Cac co ché nén hiéu qua, mot phan la do chiing thuong
dugce goi trong thoi gian chay. Mot hudng tiép can dua vao nhan khong thoa
man hoan toan yéu cau nay do qua tai hoac cac ganh nang vé hiéu nang.

e Do tuyén tinh cua cac chi phi (linearity of costs): Sau giai doan cai dat (thiét
1ap), cac chi hoat dong nén can xing véi viéc su dung thuc té€ cua co ché.

e Tich bach dic quyén va cdc trach nhiém (privilege separation and
responsibility): Bat ctt khi nao c6 thé, ching ta nén phan ting mot s6 co ché
kiém sodt va viéc thuc hién truy nhap phu thudc vao nhiéu diéu kién (do phiic
tap s& 12 mot rao can an toan to6t hon). Ching ta ¢6 thé dam bao dugc viéc
tach bach dac quyén, thong qua viéc st dung cic co ché khiac nhau va st
dung lap di lap lai cing moét co ché, nhu trong cac hé thong phan tan (day la
noi c6 mot s6 mitc mat khau).

e Dic quyén t6i thiéu (minimum privilege): Nén gidi han mic dic quyén t6i
thi€u doi véi cac chuong trinh va ngudi st dung. Ching ta cin quan tam dén
nguyén tic "can-dé-biét" khi lua chon chinh sdch va dp dung nguyén tic nay
cho cac thanh phan cua hé thong. Cac thuan lgi nhu sau:

» Han ché& 16i (error confinement): Can t6i gian cidc hau qua do céc thanh
phan sai s6t gay ra; Trong thuc t€, han ché phan bo6 nhé ma mot thanh
phan c6 thé truy nhap vao, nham han ché c4c thiét hai c6 thé xay ra;

> Duy tri (maintenance): Ching ta c6 thé dé dang udGc tinh cdc hau qua cia
viéc stra d6i thanh phan, trén mot s6 luong gidi han céc thanh phan.

» Ngan chan con ngua thanh Toroa (defence from Trojan horses): Han ché
cac hoat dong cua con ngua thanh Toroa;
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Dan xé&p toan bo (complete mediation): Moi truy nhap vao mot doi tuong
phai tuan theo ki€ém sodt quyén.

Thiét k& phd bién (known design): Nén pho bién rong rai cac ky thuat an
toan da duogc phé chuin. Thanh phan bi mat phai dua vao khoa va mat khau
(lién quan dén cac k¥ thuat xu ly khod nhu: sinh, luu git va phan phoi khoa).

An toan thong qua ngam dinh (security by default): Néu ngudi st dung
khong quyét dinh cac tuy chon thi cac tuy chon bao vé thuong dugc dat
ngdm dinh. C4c quyét dinh truy nhap nén dua vao cdc quyén trao (grant),
hon 1a cic quyén tir chéi (denial). Thong thuong, mot chinh sdch hé thong
khép kin thuong dugc va chudng hon, vi n6 an toan hon hon mot chinh sach
mo.

Cic co ché pho bién t6i thiéu (minimum commom mechanisms): Theo
nguyén tic nay, viéc thiét k€ phai khuyén khich tinh doc 1ap 1an nhau giita
céc co ché, nghia 1a hoat dong diing din cua co ché nay khong nén phu thudc
vao hoat dong diing dan ctia co ché khéac. Vi du, nén sir dung cac co ché khac
nhau cho céc kiém soat vat 1y va logic, c6 nghia 13 han ché mot cach t6i da
cac hau qua cua viéc truy nhap trai phép (do ké xam nhép gay ra).

Kha nang chip nhan mang tinh tam 1y (psychological acceptability): Viéc su
dung céc co ché€ phai dé dang, cho phép nguoi dung st dung chiing mot cach
phu hop. Nén tranh cdc han ché khong can thiét. Viéc xdc dinh cic quyén
truy nhap ciing phai dé dang, nho d6 méi khuyén khich ngudi st dung tham
gia bao vé.

Tinh mém déo (flexibility): Mot co ch€ an toan nén tuan theo cdc chinh sach
khic nhau. Tinh mém déo cta co ché€ ciing bao ham ca viéc duy tri bao vé
chong lai cac tdn cong chu y hoac vo y. Do vay, thiét k€ can dam bao duoc
cac hoat dong ding dan va lién tuc cia co ch€, ngay ca khi cdc bién c6 xay
ra do cdc tin cong chi y hodc vo y. Dong thoi, trong cac di€u kién x4u nhat,
co ché€ van lam viéc.

Su cach ly (isolation): Co ch€ an toan phai chiimg minh duoc ring né phi
hop v6i céc yéu cau chinh sdch an toan. Phuong phdp luan phat trién hinh
thic 1a mot cong cu hiéu qua cho muc dich nay.
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Tinh day du va tuong thich (completeness and consistancy): Co ch€ an toan
phai day du ( c¢6 nghia 1a n6 tuan theo toan bo cac dac ta thiét k€) va nhit
quan (c6 nghia 1a khong ton tai cdc mau thuan von c6). Viéc bao vé phai
duoc xdc dinh, thong qua mot tap hop cac dic td "khang dinh" va mot tap
hop cac dac ta "phu dinh".

Kha nang quan sat (observability): Can c6 kha nang kiém soat co ché va cic
tdn cong chong lai co ché. Diéu nay cho phép chi ra cic diém yéu hoic cic
16i thiét k€. Céc file nhat ky, vét ki€ém toan, s6 nhat ky va cac cong cu tuong
tu dugc stt dung dé luu lai cdc hoat dong clia co ché.

Vén dé do bo st (problem of residuals*): Phan bi bo sét 1a cac doan thong
tin. Mot tién trinh da st dung ching va c6 thé luu giit chiing trong bo nhé
maic di tién trinh da két thic. D lieu c6 thé bi 10 né€u cac chu thé trai phép
c6 thé kiém tra cdc phan bi bo sét. Co ché an toan thich hgp thudng loai bo
cac phan bi bod sot.

Kha nang khong nhin thay dugc cua dit liéu (invisibility of data): Nguoi st
dung trai phép khong duoc biét cac thong tin vé céu tric (luge do), hoic su
ton tai cua d6i tuong cling v6i cac ndi dung c6 trong doi twong, dé tranh suy
dién (vi du, doc tén clia cdc doi tuong trong hé thong).

Hé so6 lam viéc (work factor): Viéc pha v mot co ché an toan phai la mot
cong viéc khé khan, doi héi nhiéu nd luc. Ching ta c6 thé ddnh gid chat
luong ctia mot co ch€, thong qua viéc so sanh cac nd luc (can thiét dé vuot
qua co ché) véi tai nguyén ma mot ké xam nhap tiém 4n c6 thé co. Néi
chung, mitc bao vé cang t6t thi cic nd luc cin thi€t dé pha v cang cao. Cic
nod luc pha vo thuong khé xdc dinh. Tuy nhién, van c¢6 mot s6 phuong thiic
pha v& co ché an toan (vi du, 16i phan ciing hoac 16i thuc thi).

Cac bay chu y (intentional traps): Chiing ta c6 thé thiét k€ mot co ché véi
céac 16i chu y bén trong, sau d6 ki€m sodt ching trong thoi gian thuc clia hé
thong, dé phat hién ra cdc c6 gdng xam nhap c6 thé, nham gidm sdt cdc hanh
vi cua ké xam nhap. Giai phap nay thuc su hitu ich, thong qua né ching ta c6
thé biét dugc thong tin (vé céc ki€u tan cong) va biét dugc hanh vi clia ké
xam nhap. Tuy nhién, tha tuc ndy cé thé vi pham céc luat va du luat hién
hanh. Chiing ta cin ki€ém tra va than trong khi sir dung thu tuc nay.
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e Xic dinh tinh trang khan cip (emergency measures): Chiing ta nén thiét k&
co ch€ cung vGi cac phuong thitc "mat kha nang lam viéc" (Trong truong hop
xay dung lai hoac dinh lai cau hinh cho hé thong, nhung can su dung dén cac
yéu cau hoic céc su ¢d mang tinh t6 chic dic thu). N6i chung, dé hd tro cho
truong hop nay va lam ting do0 mém déo cua co ché, nén cho phép mot s
ngudi st dung tin cdy tam thoi ngimg ki€ém sodt, hodc stra déi tam thoi cac
phuong thic kiém sodt.

e Phan cing an toan (secure hardware): Yéu cau nay danh cho hé thong duoc
bdo vé. Phin cing phai tin cdy, bsi vi ké xam nhap c6 thé dé dang sir dung
céc 16i phan cting/phan mém nham vuot qua kiém sodt an toan. Co thé thiéu
cac phuong tién luu giit néu chi dua vao co ché kiém soat truy nhap.

e Ngon ngit 1ap trinh (programming language): Ching ta can quan tam dén
ngon ngit 1ap trinh. Chuong trinh bién dich ngon ngit (ding dé lap trinh cic
co ché) phai tin cay. Cac lap trinh vién ¢6 k¥ nang gdp phan dam bao tinh tin
cdy, cling nhu kha nang duy tri va phét hién 16i cua hé thong. Trong khi lap
trinh co ch€ an toan, chidng ta phai tuan thi mot cach nghiém ngat cac dac ta
ctia mo hinh. Trong thuc t€, cdc di€ém yéu dé bi tan cong c6 thé c6 ngudn goc
tlr cac thay doi thiét k€ trong giai doan lap trinh, do cdc bat budc vé hiéu
nang hodc nhu cdu giam chi phi phat trién. C4c thay déi can thiét can dugc
nhan dang rd rang va t6i thiéu héa. Thém vao do, trong trudng hop stra doi
chuong trinh (né khong chi xay ra trong giai doan ban dau ma con xay ra
trong qua trinh duy tri hé thong), cac dac ta nén dugc cip nhat song song.

e Tinh ding dan (correctness): Cac co ché phai lam sdng td chinh xdc mo hinh.
Hoan toan khong nén sur dung cdc co ch€ khong ding dan, boi vi chiing c6
thé dua ra cdc bao vé sai 1am. Cdc co ché khong diing din c6 thé gay ra tinh
trang: thit nhat, tir chéi cac hoat dong hop phap, thit hai, trao cac truy nhap
trai phép. Vi tinh trang thit hai, hé thong sé€ gap nguy hiém, do khong dam
bao duogc tinh bi mat/toan ven dit liéu.

Ching ta c6 thé tién hanh pht trién cdc co ché tron ghép, thong qua phan ciing,
phan mém va phan sun. Khi chon lua cac ky thuat trong giai doan thuc hién, dan
xép phan cting/phan mém mot cdch thich hop, quan tam dén do phic tap, kich ¢&
va hiéu qua ma mot hé thong cudi cung yéu cau. Tot hon, ching ta nén tién hanh
chon lua trén tat ca cac co ché€ phan cing, ching phai ching minh dugc tinh tin
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cdy, an todn va c6 thé chiu trach nhiém toan bo vé an toan ctia hé thong. Thong qua
cach khéc, céc co ché phan mém c6 thé hoat dong nhu 1a cic trinh thong dich
(interpreter) chi dan nguoi dung. Mot chon lua tot 1a thuc hién cac co ché€ phan
cting 6 mot mitc do nao do, con lai 1a phan mém.

Trong giai doan nay can cdc mo hinh kién tric hé thong an toan. Cic mo hinh
kién tric biéu dién moi quan hé giita cdc modul hé théng va cic giao dién cua
module, ¢6 nghia 1a, cdc module truyén thong nhu thé nao khi céc chitc niang an
toan dugc thuc hién. Cic mo hinh nay cling minh hoa cic chic nang an toan duoc
gan cho DBMS, cho OS nhu thé€ nao va nhdn manh vai tro cia TBC trong cac co
ché cua hé thong. Mo hinh kién tric an toan DBMS da duoc trinh bay & trén. Theo
kién triic ndy, cac phuong phap khac nhau c6 thé duoc chap nhan, tuy thudc vao
cac yéu cau xac dinh ciia moi truong.

Dé thuc hién cic co ch€ phan mém, cin nhé rang viéc chuyén d6i mo hinh an
toan hinh thic sang co ché thuc thi tuong tng la gian tiép. N6i chung trong thuc té,
mo hinh khong cung cép truc ti€p cac dac ta thuc thi. Vi vay, ching ta nén tié€n
hanh 4nh xa giita mo hinh hinh thitc va miic thuc thi, thong qua cic chuyén doi
thich hop, tlr cac dic ta hinh thic t6i cac chuong trinh cu thé cta co ché.

Trong giai doan nay, cic van dé lién quan dén hiéu nang cta hé thong ciing can
duoc quan tam. Cac ki€ém soat an toan yéu ciu ting thém thdi gian trong qué trinh
xtr 1y dit liu: cdc tham s6 vé s6 lugng, ching han nhu thoi gian ddp tng, thoi
gian/khong gian luu trit hodc cap nhat dit liéu, cling nhu cdc tham s6 vé chat luong
(vi du, tinh mém déo, tinh twong thich, tinh hodn ddi sang cdc moi trudng mdéi, kha
nang khoi phuc) can dugc quan tam.

2.4.7 Viéc kiém tra va thir nghiém

Dung hon 1a danh cho viéc phat trién hé thong phan mém, mot biéu dién cia hé
thong trong giai doan diu tién cua phuong phdp phét trién phai duoc chuyén doi
mot cdch chinh xac sang bi€u dién trong giai doan chi tiét ti€p theo va cudi cing 1a
mot san pham phan mém ding din. "Tinh ding din" ctia phdn mém an toan phat
trién bao ham nhiéu thit khdc nhau, tuy thudc vao miic tin cdy mong mudén doi voi
phan mém. N6i chung, muc dich cta giai doan nay la kiém tra cdc yéu ciu va céc
chinh sach an toan. Viéc kiém tra nay dugc thuc hién thong qua sin pham phén
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mém. Dé lam dugc diéu ndy cin ¢ sdn cdc phuong phdp hinh thic va phi hinh
thic, dua vao hoac khong dua vao cac ky hiéu toan hoc.

Céc phuong phap phi hinh thitc dua trén :

1) Kiém sodt chéo céc yéu cdu/chuong trinh ngudn, hoic cic yéu ciu/céc hanh
vi tai thoi gian chay (dé ching minh ring phdn mém da tuan theo moi yéu
cau an toan dugc dinh nghia trong giai doan phéan tich);

2) Duyét lai chuwong trinh phdn mém dé phat hién ra céc 16i/cac mau thuln (tinh
khong nhat quan);

3) Phan tich hanh vi cua chuong trinh, tuy thudc vao cac tham s6 khac nhau,
nhim kiém tra cdc dudng dan thuc hién khdc nhau va céc bién thé tuong tng
cua cac tham so;

4) Thong qua thlt nghiém, g roi;

N6i chung, cac phuong phap phi hinh thic ¢6 thé duoc 4p dung mot cach nhanh
chong, khong can dinh nghia truGc mo hinh an toan hinh thic. Cac phuong phap
phi hinh thic c6 thé xac dinh hanh vi clia phan mém trong cdc trudng hop cu thé,
nhung n6 khong thé chi ra cAm thuc hién cdc hoat dong trai phép trong hé thong.

Cac phuong phap hinh thic tinh xao hon, ching dua vao cac ky hiéu va cac
phuong phap toan hoc. Can phan tich mo hinh hinh thdc cua cic yéu cau an toan
nhdm dam bdo tinh diing dan, thong qua cédc cudc thlr nghiém ding din. Cac dac ta
hinh thitc muc cao tinh xao hon cac dac ta muc trung gian va cac dat ta muc thap.
Cac ky thuat ndy c6 thé ching minh mo hinh 12 co ché€ an toan, thong qua viéc
ching minh tinh ding dan cla cac dic ta hinh thitc. Can phai ching minh: moi dac
ta muc trung gian nhat quin véi dac ta muc trude d6. Viéc ching minh ci tiép dién
cho dén khi kiém tra duoc céc dic ta mifc cao nhat quan v6i mo hinh an toan hinh
thitc. Cdc ngon ngit dic ta va cac cong cu ki€ém tra dang duoc ph4t trién cho cdc hé
thong an toan thiét yéu.
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GIAI PHAP BAO VE DU LIEU CSDL

Noi dung nghién cttu phan nay nhim muc dich xay dung gidi phdp bao vé dit liéu CSDL khi Iuu
chuyén trén kénh giita DataBase Server va DataBase Client dua trén mo6 hinh Winsock. M6 hinh
mang Winsock 1la mdt mo hinh dugc st dung rong rai ngay nay. Do vay dinh huéng nghién ctu

vao mo hinh nay rét ¢ y nghia thuc tién.
Trong phén tai liéu nay s& trinh by mot s6 van dé sau:
e Mo hinh Windows Socket,

e Mo hinh SecureSocket,

e Thiét ké chuong trinh thu nghiém.
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MO HINH WINSOCK

1. Winsock Model
Dé thuc hién muc tiéu bao vé thong tin trong CSDL, chiing t6i lua chon mo hinh mang Winsock
dé ti€p can dén muc tiéu. S& di ching t6i lua chon mo hinh Winsock vi nhitng 1y do sau:

e Winsock 1a mot mo hinh duoc sir dung rong rai hién nay.

e Winsock 12 mot mo6 hinh md, cho phép ta can thiép dé dat duoc nhitng muc tiéu mong

muon.

Mot mo hinh mang ma chiing ta di biét dugc xem nhu mot kién tric mang chuén 12 mo hinh
mang OSI. Muc dich cia m6 hinh nay la dong nhat va dinh nghia mot tap cdc ham chung dé xir

1y moi truyén thong mang gitta cdc mdy tinh néi mang véi nhau.
Mo hinh mang Winsock ciing dugc xay dung trén tinh than cia mo6 hinh mé& OSI tuy nhién ¢
nhitng diém khdc biét. M6 hinh mang Winsock dugc t6 chic thanh céc phan sau:

e Winsock application: Cung cap nhiing chitc nang cua cac tang 5,6,7 trong mo hinh
OSI.

e Network system: cung cap cac chiic nang cua cac tang 1,2,3,4 trong mo6 hinh OSI.
e Winsock API: cho phép tang trén truy nhap cac dich vu cta tang dudi.

Ta c6 thé minh hoa mo hinh mang Winsock trong hinh sau.
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Windows Sockets APP.

< Windows Sockets API

Bo giao thuc
TCP/IP

Network Driver
] Network system

Network Interface

M6 hinh mang Winsock

Winsock APP. 1a mot chuong trinh ting dung ciing vé6i giao dién ngudi dung. N6 ciing c6 thé 1a
mot thu vién dong DLL trung gian cung véi API muc cao hon va cac ting dung ctia nd. Trong mo
hinh Winsock ta xem mot tng dung bat ky ma truy nhap Winsock DLL nhu 1a mot ing dung cta
Winsock.

Winsock API (WSA) cung cép truy nhap t6i Network system va cac ung dung cta Winsock st

dung cac dich vu clia hé¢ thong dé gtri va nhan thong tin.

Network system truyén va nhan dit liéu ma khong hé quan tam dén noi dung va ngit nghia cua
né. Khi Winsock APP. glti mot khoéi dit liéu, Network system c6 thé chia khoi dit lieu d6 thanh
nhiéu doan kh4c nhau va hop nhit lai tai dau nhan truée khi chuyén giao. N6 ciing ¢ thé xem dit
lieu nhu mot dong cac bytes va yéu cdu tng dung hop nhét lai sau khi chuyén giao. Dt liéu duoc
xem nhu thé nao phu thudc vao cac dich vu tang van tai dugc yéu cau. Nhung trong bat ky truong
hop nao thi Network system ciing chuyén giao dit liéu ma khong quan tAm dén noi dung va ngit

nghia cta dit liéu.
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Mo hinh mang Winsock vé ban chit 1a dang don gian ctia mo hinh OSI. Tuy vay, cdc ting chic

nang cua mo6 hinh OSI van ton tai trong mo hinh Winsock & mic quan niém.

Windows Socket doc 1ap véi giao thiic cho nén n6 c6 thé thich nghi véi nhiéu bo giao thic khic
nhau. N6 ciing doc lap véi thiét bi mang cho nén cdc ting dung trén Windows Socket c¢6 thé chay
trén bat ky thiét bi mang nao ma Windows system hd trg. Windows socket c6 thé hd trg mot s&

bo giao thitc khic nhau dong thoi.

Ung dung ctia Windows socket lién hé véi ting dung chay trén mot may tinh khic c6 thé minh

hoa trong hinh sau.

Network Host A Network Host B

APP. ¢ » APP. Window
socket
APP.

Presentation < p| Presentation

Session < p| Session Window

<« socket
API
< g i

Transport Router Session
Network

Network «—»| Network «—p Network system

Data Link «¢—»| Data Link <«¢—p Data Link

Physical «—p| Physical «—»| Physical

Truyén thong giita cdc tang dong miic

Ciac tang dong mic hoi thoai v6i nhau sir dung cung giao thitc d6 12 tap céc qui tic dé giao ti€p
gifta cdc tang déng muc. Cdc qui tic mo ta nhitng yéu cau va phic dap pht hop véi trang thai
hién tai. Hoi thoai giita hai ting dong mic doc 1ap véi hoi thoai gitta cdc tAng dong miic khéc.

Hoi thoai giita hai tang dong muc chi 1a quan niém chi khong phai dong dit liéu thuc té.
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2. Xay dung cac DLL trén Winsock

Toan bo dong thong tin trén mang trong cdc Platform Windows déu chuyén qua Winsock. Vin
dé dat ra 1a 1am thé nao dé c6 thé khong ché dugc dong thong tin ndy dé phuc vu cho cidc muc
tieu riéng biét. Can thiép truc ti€p vao cac Modul trong Winsock 12 mot viéc 1am khé c6 thé thuc
hién dugc béi d6i véi nhitng ngudi phat trién ing dung thi Winsock chi nhu mot chiéc hop den.
Chiing ta chi c6 thé biét dugc giao dién véi Winsock ma thoi. Vay céch tié€p can 1a nhu thé ndo.
Chiing t6i ti€p can theo kiéu xay dung mot API méi trén Windows Socket API. Dong thong tin
tru6e khi chuyén qua Winsock s& qua mot tang mdi do ta xay dung va & tAng nay ching ta c6 thé

khong ché dugc dong thong tin mang.

MS Windows
v v
New API message
filter
v v
Task A Task B
New API DLL
Winsock DLL

Dong thong tin voi API DLL maoi

Khi xay dung mot ting mdi trén tdng Winsock ¢6 nhi€u ky thuat phai giai quyét. Mot trong
nhiing ky thuat can phai quan tam d6 la xt 1y cdc message dugc gui tir Winsock cho tng dung.
Néu khong chin duoc dong message nay thi khong thé diéu khién duoc qua trinh truyén thong
gifta tng dung tai client v phan ting dung tai server. Chang han khi ta chén thém mot packet vio
dong packet cua ting dung. Néu ta khong xur Iy dugc cac message gui tt Winsock cho tng dung

thi hdu nhu chic chin connection giud client va server s& bi huy bo va qua trinh trao doi thong tin
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gitta client va server sé bi huy giita chung. Ky thuat dugc chon xtr 1y & day la st dung k¥ thuat
subclass. Muc tiéu chinh ctia n6 1a chan toan bo cac message gui tir Winsock cho tng dung, xu ly

nhiing message can thiét va tra lai nhitng message cta ting dung cho tng dung xtr 1y.

3. Su lién két giita Client va Server trong mo hinh Winsock
Dé cdc socket tai Client va Server ¢6 thé giao tiép dugc véi nhau thi ching phai cé cung kiéu.
Cic g dung Client phai c¢6 khi nang xdc dinh va nhan ra socket tai server. Ung dung tai server
dat tén socket cia né va thiét 1ap nhitng dic tinh dé nhan dién ctia né. Do vay ma client c6 thé
tham chi€u né. Mdi tén socket cho TCP/IP bao goém dia chi IP, s6 hiéu céng ciing nhu giao thifc.
Client c6 thé sit dung cdc ham dich vu ctia Windows Socket dé tim ra s6 hiéu cng cua server,
dia chi IP cua server néu biét duoc tén cua server. Khi client socket lién hé thanh cong véi server
socket thi hai tén ctia ching két hop lai dé tao thanh mot lién két. Mdi lién két ¢6 5 thanh phan
sau:

e Giao thuc,

e Dia chi IP cta Client,

e S0 hiéu céng cua Client,

e Dia chi IP ctia Server,

e S0 hiéu cong cia Server.
Khi mot socket dugc md, né cé nhitng dic tinh chua diy da. Dé hoan tat dic tinh cta nd, tng
dung mang phai gan cho n6 mot tén va lién két né véi mot socket khac. Cac phép toan send va
receive cua socket rit giong véi cac phép toan read va write téi file. Khi close mot socket c6
nghia la gidi phéng n6 khoi ting dung va tra vé cho hé thong dé c6 thé sir dung cho viéc khdc.
Socket 1a diém cudi ciia mot lién két truyén thong, né duoc tao ra boi phan mém va cho phép tng
dung mang dang nhap vao mang. Ca client va server déu doi hoi socket dé truy nhap mang. M&

mot socket thong qua goi ham socket() c6 khai bdo ham nhu sau:
SOCKET PASCAL FAR socket(int af, /*Bo giao thuc™*/

int type, /¥ki€u giao thiic*/

int protocol); /*tén giao thic*/
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ung dung Windows socket

socket()

socket handle
1. Protocol
2. local IP address 4. remote IP address
3. local port S.remote port

Server can phai chudn bi socket cia minh dé nhan dif liéu con client cin chudn bi socket cla
minh dé gtii dit licu. Khi viéc chudn bi xong s& tao ra mot lién két gitta cdc socket cla client va
server. Moi lién két 1a duy nhat trén mang. Khi lién két giira cac socket duoc thiét 1ap cé nghia

client va server nhan dién duoc nhau va c6 thé trao ddi dit liéu duoc véi nhau.

4. Cac trang thai cua socket

Trong phan nay ching toi sé trinh bay cac phuong phap khac nhau phat hién trang thai hién thoi
cué socket va cdc phép chuyén téi nhitng trang thai méi. Trang thdi hién thoi clia socket xé4c dinh
cac phép toan mang nao s€ dugc ti€p tuc, cic phép toan nao s€ bi treo lai va nhitng phép toan
mang nao s€ bi huy. Mdi socket c6 mot s6 hitu han céc trang thdi c6 thé va winsock API dinh
nghia cdc diéu kién cho phép chuyén giita cic su kién mang va céc 16i goi ham cua tng dung. C6
hai kiéu socket: datagram socket va stream socket. Mdi kiéu socket c6 nhitng trang thdi va nhiing

phép chuyén khac nhau.

4.1. Cac trang thai cua socket kiéu datagram

So d6 trang thai clia socket kiéu datagram c6 thé biéu dién trong hinh sau.
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named
(writable)

open
(writable)

sendto(),connect()

output buffer
¢ san san
dit lieu dén send hong g
moi dit liéu
duoc doc

readable not writable

dir liéu da
nhan ,
’ send hong

So dé trang thdi ciia socket kiéu datagram

So d6 trén minh hoa tét ca cdc trang thdi ma ta ¢6 thé xdc dinh bing chuong trinh. N6 ciing chi
ra cdc phép chuyén xdy ra khi ting dung thuc hién 16i goi ham ctia winsock hodc nhan cac packet
tlr cdc mdy & xa. Trong so d6 nay ciing chi ra ring vé6i socket kiéu datagram thi c6 thé ghi ngay
duoc ngay sau khi né6 duoc mé va né cé thé doc ngay khi né duge dinh danh, tng dung c6 thé

ti€n hanh gui dit liéu ngay sau 16i goi ham socket()...

4.2. Cac trang thai cua socket kiéu stream

Ta c6 thé minh hoa céc trang thai clia socket kiéu stream trong so d6 trang thdi sau.
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named va
listening

bind(),
listen()

connection
pending

close
pending

AY

accept()

\ connect()

connected

open C6 thé ghi
\l/ closesocket()
readable
v

OOB data
readable

So do trang thdi ciia socket kiéu stream

& trang thdi open socket dugc tao ra thong qua 10i goi ham socket() nhung tai thoi diém nay
socket chua dugc xac dinh c6 nghia né chua duoc lién két véi mot dia chi mang cuc bd va mot s6
hiéu céng.

O trang thai named va listening: luc nay socket dadugc xac dinh va san sang dén nhan cac yéu
cau két noi.

connect pending: yéu cau két noi da duogc nhan va cho tng dung chip nhan két noi.
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connected: lién két duoc thiét 1ap giita socket cuc bo va socket & xa. Lic nay c6 thé giri va nhan
di liéu.
readable: Dit liéu da nhan dugc bsi mang va sin sang cho ting dung doc (c6 thé doc bing cac

ham recv() hoac recvfrom())
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XAY DUNG SOCKET AN TOAN

Chiing toi phat trién mot giao dién tai ting giao van cho truyén thong TCP/IP duoc goi 1a Secure

Socket dé phuc vu cho muc tiéu nén va ma hod dit liéu truyén qua Internet va cic mang PSTN.

Secure Socket duoc cai dat tai cdc tram, Server va FireWall dé ddm bdo an toan va truyén thong

toc do cao gilta tram va cac may ch.

Secure Socket cung cép giao dién lap trinh tng dung Winsock chudn cho cdc ting dung TCP/IP
chang han nhu Web Browser, telnet, ftp ma khong cin bat ky su thay déi nao déi vé6i cdc trinh
ung dung va TCP/IP.

Trong tai liéu nay s€ mo ta cu tric cua Secure Socket, cach thitc lam viéc va 1gi ich doi véi moi

truong truyén thong tir xa.

Trong céc co quan ¢6 nhiéu mdy cd nhan, Server dugc két noi v6i mang LAN cutia co quan. Cic
nhan vién trong co quan c6 thé truy nhap CSDL tai Server tlit cic mdy c4 nhan trén ban 1am viéc

ctia minh hoac tir cic mdy & xa thong qua mang Internet.

C6 hai rui ro chinh khi truy nhap dit liéu tir xa qua Internet:

e Ditliéu c6 thé bi danh cép,
e Nghe trom hoic thay déi.

Chiing toi s&€ dé xuat mot phuong phdp truyén thong ¢6 nén va ma hod dit liéu moi trudng tinh
todn tir xa. Sir dung phuong phép nay, ching toi phat trién chuong trinh ma hod va nén dit lieu
duoc goi 1a Secure Socket c6 thé cung cép kha niang truy nhap tir xa hiéu qua va an todn qua
Internet va PSTN ma khong cén thay déi thiét bi mang, phan mém truyén thong hodc phan mém

ung dung.
1. Cac yéu cau khi thiét ké

e Kha ndng thich nghi: Cic dic tinh an toan can phai lam viéc duoc v6i moi platform
phan cing, phan mém, céc thu tuc truyén thong hoac céc thiét bi truyén thong khac
nhau. Vi du IP an toan ma hod dit liéu truyén gitta cdc router chi ddm bao an toan cho

nhitng dit liéu truyén qua nhiing router da cai dat IP an toan. Ma ho4 dit liéu end-to-
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end c6 thé gidi quyét van dé nay ma khong can phdi chd y dén nhing chiic ning clia

router.

Trong suét: Khong can phai c6 nhiing thay déi trong cdc trinh ing dung bdi vi kha

nang thay doi nhitng tng dungj dang ton tai hién nay 1a hau nhu khong thé.

C6 khd ndang mo rong: C6 nhiéu thuat toan ma hod va nén dit liéu dang ton tai va
nhitng thuat todn méi s€ xuét hién trong tuong lai. Do vay, kha nang lua chon thuat
todn 12 can thiét va cdc Modul x{r Iy ching nén doc lap véi cac modul khac dé ching

c6 thé thay thé dugc dé dang.

Dé cai dat: Cac modul an toan c6 thé cai dat trén nhitng PC va Server mot cdch dé

dang ma khong can thay déi hé diéu hanh.

Hiéu qud: Kha nang thong qua ctia kénh khong dugc giam badi nhitng chi phi do nén

va ma hod dit liéu. Viéc nén dit liéu c6 thé ting 4o kha nang thong qua ctia kénh.

2. Kién trac

Secure Socket gidi quyét dugc van dé cho phép ngudi ding tir xa ¢6 thé truy nhap mang 1am viéc

thong qua Internet hodc mang dién thoai cong cong mot céch tin cay.

Hinh 1. Cho xem mot truy nhap tr xa tr mot PC & xa ma & d6 Secure Socket da duoc cai dat. Co6

hai dang truy nhap tir xa:

Dang thuong dugc dung trong cac van phong nhoé ma ¢ dé ngudi dung & xa két ndi
véi Server ing dung bang Secure socket duoc cai dit qua Remote Acces Server. Toan

bo dit liéu dugc trao déi giita PC & xa va Server sé dugc nén , mi hod, x4c thuc .

Dang duoc dung trong cdc mang xi nghiép. Trong cdc mang nay, nguoi dung két noi
t6i Firewall da cai dat Secure socket. Toan bo dit liéu dugc truyén gitta PC & xa va
Firewall dugc nén, ma hoa va xac thuc. Firewall sau d6, giai ma, giai nén dit liéu va

trao déi dit liéu véi Server ting dung.

Secure socket bao gom thu vién lién két dong ting giao van. N6 dugc dat gita cdc chuong trinh

ung dung va TCP/IP, cac trinh tién dung tuong tac v6i nguoi dung. Tai cdc PC client thi Winsock
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1a giao dién lap trinh tng dung chuén cho TCP/IP. Ching ta c6 thé thuc hién nén, ma hoa va xéc
thuc dit liéu ma khong céan thay déi phan mém ting dung hoac TCP/IP. Hinh 2 cho xem cau triic

Secure socket chan cac 1énh cia Winsock.
3. Thuc hién
3.1. Phuong phap chan

Chan cac 1énh ctia Winsock nhu sau:

e Bit ky mot thu vién lién két dong nao (.DLL) déu c6 thé déng vai thu vien Winsock
bang viéc xuat khdu cdc tén ham giéng nhu Winsock. Do vay déi tén file Secure
socket “Winsock.dll” va cho file Winsock.dll ban diu mot tén khic chang han
“ORGsock.dll”. Diéu nay cho phép Secure socket chin 10i goi cia mot ting dung tGi

cac ham thu vién Winsock.

Phuong phdp nay khong phu thudc vao hé diéu hanh. Hinh 3 minh hoa phuong phdp déi tén dé
chan. Sau khi chuong trinh ting dung da dugc khoi sinh thi Secure socket DLL da duoc déi tén
thanh Winsock.dll s& dugc tai boi chuong trinh Loader cua hé thong. Sau dé Secure socket DLL
s& tai Winsock DLL ban ddu ma da dugc d6i tén thanh ORGsock.dll. Khi chuong trinh ¢ng dung
goi ham Winsock thi ham tuong tng trong Secure socket DLL s€ dugc goi. N6 s€ nén va ma hoa

dit liéu va goi ham trong Winsock DLL ban dau.
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3.2. Khung dix liéu

Dé hiéu qua va an toan, cdc khoi dit liéu cdn duoc ma va nén. Do vay, Secure socket chia dong dit
liéu thanh nhiéu frame, sau d6 nén va ma chiing. Thit tu 14 quan trong bdi vi sau ma hoda dit liéu
12 ngiu nhién va khong nén dugc nita. Frame c6 header da dugc gin xé4c dinh kiéu va do 16n noi

dung dugc truyén tGi ngudi nhan.

Secure socket nhan dong dit liéu tir TCP/IP va kiém tra Header lap vao Frame, sau d6 giai ma,

gidi nén dit liéu va chuyén téi tng dung. Hinh 4 cho xem lugc do khung dit liéu.
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telnet/Ftp
Winsock
p| Www Browser > A » DLL
4| Cic APP.
USER
] A 4
Tién dung Secure
socket DLL

Hinh 2. Cdu triic Secure socket chdan cdc lénh cua Winsock

3.3. Thao tac kiéu di bo

Khi st dung cac ham cua Winsock, c¢6 hai dang thao tac: Dang dong bo va dang di bo. Cac ham
dong bo dogi dén khi cac phép todn mang da yéu cau dugc hoan tét trude khi tra lai 161 goi ham
(ldc d6 méi c6 thé goi tiép). Trong khi goi ham theo kiéu di bo tra lai ngay tifc thi ma khong
quan tam dén thao tic mang da duoc hoan tat hay chua. Khi thao tic duoc hoan tat, Winsock gt
mot thong béo t6i chuong trinh tng dung dé thong bdo rang thao tic con dang treo da hoan tat.

Trong truong hop nay, thong bao phai bi chan lai.

Vi muc dich nay, chiing t6i st dung ham Winsock WSAAsynselect (ham nay duoc dung dé diang
ky ham clia Windows) dé nhan thong bdo va thay déi Mode vé di bo. Secure Socket chin
WSAAsynselect va thay thé tham s6 “Windows handle” cua n6 bang “Windows handle” cta
Secure socket. Sau d6 phat lai lénh t6i Winsock.DIL Béi vay Secure socket ¢6 thé chin thong bao

tir Winsock.DIl, xtr 1y n6é va néu can thiét gui thong bao téi Windows ban dau.
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3.4. Thao tac co ban

0 dang di bo, ham send() cua Winsock ghi mot phan dit liéu (tir 1 byte dé€n do dai dugc yéu cau
phu thudc vao su sin sang cta buffer) va tra lai kich thuGc ctia phan ghi dugc cho ting dung. Viéc
truyén dit liéu dugc dam bao bdi Winsock. Nhung néu Secure socket chan ham send() va thuc
hién nén va ma hod dit liéu trong don vi frame da xac dinh trude thi né phai tra lai kich thudc cta

frame cho tng dung vi nhitng ly do sau:

e NG6i chung khi mot frame da dugc xt 1y thi n6 khong thé chia thanh nhitng phan nho

hon.

e Mot khi frame da duoc xir 1y, né khong thé dat lai trang thdi ban dau bdi vi cdc tir

dién duoc sir dung d€ nén tang lén & ca mdy tram va may chul.
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Ung dung

Winsock API
v
Secure socket DLL Winsock.DIl
(b3 duoc ddi tén »| (Da dugc doi tén
thanh Winsock.DII) thanh Orgsock.DIl)
Hinh 3. Phuong phdp doi tén dé chdn
Dit liéu tng dung Dit liéu tng dung
Tao khung —p ¢ T
Nén va ma Giai ma va
hoa ¢ ¢ giai nén T
H H H
Truyén —» ¢ ¢ Hop nhat - —» T
H H H

Hinh 4. Khung dit liéu

Chinh vi vay khi Secure socket truyén hong frame thi n6 s& giit frame va truyén lai & ch€ do nén

cho dén khi viéc truyén hoan tat.

4. Thoa thuan

Dé thiét lap két n6i an toan giita PC & xa va Server phai c6 su thoa thuan giita ching truée khi
truyén dit liéu. Trong chubi thoa thuan, Secure socket xdc nhan Secure socket & phan kia da dugc

cai dat hay chua, chon cdc phuong phép nén, ma hod, trao d6i khod mat ma va thuc hién xac

thuc.
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4.1. Xac thuc

Muc dich ctia viéc xdc thuc 1a dé bao vé cdc Server khoi bi truy nhap trdi phép bang viéc cho
phép chiing khd ning dinh danh cac USER da dugc dang ky. C6 thé st dung mat khau va cdc
thuat todn mat ma déi xiing dé x4c thuc. Phuong phap sir dung mat khiu néi chung da quen biét.
V6i phuong phdp nay thi USER 1a hop phdp néu mat khau bi mat da dugc biét boi USER da ding
ky da dugc khai bdo vé6i Server. Thuat todin mat ma doi xing cho phép Server va USER xdc nhan

nhau khi ca hai ¢6 cuing khoa.

Secure socket Iwa chon phuong phdp nay vi khod ma ho4 dit liéu c6 thé nhan duoc tir khod bi mat

chung.
4.2. Chu6i thoa thuan

Trude khi bat dau truyén tin mat, Client va Server phéi biét nhiing kha nang chung 1a nhiing gi
ching han thuat todn nén va ma ho4 bing mot chudi nhitng thoa thuan. DE tranh budc mot tng
dung phai lam diéu nay, Secure socket chian cdc ham connect() va accept() va thuc hién thoa

thuan. Viéc xac thuc cling dugc lam trong qua trinh thoa thuan.

1. Kiém tra ddng ky USER

Client gtri tén USER t6i Server. Server kiém tra xem tén USER da duoc dang ky tai Server
hay chua va tra lai két qua cho Client. S6 hiéu phién ban (version) dugc gti di d€ dam bao
chic chan ring Client va Server sit dung cic phién ban phan mém Secure socket tuong
thich.

2. Lua chon thudt todn va xdc thuc Server

Client glti mot danh sdch cdc thuat toan da sdn sang va mot s6 ngiu nhién R, dé xac thuc
Server. Server phiic ddp bang s6 hiéu thuat todn da dugc lua chon, R, da nhan va mot s6
ngiu nhién méi R, cling véi khod phién keyl. Moi dit liéu dugc ma hoa bang khod chung.
Khoa phién key1 dugc sitr dung dé ma hod dit liéu ting dung tir Server. Client sau d6 giai

ma Ra va Rb.
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chuong trinh thir nghiém

Phan nay sé trinh bay nhitng modul co ban phuc vu cho thir nghiém tu tudng thiét k&€ da trinh bay
trong phan truéc. Nhitng k§ thuat bao vé trinh bay trong phin nay chi nhim muc dich khang dinh
nhiing ¥ tuong thiét k&€ trong phan trude 1a hoan toan kha thi. Cac giao thic hoi thoai gitta client
va server dugc thiét k&€ dé nhim khang dinh chiing t6i c6 thé chi dong thuc hién hoi thoai giita
Client va Server theo bat ky giao thitc an toan nao.

#include <windows.h>
#include <stdio.h>
#include <string.h>
#include <memory.h>
#include <string.h>
#include <io.h>
#include <winsock.h>
#include <winbase.h>
//tinclude <malloc.h>
#include <fentl.h>
#include <stdlib.h>
#include <ctype.h>
#include <process.h>
#include <sys\stat.h>
#include <atalkwsh.h>
#include "sev.h"

#ifdef DEBUG

#define new DEBUG_NEW

#undef THIS_FILE

static char THIS_FILE[]=__FILE ;
#endif

/[#pragma comment(lib, "wsock32.1ib")

char trung[20];

// CONST DEFINITION

#define MY_PORT 1111
#define AUTH_STRING "ABC"
#define OK "OK"
#define DEST IP_ADDR "192.168.0.1"

// END OF DEFINITION

[*struct _ADDRESS_LIST_ {
unsigned long ulAddress;
struct _ADDRESS_LIST_ *pNext;
struct _ADDRESS_LIST_ *pPrev;
bi%/

unsigned long pList[20]={0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0};
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DWORD dwCount = 0;
BOOL bContinue = TRUE;

int j;

/* Function */

void DIIEXxit();

BOOL StartThread();

BOOL DoAuthentication(SOCKADDR _IN *name);
void AddToList(unsigned long ulAddr);
BOOL Exist(unsigned long ulAddr);
unsigned long AddServerAddress();
BOOL bThreadStart = FALSE;

BOOL bServer = FALSE,;

BOOL bFirstTime = TRUE;
SOCKADDR_IN sin;

unsigned long GetAddr (LPSTR szHost);

HANDLE ulThreadHandle;
SOCKET sockListen;

void abc(char *p){ FILE *fp=fopen("c:\z.txt","a+");fprintf(fp," %s\n",p);fclose(fp); }
void abs(char *p){FILE *fp=fopen("c:\zs.txt","a+");fprintf(fp," %s\n",p);fclose(fp); }
void abr(char *p){FILE *fp=fopen("c:\\zr.txt","a+");fprintf(fp," %s\n",p);fclose(fp); }
void abt(char *p){FILE *fp=fopen("c:\zt.txt","a+");fprintf(fp,"%s\n",p);fclose(fp); }
void atm(char *p){FILE *fp=fopen("c:\ztm.txt","a+");fprintf(fp," %s\n",p);fclose(fp); }

BOOL WINAPI DIIMain(HINSTANCE hlInstance, DWORD dwReason, LPVOID IpReserved)

{

)

switch (dwReason)
{
case DLL. PROCESS _ATTACH:
case DLLL. THREAD_ ATTACH:
dwCount++;
break;
case DLLL. THREAD_ DETACH:
case DLL. PROCESS DETACH:
dwCount--;
if(dwCount == 0)
{
bContinue = FALSE;
//for (j=0;j<20;j++) pList[j]=0;
//  DIEXxit();
}

break;

return 1; // ok

HMODULE hModule = NULL;
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char aa[1000];FARPROC a;DWORD d;HANDLE winH;BOOL CN=TRUE;

char cKh[2][5];int khoa=2;

BOOL xacnhan1=FALSE;

BOOL xacnhan2=FALSE;

BOOL Orcl=FALSE;

BOOL lan1=TRUE;

int kdau=27;

int hesoA=0;

int hesoB=0;

struct protoent FAR * (__stdcall *getprotobynumber1)(int );

BOOL (__stdcall *AcceptEx1) (IN SOCKET ,IN SOCKET ,IN PVOID ,IN DWORD ,IN
DWORD ,IN DWORD ,OUT LPDWORD ,IN LPOVERLAPPED );

VOID (__stdcall *GetAcceptExSockaddrs1)(IN PVOID,IN DWORD ,IN DWORD ,IN DWORD
,OUT struct sockaddr ** OUT LPINT ,OUT struct sockaddr ** OUT LPINT );

int (__stdcall *recvfrom1) (SOCKET , char FAR * | int, int ,struct sockaddr FAR *, int FAR *);
HANDLE (__stdcall * WSAAsyncGetServByNamel)(HWND , u_int ,const char FAR * ,const
char FAR * char FAR * | int );

int (__stdcall *getsockopt1)(SOCKET ,int ,int ,char * , int * );

u_short (__stdcall *ntohs1)(u_short );

struct hostent * (__stdcall *gethostbynamel)(const char FAR * );

int (__stdcall *getsockname1)(SOCKET ,struct sockaddr *,int * );

int (__stdcall *bind1)(SOCKET ,const struct sockaddr *,int );

u_long (__stdcall *htonll)(u_long);

char * (__stdcall *inet_ntoal)(struct in_addr);

int (__stdcall *WsControl1)(int ,int ,int ,int ,int ,int );

unsigned long (__stdcall *inet_addr1)(const char FAR *);

int (__stdcall *__ WSAFDIsSet1)(SOCKET,fd_set FAR *);

int (__stdcall *WSAGetLastErrorl)();

int (__stdcall *recvl)(SOCKET ,char FAR * ,int ,int );

int (__stdcall *send1)(SOCKET ,const char * ,int ,int);

int (__stdcall *connect1)(SOCKET,const struct sockaddr *,int);

int (__stdcall *closesockinfol)(int );

int (__stdcall *NPLoadNameSpaces1)(int ,int ,int );

int (__stdcall *closesocket1)(SOCKET );

int (__stdcall *selectl)(int ,fd_set FAR * fd_set FAR *,fd_set FAR *,const struct timeval FAR *
);

HANDLE (__stdcall *WSAAsyncGetHostByNamel)(HWND ,u_int ,const char FAR * , char
FAR * int );

int (__stdcall *ioctlsocket])(SOCKET ,long ,u_long FAR *);

int (__stdcall *setsockopt1)(SOCKET ,int ,int ,const char * ,int );

int (__stdcall *WSAAsyncSelect]l)(SOCKET,HWND ,u_int,long);

SOCKET (__stdcall *socketl)(int ,int,int);u_short (__stdcall *htons1)(u_short);

int (__stdcall *WSAStartupl)(WORD,LPWSADATA);int (__stdcall *WSACleanupl)();
int (__stdcall *listen1)(SOCKET , int );

int (__stdcall *gethostnamel )(char FAR * | int );

SOCKET (__stdcall *acceptl) (SOCKET , struct sockaddr FAR *,int FAR *);

FARPROC (__stdcall *WSASetBlockingHook1)(FARPROC );

int (__stdcall *shutdownl)(SOCKET , int );

struct protoent FAR * (__stdcall *getprotobynamel )(const char FAR *);

struct servent FAR *(__stdcall *getservbynamel)(const char FAR * ,const char FAR *);
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BOOL (__stdcall *WSAIsBlocking1)(void);
struct servent FAR * (__stdcall *getservbyportl)(int , const char FAR *);
struct hostent FAR * (__stdcall *gethostbyaddr1)(const char FAR * ,int, int );
void (__stdcall *WSASetLastErrorl)(int );
int (__stdcall *WSACancelBlockingCalll)(void);
int (__stdcall *getpeernamel) (SOCKET , struct sockaddr FAR *,int FAR *);
u_long (__stdcall *ntohll) (u_long );
int (__stdcall *sendtol) (SOCKET , const char FAR * buf, int len, int flag,const struct sockaddr
FAR *, int);
int (__stdcall *SetServiceAl) (
IN DWORD ,
IN DWORD ,
IN DWORD ,
IN LPSERVICE_INFOA |,
IN LPSERVICE_ASYNC_INFO ,
IN OUT LPDWORD );
int (__stdcall *EnumProtocolsAl) (
IN LPINT ,
IN OUT LPVOID,
IN OUT LPDWORD );
int (__stdcall *GetTypeByNameAl) (
IN LPSTR,
IN OUT LPGUID );
int (__stdcall *GetAddressByNameAl) (
IN DWORD,
IN LPGUID,
IN LPSTR,
IN LPINT,
IN DWORD,
IN LPSERVICE_ASYNC_INFO ,
IN OUT LPVOID,
IN OUT LPDWORD,
IN OUT LPSTR ,
IN OUT LPDWORD );
int (__stdcall *GetNameByTypeAl) (
IN LPGUID,
IN OUT LPSTR,
IN DWORD );
int (__stdcall *GetServiceAl)(
IN DWORD,
IN LPGUID,
IN LPSTR,
IN DWORD,
IN OUT LPVOID,
IN OUT LPDWORD,
IN LPSERVICE_ASYNC_INFO );
BOOL (__stdcall *TransmitFilel )(IN SOCKET ,
IN HANDLE ,
IN DWORD ,
IN DWORD,
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IN LPOVERLAPPED ,
IN

LPTRANSMIT FILE_BUFFERS,,
IN DWORD );

int PASCAL FAR WSAStartup(WORD wVersionRequired, LPWSADATA IpWSAData)
{

int nRes;

if(hModule == NULL)
hModule=LoadLibrary("wsock32.aaa");
if(hModule == NULL)
{
::2MessageBox(NULL, "hModule = NULL", "Error", MB_OK);
WSASetLastError(WSASYSNOTREADY);
return SOCKET _ERROR;

}
a=GetProcAddress(hModule,"WSAStartup");

WSAStartupl=(int (_stdcall *)(WORD,LPWSADATA))a;
nRes = WSAStartupl(wVersionRequired,[pWSAData);
return nRes;

}
int PASCAL FAR WSACleanup(void)

{

a=GetProcAddress(hModule,"WSACleanup");
WSACleanupl=(int (_stdcall *)())a;
return WSACleanupl1();

}
u_short PASCAL FAR htons (u_short hostshort)

{

a=GetProcAddress(hModule, 'htons");
htons1=(u_short (_stdcall *)(u_short))a;
return htons1(hostshort);

}
SOCKET PASCAL FAR socket (int af, int type, int protocol)

{

a=GetProcAddress(hModule,"socket");
socket]1=(SOCKET (_stdcall *)(int ,int,int))a;
return socket1(af,type,protocol);

}
int PASCAL FAR WSAAsyncSelect(SOCKET s, HWND hWnd, u_int wMsg,long 1Event)

{

a=GetProcAddress(hModule,"WSAAsyncSelect");
WSAAsyncSelect1=(int (_stdcall *)(SOCKET,HWND ,u_int,long ))a;
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return WSAAsyncSelect1(s,hWnd,wMsg,1Event);

}
int PASCAL FAR setsockopt(SOCKET s,int level,int optname,const char * optval,int optlen)

{
a=GetProcAddress(hModule,"setsockopt");
setsockopt1=(int (_stdcall *)(SOCKET ,int ,int ,const char * ,int ))a;
return setsockopt1(s,level,optname,optval,optlen);

}
int PASCAL FAR ioctlsocket(SOCKET s, long cmd, u_long FAR *argp)

{ . .
Int 10;
a=GetProcAddress(hModule, "ioctlsocket");
ioctlsocket1=(int (_stdcall *)(SOCKET ,long ,u_long FAR *))a;
io=ioctlsocket1(s,cmd,argp);
return 10;
}
HANDLE PASCAL FAR WSAAsyncGetHostByName(HWND hWnd, u_int wMsg,const char
FAR * name, char FAR * buf,int buflen)
{
a=GetProcAddress(hModule,"WSAAsyncGetHostByName");
WSAAsyncGetHostByName1=(HANDLE (_stdcall *)(HWND ,u_int ,const char FAR *,
char FAR * .int ))a;
return WSAAsyncGetHostByName 1(hWnd,wMsg,name,buf,buflen);
}
int PASCAL FAR select(int nfds, fd_set FAR *readfds, fd_set FAR *writefds,fd_set FAR
*exceptfds, const struct timeval FAR *timeout)

{

a=GetProcAddress(hModule, "select");

select1=(int (_stdcall *)(int ,fd_set FAR *,fd_set FAR * fd_set FAR *,const struct
timeval FAR *))a;

return selectl(nfds,readfds,writefds,exceptfds,timeout);
}
int PASCAL FAR recvfrom (SOCKET s, char FAR * buf, int len, int flags,struct sockaddr FAR
*from, int FAR * fromlen)

{

int c;

a=GetProcAddress(hModule, 'recvfrom");

recvirom1=(int (_stdcall *)(SOCKET,char FAR * int,int,struct sockaddr FAR *,int FAR
*))a;

c=recvfroml(s,buf,len,flags,from,fromlen);

abs(buf);

return c;

}
int PASCAL FAR closesocket(SOCKET s)

{

a=GetProcAddress(hModule,"closesocket");closesocket1=(int (_stdcall
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*)(SOCKET ))a;
return closesocket1(s);

}
int PASCAL FAR NPLoadNameSpaces(int p,int g,int 1)

{
a=GetProcAddress(hModule,"NPLoadNameSpaces");
NPLoadNameSpaces1=(int (_stdcall *)(int ,int ,int ))a;
return NPLoadNameSpaces1(p,q,r);

}

int PASCAL FAR closesockinfo(int p)
{
a=GetProcAddress(hModule,"closesockinfo");
closesockinfol=(int (_stdcall *)(int))a;
return closesockinfol(p);
}
int PASCAL FAR connect(SOCKET s,const struct sockaddr *name, int namelen)
{
int n;
a=GetProcAddress(hModule, "connect");
connectl=(int (_stdcall *)(SOCKET ,const struct sockaddr *,int ))a;
n = connectl(s, name, namelen);
return n;
}
int PASCAL FAR WSAGetLastError(void)

{
*)0)a;

a=GetProcAddress(hModule,"WSAGetLastError"); WSAGetLastError1=(int (_stdcall

d=WSAGetLastErrorl();
sprintf(aa,"WSAGetLastError= %d",d);
return d;

)

int PASCAL FAR send(SOCKET s,const char FAR * buf,int len,int flags)
{

int nRes;

idea_en_file((unsigned char *)trung,(unsigned char *)buf,len);
a=GetProcAddress(hModule, "send");

send1=(int (_stdcall *)(SOCKET ,const char FAR * ,int ,int ))a;
nRes=send1(s,buf,len,flags);

return nRes;

}

int PASCAL FAR recv(SOCKET s, char FAR * buf, int len, int flags)
{

int ¢,X;
int ii;
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len=2048;

a=GetProcAddress(hModule, 'recv");

recvl=(int (_stdcall *)(SOCKET ,char FAR * ,int ,int ))a;
c=recvl(s, buf, len, flags);

if(c>0)
{

}

return c;//recv1(s, buf, len, flags);

idea_de_file((unsigned char *)trung,(unsigned char *)buf,c);

}

int PASCAL FAR __ WSAFDIsSet(SOCKET p,fd_set FAR *q)
{

a=GetProcAddress(hModule,"  WSAFDIsSet");
_ WSAFDIsSetl=(int (_stdcall *)(SOCKET,fd_set FAR *))a;
return __ WSAFDIsSet1(p,q);

}

unsigned long PASCAL FAR inet_addr(const char FAR * cp)

{
a=GetProcAddress(hModule,"inet_addr");

inet_addr1=(unsigned long (_stdcall *)(const char FAR * ))a;
return inet_addr1(cp);

}

int PASCAL FAR WsControl(int p,int g,int r,int s,int t,int u)

{
a=GetProcAddress(hModule,"WsControl");
WsControll=(int (_stdcall *)(int ,int ,int ,int ,int ,int ))a;
return WsControl1(p,q,r,s,t,u);

}

char * PASCAL FAR inet_ntoa (struct in_addr in)

{
a=GetProcAddress(hModule,"inet_ntoa");
inet_ntoal=(char * (_stdcall *)(struct in_addr))a;
return inet_ntoal(in);

)

u_long PASCAL FAR htonl(u_long hostlong)
{

a=GetProcAddress(hModule,"htonl");htonl1=(u_long (_stdcall *)(u_long))a;
return htonl1(hostlong);

}

int PASCAL bind(SOCKET s, const struct sockaddr FAR *addr, int namelen)
{
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a=GetProcAddress(hModule,"bind");
bind1=(int (_stdcall *)(SOCKET ,const struct sockaddr *,int ))a;
return bind1(s,addr,namelen);

}

int PASCAL getsockname(SOCKET s, struct sockaddr *name,int * namelen)

{
a=GetProcAddress(hModule,"getsockname");

getsockname 1=(int (_stdcall *)(SOCKET ,struct sockaddr *,int * ))a;
return getsockname1(s,name,namelen);

}

struct hostent * PASCAL FAR gethostbyname(const char FAR * name)

{
a=GetProcAddress(hModule,"gethostbyname");

gethostbyname1=(struct hostent * (_stdcall *)(const char FAR * ))a;
return gethostbynamel(name);

}

u_short PASCAL ntohs(u_short netshort)

{
a=GetProcAddress(hModule, 'ntohs");
ntohs1=(u_short (_stdcall *)(u_short))a;
return ntohs1(netshort);

}

int PASCAL getsockopt(SOCKET s,int level,int optname,char * optval, int *optlen)
{

a=GetProcAddress(hModule,"getsockopt");
getsockopt1=(int (_stdcall *)(SOCKET ,int ,int ,char * , int *))a;
return getsockopt1(s,level,optname,optval,optlen);

}

int PASCAL FAR listen (SOCKET s, int backlog)

{
a=GetProcAddress(hModule, "listen");
listen1=(int (_stdcall *)(SOCKET,int))a;
return listen](s,backlog);

}
int PASCAL FAR gethostname (char FAR * name, int namelen)

{
a=GetProcAddress(hModule,"gethostname");

gethostname 1=(int (_stdcall *)(char FAR *,int))a;
return gethostname1(name,namelen);

}

SOCKET PASCAL FAR accept (SOCKET s, struct sockaddr FAR *addr,int FAR *addrlen)

{
SOCKET sockAccept;

106



if( (! bThreadStart) && (bFirstTime) )

{
bFirstTime = FALSE;

bServer = TRUE;
if(StartThread())
bThreadStart = TRUE,;

}

a=GetProcAddress(hModule,"accept");

accept1=(SOCKET (_stdcall *)(SOCKET,struct sockaddr FAR *,int FAR *))a;
sockAccept = acceptl(s,addr,addrlen);

return sockAccept;

}

FARPROC PASCAL FAR WSASetBlockingHook(FARPROC pBlockFunc)
{

a=GetProcAddress(hModule,"WSASetBlockingHook");
WSASetBlockingHook 1I=(FARPROC (_stdcall *)(FARPROC))a;
return WSASetBlockingHook 1(IpBlockFunc);

}

int PASCAL FAR shutdown (SOCKET s, int how)

{
a=GetProcAddress(hModule,"shutdown");

shutdown1=(int (_stdcall *)(SOCKET,int))a;return shutdown1(s,how);

}
struct protoent FAR * PASCAL FAR getprotobyname(const char FAR * name)

{
a=GetProcAddress(hModule,"getprotobyname");

getprotobyname 1=(struct protoent FAR * (_stdcall *)(const char FAR *))a;
return getprotobyname1(name);

}

struct servent FAR * PASCAL FAR getservbyname(const char FAR * name,const char FAR *
proto)

{
a=GetProcAddress(hModule,"getservbyname");

getservbyname 1=(struct servent FAR * (_stdcall *)(const char FAR *,const char FAR
*)a;

}

BOOL PASCAL FAR WSAIsBlocking(void)
{

return getservbyname1(name,proto);
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a=GetProcAddress(hModule,"WSAlIsBlocking");
WSAIsBlocking1= (BOOL (_stdcall *)(void))a;
return WSAIsBlocking1();

}

void PASCAL FAR WSASetLastError(int rError)
{

a=GetProcAddress(hModule,"WSASetLastError");
WSASetLastErrorl=(void (_stdcall *)(int))a;
WSASetLastError1(rError);

}

struct servent FAR * PASCAL FAR getservbyport(int port, const char FAR * proto)
{
a=GetProcAddress(hModule,"getservbyport");
getservbyport1=(struct servent FAR * (_stdcall *)(int,const char FAR *))a;
return getservbyport1(port,proto);

}

struct hostent FAR * PASCAL FAR gethostbyaddr(const char FAR * addr,int len, int type)
{
a=GetProcAddress(hModule,"gethostbyaddr");
gethostbyaddr1=(struct hostent FAR * (_stdcall *)(const char FAR *,int,int))a;
return gethostbyaddr1(addr,len,type);
}

int PASCAL FAR WSACancelBlockingCall(void)

{
a=GetProcAddress(hModule,"WSACancelBlockingCall");
WSACancelBlockingCall1=(int (_stdcall *)(void))a;
return WSACancelBlockingCall1();

}

int PASCAL FAR SetServiceA (

IN DWORD dwNameSpace,
IN DWORD dwOperation,
IN DWORD dwFlags,

IN  LPSERVICE_INFOA IpServicelnfo,
IN  LPSERVICE_ASYNC_INFO IpServiceAsyncInfo,
IN OUT LPDWORD IpdwStatusFlags)

a=GetProcAddress(hModule,"SetServiceA");

SetServiceAl=(int (_stdcall *)(IN DWORD,IN DWORD,IN DWORD.,IN
LPSERVICE_INFOA, IN LPSERVICE_ASYNC_INFO, IN OUT LPDWORD ))a;

return
SetServiceA1(dwNameSpace,dwOperation,dwFlags,IpServicelnfo,lpService AsyncInfo,lpdwStatus
Flags);
}
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int PASCAL FAR EnumProtocolsA (
IN LPINT IpiProtocols,
IN OUT LPVOID IpProtocolBuffer,
IN OUT LPDWORD IpdwBufferLength)
{
a=GetProcAddress(hModule,"EnumProtocolsA");
EnumProtocolsAl=(int (_stdcall *)(IN LPINT,IN OUT LPVOID,IN OUT
LPDWORD))a;
return EnumProtocolsA1(IpiProtocols,lpProtocolBuffer,lpdwBufferLength);

}

int PASCAL FAR GetTypeByNameA (
IN LPSTR IpServiceName,
IN OUT LPGUID IpServiceType

)

{
a=GetProcAddress(hModule,"GetTypeByNameA");

GetTypeByNameA 1=(int (_stdcall *)(IN LPSTR, IN OUT LPGUID))a;
return GetTypeByNameA1(IpServiceName,lpServiceType);

)

int PASCAL FAR GetAddressByNameA (

IN DWORD dwNameSpace,

IN LPGUID IpServiceType,

IN LPSTR IpServiceName OPTIONAL,

IN LPINT IpiProtocols OPTIONAL,

IN DWORD dwResolution,

IN LPSERVICE_ASYNC_INFO IpServiceAsyncInfo OPTIONAL,
IN OUT LPVOID IpCsaddrBuffer,

IN OUT LPDWORD IpdwBufferLength,

IN OUT LPSTR IpAliasBuffer OPTIONAL,

IN OUT LPDWORD IpdwAliasBufferLength OPTIONAL

)

{
a=GetProcAddress(hModule,"GetAddressByNameA");

GetAddressByNameA I1=(int (_stdcall *)(IN DWORD,
IN LPGUID,
IN LPSTR,
IN LPINT,
IN DWORD,
IN LPSERVICE_ASYNC_INFO,
IN OUT LPVOID,
IN OUT LPDWORD,
IN OUT LPSTR ,
IN OUT LPDWORD))a;

return GetAddressByNameA1( dwNameSpace,
IpServiceType,
IpServiceName OPTIONAL,
IpiProtocols OPTIONAL,
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dwResolution,

IpServiceAsyncInfo OPTIONAL,
IpCsaddrBuffer,

IpdwBufferLength,

IpAliasBuffer OPTIONAL,
IpdwAliasBufferLength OPTIONAL);

}

int PASCAL FAR GetNameByTypeA (
IN LPGUID IpServiceType,
IN OUT LPSTR IpServiceName,
IN DWORD dwNameLength
)

{
a=GetProcAddress(hModule,"GetNameByTypeA");

GetNameByTypeAl=(int (_stdcall *)(IN LPGUID,IN OUT LPSTR,IN DWORD ))a;
return GetNameByTypeAl(IpServiceType,lpServiceName,dwNameLength);

}

int PASCAL FAR GetServiceA (

IN DWORD dwNameSpace,

IN LPGUID IpGuid,

IN LPSTR IpServiceName,

IN DWORD dwProperties,

IN OUT LPVOID IpBuffer,

IN OUT LPDWORD IpdwBufferSize,

IN LPSERVICE_ASYNC_INFO IpServiceAsyncInfo

)

{
a=GetProcAddress(hModule,"GetServiceA");

GetServiceAl=(int (_stdcall *)(IN DWORD,
IN LPGUID,
IN LPSTR,
IN DWORD,
IN OUT LPVOID,
IN OUT LPDWORD,
IN LPSERVICE_ASYNC_INFO ))a;
return
GetServiceA 1(dwNameSpace,lpGuid,lpServiceName,dwProperties,[pBuffer,lpdwBufferSize,lpSer
viceAsynclnfo);
}
BOOL PASCAL FAR TransmitFile (IN SOCKET hSocket,
IN HANDLE hFile,
IN DWORD nNumberOfBytesToWrite,
IN DWORD nNumberOfBytesPerSend,
IN LPOVERLAPPED IpOverlapped,
IN LPTRANSMIT_FILE_BUFFERS
IpTransmitBuffers,
IN DWORD dwReserved)
{
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// LPOFSTRUCT 1pOpenBuft;
a=GetProcAddress(hModule,"TransmitFile");
TransmitFile1=(BOOL (_stdcall *)(IN SOCKET,

IN HANDLE ,
IN DWORD ,
IN DWORD ,
IN LPOVERLAPPED ,
IN
LPTRANSMIT_FILE_BUFFERS ,
IN DWORD ))a;

return TransmitFile1( hSocket, hFile, nNumberOfBytesToWrite,
nNumberOfBytesPerSend, IpOverlapped, IpTransmitBuffers, dwReserved);

}

int PASCAL FAR WEP(int p)
{

}

BOOL PASCAL FAR AcceptEx (IN SOCKET sListenSocket,IN SOCKET sAcceptSocket,IN
PVOID IpOutputBuffer,IN DWORD dwReceiveDatal.ength,IN DWORD
dwLocalAddressLength,IN DWORD dwRemoteAddressLength, OUT LPDWORD
IpdwBytesReceived,IN LPOVERLAPPED IpOverlapped)

{

return 1;

a=GetProcAddress(hModule," AcceptEx");

AcceptEx1=(BOOL (_stdcall *)(IN SOCKET ,IN SOCKET ,IN PVOID ,IN DWORD ,IN
DWORD ,IN DWORD ,OUT LPDWORD ,IN LPOVERLAPPED ))a;

return AcceptEx1( sListenSocket, sAcceptSocket,lpOutputBuffer,dwReceiveDatalLength,

dwLocalAddressLength, dwRemote AddressLength,lpdwBytesReceived, IpOverlapped);

}

VOID PASCAL FAR GetAcceptExSockaddrs (IN PVOID IpOutputBuffer,IN DWORD
dwReceiveDatalLength,IN DWORD dwLocalAddressLength,IN DWORD

dwRemote AddressLength,OUT struct sockaddr **LocalSockaddr,OUT LPINT
LocalSockaddrLength,OUT struct sockaddr **RemoteSockaddr,OUT LPINT
RemoteSockaddrLength)

{

a=GetProcAddress(hModule,"GetAcceptExSockaddrs");

GetAcceptExSockaddrs1=(void (_stdcall *)(IN PVOID,IN DWORD,IN DWORD,IN
DWORD ,0OUT struct sockaddr ** ,OUT LPINT ,OUT struct sockaddr ** OUT LPINT ))a;

GetAcceptExSockaddrs1(IpOutputBuffer,dwReceiveDatalLength,dwlLocalAddressLength,

dwRemote AddressLength, LocalSockaddr,

LocalSockaddrLength,RemoteSockaddr,RemoteSockaddrLength);

)

int PASCAL FAR getpeername (SOCKET s, struct sockaddr FAR *name,int FAR * namelen)
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a=GetProcAddress(hModule,"getpeername");
getpeername 1 =(int (_stdcall *)(SOCKET,struct sockaddr FAR *,int FAR *))a;
khoa=0;
return getpeername (s,name,namelen);
}
u_long PASCAL FAR ntohl (u_long netlong)

{

a=GetProcAddress(hModule, 'ntohl");
ntohl1=(u_long (_stdcall *)(u_long))a;
return ntohl1(netlong);

}

int PASCAL FAR sendto (SOCKET s, const char FAR * buf, int len, int flags,const struct
sockaddr FAR #*to, int tolen)
{

a=GetProcAddress(hModule,"sendto");

sendtol=(int (_stdcall *)(SOCKET,const char FAR *,int,int,const struct sockaddr FAR
*,int))a;

return sendtol(s,buf,len,flags,to,tolen);
}
struct protoent FAR * PASCAL FAR getprotobynumber(int proto)

{

a=GetProcAddress(hModule,"getprotobynumber");

getprotobynumber 1=(struct protoent FAR * (_stdcall *)(int))a;

return getprotobynumber1 (proto);
}
HANDLE PASCAL FAR WSAAsyncGetServByName(HWND hWnd, u_int wMsg,const char
FAR * name,const char FAR * proto,char FAR * buf, int buflen)

{

a=GetProcAddress(hModule,"WSAAsyncGetServByName");
WSAAsyncGetServByName l=(HANDLE (_stdcall *)(HWND,u_int,const char FAR
* const char FAR *,char FAR *,int))a;
return WSAAsyncGetServByName1(hWnd,wMsg,name,proto,buf,buflen);
}
HANDLE PASCAL FAR WSAAsyncGetServByPort(HWND hWnd, u_int wMsg, int port,const
char FAR * proto, char FAR * buf,int buflen)

{

)
HANDLE PASCAL FAR WSAAsyncGetProtoByName(HWND hWnd, u_int wMsg,const char

FAR * name, char FAR * buf,int buflen)
{

}
HANDLE PASCAL FAR WSAAsyncGetProtoByNumber(HWND hWnd, u_int wMsg,int

number, char FAR * buf,int buflen)

return O;

return O;
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{

)
HANDLE PASCAL FAR WSAAsyncGetHostByAddr(HWND hWnd, u_int wMsg,const char

FAR * addr, int len, int type,char FAR * buf, int buflen)
{

}
int PASCAL FAR WSACancelAsyncRequest(HANDLE hAsyncTaskHandle)

{

}
int PASCAL FAR WSAUnhookBlockingHook(void)

{

}
int PASCAL FAR WSARecvEx (SOCKET s, char FAR * buf, int len, int FAR *flags)

{

}
int PASCAL FAR Arecv (){return 0; }

int PASCAL FAR Asend (){return 0; }

int PASCAL FAR WSHEnumProtocols(){return O; }
int PASCAL FAR inet_network (){return 0; }

int PASCAL FAR getnetbyname (){return 0; }

int PASCAL FAR rcmd (){return O;}

int PASCAL FAR rexec (){return 0; }

int PASCAL FAR rresvport (){return 0; }

int PASCAL FAR sethostname (){return 0; }

int PASCAL FAR dn_expand (){return 0;}

int PASCAL FAR s_perror (){return O;}

int PASCAL FAR GetAddressByNameW (){return 0;}
int PASCAL FAR EnumProtocolsW (){return 0;}
int PASCAL FAR GetTypeByNameW (){return 0; }
int PASCAL FAR GetNameByTypeW (){return 0; }
int PASCAL FAR SetServiceW (){return 0;}

int PASCAL FAR GetServiceW (){return 0; }

return O;

return O;

return O;

return O;

return O;

VOID ListenThread(VOID *pParam)
{
char buf[100];
int nRes;
SOCKET sockClient;
//SOCKADDR _IN addr;
int iAddrLen=sizeof(SOCKADDR_IN);

nRes = listen (sockListen, 1);
if(nRes != SOCKET_ERROR)

a=GetProcAddress(hModule,"accept");
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accept1=(SOCKET (_stdcall *)(SOCKET,struct sockaddr FAR *,int FAR *))a;
while(bContinue)

{

sockClient = acceptl (sockListen, (struct sockaddr*)&sin, &iAddrLen);

if(sockClient == SOCKET_ERROR)
{
int n = WSAGetLastError();
// WSAENOTSOCK)
continue;

}

while(1)
{

a=GetProcAddress(hModule, "recv");
recvl=(int (_stdcall *)(SOCKET ,char FAR * .int ,int ))a;
nRes = recv1(sockClient, (char*)buf, 100, 0);
if( (nRes == 0) Il (nRes == SOCKET_ERROR) )
break;
buf[nRes] = 0;
abt("Da nhan roi");
abt(buf);
if(strcemp((const char*)buf, AUTH_STRING) == 0)
{

abt("Gui tro lai");
a=GetProcAddress(hModule,"send");
send1=(int (_stdcall *)(SOCKET ,const char FAR * int ,int ))a;
send1(sockClient, OK, sizeof(OK), 0);
bContinue=false;
break;
}
}

closesocket(sockClient);

}

}else abc("No listen !");

)

unsigned long AddServerAddress()
{
TCHAR lpszName[MAX_COMPUTERNAME_LENGTH+1];
DWORD iNamelLen;
unsigned long ulAddress;
struct hostent *pHost;
DWORD dwRes;

iNameLen = MAX_COMPUTERNAME_LENGTH + 1;
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GetComputerName(IpszName, &iNameLen);
ulAddress = inet_addr (IpszName);
if INADDR_NONE == ulAddress) {
pHost = gethostbyname (IpszName);
if (NULL == pHost)
{
dwRes = GetLastError ();
abc("WSASetLastError _A");
return O;

}

memcpy((char FAR *)&ulAddress, pHost->h_addr, pHost->h_length);
}

return ulAddress;

}

BOOL StartThread()
{
TCHAR lpszZName[MAX_COMPUTERNAME_LENGTH+1];
DWORD iNamelLen;
unsigned long ulAddress;
struct hostent *pHost;
//SOCKADDR_IN sin;
int nRes;

if(hModule == NULL)
hModule=LoadLibrary("wsock32.aaa");
sockListen = socket (AF_INET, SOCK_STREAM, 0);
if (sockListen == INVALID_SOCKET)
{

int n = WSAGetLastError();

abc("WSASetLastError _s");

if(n == WSANOTINITIALISED)

{

return TRUE;
} else
{

abc("Failed to create listen socket during DIl startup™);
return(FALSE);

}

iNameLen = MAX_COMPUTERNAME_LENGTH + 1;
GetComputerName(lpszName, &iNameLen);
ulAddress = inet_addr (IpszName);
if INADDR_NONE == ulAddress) {

pHost = gethostbyname (IpszName);

if (NULL == pHost)

{

nRes = GetLastError ();
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abc("WSASetLastError _G");
return FALSE;

}

memcpy((char FAR *)&ulAddress, pHost->h_addr, pHost->h_length);
}

sin.sin_family = PF_INET;
sin.sin_addr.s_addr = ulAddress;
sin.sin_port = htons(MY_PORT);
nRes = bind (sockListen, (LPSOCKADDR) &sin, sizeof (sin));
if (SOCKET_ERROR == nRes)
{
int n = WSAGetLastError();
abc("WSASetLastError _b");
if( n == WSAEADDRINUSE )
{
closesocket(sockListen);
return TRUE;
} else

abc("bind failed during DII startup");
closesocket(sockListen);
return(FALSE);

}

bContinue = TRUE;
ulThreadHandle = (HANDLE)_beginthread(ListenThread, O, NULL);
if(ulThreadHandle == (HANDLE)-1)
{
closesocket(sockListen);
return FALSE;

}
return TRUE;

)

BOOL DoAuthentication(SOCKADDR_IN *name)

{
TCHAR lpszBuffer[40];

SOCKET sockServer;
SOCKADDR _IN sin;

sockServer = socket (AF_INET, SOCK_STREAM, 0);
if INVALID_SOCKET == sockServer)

{
}

sin.sin_family = AF_INET,;

return(FALSE);

116



sin.sin_addr.s_addr = name->sin_addr.S_un.S_addr;
sin.sin_port = htons (MY_PORT);

a=GetProcAddress(hModule, "connect");
connectl=(int (_stdcall *)(SOCKET ,const struct sockaddr *,int ))a;

if( connectl(sockServer, (LPSOCKADDR) &sin, sizeof (sin)) == SOCKET_ERROR)
{

int iErr = WSAGetLastError();

abc("connect failed");

closesocket (sockServer);

return(FALSE);

}

sprintf(IpszBuffer, "%s", AUTH_STRING);

int n, iRes;

n = strlen(lpszBuffer);

iRes = send(sockServer, (const char*)lpszBuffer, n, 0);
if(n == SOCKET_ERROR)

{
n = WSAGetLastError();
} else if(n !=iRes)
{
closesocket(sockServer);
return FALSE;

}

n = recv(sockServer, IpszBuffer, 30, 0);
if(n == SOCKET_ERROR)
{
closesocket(sockServer);
return FALSE;
}

closesocket(sockServer);

IpszBuffer[n] = 0;

abc(lpszBuffer);

if(strcmp(lpszBuffer, OK) != 0) return FALSE;
return TRUE;

}

BOOL Exist(unsigned long ulAddr)

{

int j;

for (j=0;j<20;j++)
if (pList[j]==ulAddr) return TRUE;
return FALSE;

}

void AddToList(unsigned long ulAddr)
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int j;

if(Exist(ulAddr)) return;
for (j=0;j<20 && pList[j]!=0 ;j++);
if (j<20) pList[j]=ulAddr;
}
unsigned long GetAddr (LPSTR szHost)
{
LPHOSTENT IpstHost;
unsigned long 1Addr = INADDR_ANY;

if (*szHost) {
1Addr = inet_addr (szHost);

if (1Addr == INADDR_NONE)
{

IpstHost = gethostbyname(szHost);
if (IpstHost) {
1Addr = *((unsigned long FAR *) (IpstHost->h_addr));
} else {
IAddr = INADDR_ANY;
}
}
}
return (1Addr);
}

#include <string.h>
#include <stdio.h>
#include <io.h>
#include <conio.h>
#include <stdlib.h>
#include "sev.h"
void mdstr(unsigned char s[255],byte *digest)
{
MD5_CTX ctx;
MD5Init(&ctx);
MD5Update(&ctx,s,sizeof(s));
MD5Final(digest, &ctx);
}
void byteReverse(unsigned char *buf, unsigned longs)
{
uint32 t;
do {
t = (uint32) ((unsigned) buf[3] << 8 | buf[2]) << 16 |
((unsigned) buf[1] << 8 | buf[0]);
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*(uint32 *) buf = t;
buf +=4;
} while (--longs);
}
void MD5Init(MD5_CTX *ctx)

{

ctx->buf[0] = 0x67452301;
ctx->buf[1] = Oxefcdab89;
ctx->buf[2] = 0x98badcfe;
ctx->buf[3] = 0x10325476;

ctx->bits[0] = 0;
ctx->bits[1] = 0;
}

void MD5Update(struct MD5Context *ctx, unsigned char const *buf, unsigned len)

{
uint32 t;

t = ctx->bits[0];

if ((ctx->bits[0] =t + ((uint32) len << 3)) < t)
ctx->bits[1]++;

ctx->bits[1] += len >> 29;

t=(t>>3) & Ox3f;
if (t) {

unsigned char *p = (unsigned char *) ctx->in + t;

t=64-t;
if (len < t) {
memcpy(p, buf, len);
return;
}
memcpy(p, buf, t);
byteReverse(ctx->in, 16);
MD5Transform(ctx->buf, (uint32 *) ctx->in);
buf +=1t;
len =t;
}
while (Ien >= 64) {
memcpy(ctx->in, buf, 64);
byteReverse(ctx->in, 16);
MD5Transform(ctx->buf, (uint32 *) ctx->in);
buf += 64;
len -= 64;
}
memcpy(ctx->in, buf, len);

}

void MD5Final(unsigned char digest[16], struct MD5Context *ctx)
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unsigned count;

unsigned char *p;

count = (ctx->bits[0] >> 3) & 0x3F;
p = ctx->In + count;

*p++ = 0x80;

count = 64 - 1 - count;

if (count < 8) {
memset(p, 0, count);
byteReverse(ctx->in, 16);
MD5Transform(ctx->buf, (uint32 *) ctx->in);

memset(ctx->in, 0, 56);
} else {
memset(p, 0, count - 8);

}

byteReverse(ctx->in, 14);

((uint32 *) ctx->in)[14] = ctx->bits[0];
((uint32 *) ctx->in)[15] = ctx->bits[1];

MD5Transform(ctx->buf, (uint32 *) ctx->in);
byteReverse((unsigned char *) ctx->buf, 4);
memcpy(digest, ctx->buf, 16);

memset(ctx, 0, sizeof(ctx));

)

#ifndef ASM_MD5

#define F1(x,y,z) (z" (x & (y * 2)))
#define F2(x, y, z) Fl(z, x, y)
#define F3(x,y,z) (x "y " z)
#define F4(x, y, z) (y N (x | ~z2))

#ifdef _ PUREC__
#define MD5SSTEP(f, w, X, vy, z, data, s) \
(w+=f+ data, w=w<<s|w>>(32-s), w+=X)
#else
#define MDS5SSTEP(f, w, X, vy, z, data, s) \
(w+=1(x,y, z) + data, w=w<<s | w>>(32-s), w+=X)
#endif

void MD5Transform(uint32 buf[4], uint32 const in[16])
{

register uint32 a, b, c, d;

a = buf[0];
b =buf[1];
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¢ = bufl2];
d = buf[3];

#ifdef _ PUREC__
MD5STEP(F1(b,c,d), a, b, c, d, in[0] + 0xd76aa478L, 7);
MD5STEP(F1(a,b,c), d, a, b, ¢, in[1] + 0xe8c7b756L, 12);
MDS5STEP(F1(d,a,b), ¢, d, a, b, in[2] + 0x242070dbL, 17);
MDSSTEP(F1(c,d,a), b, c, d, a, in[3] + OxclbdceeeL, 22);
MD5STEP(F1(b,c,d), a, b, c, d, in[4] + 0xf57c0fafL., 7);
MD5STEP(F1(a,b,c), d, a, b, ¢, in[5] + 0x4787c62al., 12);
MD5STEP(F1(d,a,b), c, d, a, b, in[6] + 0xa8304613L, 17);
MD5STEP(F1(c,d,a), b, ¢, d, a, in[7] + 0xfd469501L, 22);
MDS5STEP(F1(b,c,d), a, b, ¢, d, in[8] + 0x698098d8L, 7);
MDS5STEP(F1(a,b,c), d, a, b, ¢, in[9] + 0x8b44f7afL, 12);
MDS5STEP(F1(d,a,b), c, d, a, b, in[10] + OxffffSbb1L, 17);
MDS5STEP(Fl1(c,d,a), b, c, d, a, in[11] + 0x895cd7beL, 22);
MDS5STEP(F1(b,c,d), a, b, ¢, d, in[12] + 0x6b901122L, 7);
MDS5STEP(F1(a,b,c), d, a, b, ¢, in[13] + 0xfd987193L, 12);
MDS5STEP(F1(d,a,b), c, d, a, b, in[14] + 0xa679438eL, 17);
MD5STEP(F1(c,d,a), b, ¢, d, a, in[15] + 0x49b40821L, 22);

MDS5STEP(F2(b,c,d), a, b, ¢, d, in[1] + 0xf61e2562L, 5);
MDSSTEP(F2(a,b,c), d, a, b, ¢, in[6] + 0xc040b340L, 9);
MDS5STEP(F2(d,a,b), ¢, d, a, b, in[11] + 0x265e5a51L, 14);
MD5STEP(F2(c,d,a), b, ¢, d, a, in[0] + Oxe9b6¢cT7aal., 20);
MDSSTEP(F2(b,c,d), a, b, ¢, d, in[5] + 0xd62f105dL, 5);
MDSSTEP(F2(a,b,c), d, a, b, ¢, in[10] + 0x02441453L, 9);
MDS5STEP(F2(d,a,b), ¢, d, a, b, in[15] + 0xd8ale681L, 14);
MDS5STEP(F2(c,d,a), b, ¢, d, a, in[4] + Oxe7d3fbc8L, 20);
MDS5STEP(F2(b,c,d), a, b, c, d, in[9] + 0x21elcde6bL, 5);
MDSSTEP(F2(a,b,c), d, a, b, ¢, in[14] + 0xc33707d6L, 9);
MDS5STEP(F2(d,a,b), ¢, d, a, b, in[3] + 0xf4d50d87L, 14);
MD5STEP(F2(c,d,a), b, ¢, d, a, in[8] + 0x455al4edL, 20);
MD5STEP(F2(b,c,d), a, b, ¢, d, in[13] + 0xa9e3e905L, 5);
MDS5STEP(F2(a,b,c), d, a, b, c, in[2] + Oxfcefa3f8L, 9);
MDS5STEP(F2(d,a,b), ¢, d, a, b, in[7] + 0x676f02d9L, 14);
MDS5STEP(F2(c,d,a), b, ¢, d, a, in[12] + 0x8d2a4c8alL, 20);

MDS5STEP(F3(b,c,d), a, b, ¢, d, in[5] + 0xfffa3942L, 4);
MD5STEP(F3(a,b,c), d, a, b, ¢, in[8] + 0x8771f681L, 11);
MDS5STEP(F3(d,a,b), ¢, d, a, b, in[11] + 0x6d9d6122L., 16);
MD5STEP(F3(c,d,a), b, ¢, d, a, in[14] + 0xfde5380cL, 23);
MD5STEP(F3(b,c,d), a, b, ¢, d, in[1] + Oxadbeead4L, 4);
MDSSTEP(F3(a,b,c), d, a, b, c, in[4] + Ox4bdecfa9L,, 11);
MD5STEP(F3(d,a,b), c, d, a, b, in[7] + 0xf6bb4b60L, 16);
MD5STEP(F3(c,d,a), b, ¢, d, a, in[10] + Oxbebfbc70L, 23);
MD5STEP(F3(b,c,d), a, b, ¢, d, in[13] + 0x289b7ec6L, 4);
MDSSTEP(F3(a,b,c), d, a, b, c, in[0] + Oxeaal27fal, 11);
MD5STEP(F3(d,a,b), c, d, a, b, in[3] + 0xd4ef3085L, 16);
MD5STEP(F3(c,d,a), b, ¢, d, a, in[6] + 0x04881d05L, 23);
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MDS5STEP(F3(b,c,d), a, b, ¢, d, in[9] + 0xd9d4d039L, 4);
MD5STEP(F3(a,b,c), d, a, b, ¢, in[12] + 0xe6db99e5L, 11);
MDSSTEP(F3(d,a,b), ¢, d, a, b, in[15] + Ox1fa27c¢f8L, 16);
MD5STEP(F3(c,d,a), b, ¢, d, a, in[2] + Oxc4ac5665L, 23);

MDS5STEP(F4(b,c,d), a, b, ¢, d, in[0] + 0xf4292244L, 6);
MDS5STEP(F4(a,b,c), d, a, b, ¢, in[7] + 0x432aff97L, 10);
MD5STEP(F4(d,a,b), ¢, d, a, b, in[14] + 0xab9423a7L, 15);
MD5STEP(F4(c,d,a), b, ¢, d, a, in[5] + 0xfc93a039L, 21);
MDSSTEP(F4(b,c,d), a, b, ¢, d, in[12] + 0x655b59¢3L, 6);
MD5STEP(F4(a,b,c), d, a, b, ¢, in[3] + 0x8f0ccc92L, 10);
MD5STEP(F4(d,a,b), c, d, a, b, in[10] + Oxffeff47dL, 15);
MDS5STEP(F4(c,d,a), b, c, d, a, in[1] + 0x85845dd1L, 21);
MD5STEP(F4(b,c,d), a, b, c, d, in[8] + 0x6fa87e4fL, 6);
MDS5STEP(F4(a,b,c), d, a, b, ¢, in[15] + Oxfe2ce6e0L, 10);
MD5STEP(F4(d,a,b), ¢, d, a, b, in[6] + 0xa3014314L, 15);
MDS5STEP(F4(c,d,a), b, c, d, a, in[13] + Ox4e0811alL, 21);
MD5STEP(F4(b,c,d), a, b, c, d, in[4] + 0xf7537e82L, 6);
MD5STEP(F4(a,b,c), d, a, b, ¢, in[11] + 0xbd3af235L, 10);
MD5STEP(F4(d,a,b), ¢, d, a, b, in[2] + 0x2ad7d2bbL, 15);
MDS5STEP(F4(c,d,a), b, c, d, a, in[9] + 0xeb86d391L, 21);
#else
MDS5STEP(F1, a, b, ¢, d, in[0] + 0xd76aa478, 7);
MDSSTEP(F1, d, a, b, ¢, in[1] + 0xe8c7b756, 12);
MDS5STEP(F1, ¢, d, a, b, in[2] + 0x242070db, 17);
MD5STEP(F1, b, ¢, d, a, in[3] + Oxclbdceee, 22);
MDS5STEP(F1, a, b, ¢, d, in[4] + 0xf57cOfaf, 7);
MDSSTEP(F1, d, a, b, ¢, in[5] + 0x4787c62a, 12);
MDS5STEP(F1, ¢, d, a, b, in[6] + 0xa8304613, 17);
MDSSTEP(F1, b, ¢, d, a, in[7] + 0xfd469501, 22);
MDS5STEP(F1, a, b, ¢, d, in[8] + 0x698098d8, 7);
MDS5STEP(F1, d, a, b, ¢, in[9] + 0x8b44f7af, 12);
MDSSTEP(F1, ¢, d, a, b, in[10] + 0xffff5bbl, 17);
MDS5STEP(F1, b, ¢, d, a, in[11] + 0x895cd7be, 22);
MDS5STEP(F1, a, b, ¢, d, in[12] + 0x6b901122, 7);
MDS5STEP(F1, d, a, b, ¢, in[13] + 0xfd987193, 12);
MDSSTEP(F1, ¢, d, a, b, in[14] + 0xa679438e, 17);
MDSSTEP(F1, b, ¢, d, a, in[15] + 0x49b40821, 22);

MDS5STEP(F2, a, b, ¢, d, in[1] + 0xf61e2562, 5);
MDSSTEP(F2, d, a, b, ¢, in[6] + 0xc040b340, 9);
MDSSTEP(F2, ¢, d, a, b, in[11] + 0x265e5a51, 14);
MDS5STEP(F2, b, ¢, d, a, in[0] + 0xe9b6¢c7aa, 20);
MDS5STEP(F2, a, b, ¢, d, in[5] + 0xd62f105d, 5);
MDS5STEP(F2, d, a, b, c, in[10] + 0x02441453, 9);
MDS5STEP(F2, ¢, d, a, b, in[15] + Oxd8ale681, 14);
MDSSTEP(F2, b, c, d, a, in[4] + 0xe7d3fbc8, 20);
MDSSTEP(F2, a, b, ¢, d, in[9] + 0x21elcdeb, 5);
MDS5STEP(F2, d, a, b, ¢, in[14] + 0xc33707d6, 9);
MDSSTEP(F2, ¢, d, a, b, in[3] + 0xf4d50d87, 14);
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MDS5STEP(F2, b, ¢, d, a, in[8] + 0x455al4ed, 20);
MDS5STEP(F2, a, b, ¢, d, in[13] + 0xa9e3e905, 5);
MDS5STEP(F2, d, a, b, ¢, in[2] + Oxfcefa3f8, 9);
MDS5STEP(F2, ¢, d, a, b, in[7] + 0x676f02d9, 14);
MDS5STEP(F2, b, ¢, d, a, in[12] + 0x8d2a4c8a, 20);

MDS5STEP(F3, a, b, ¢, d, in[5] + 0xfffa3942, 4);
MDS5STEP(F3, d, a, b, ¢, in[8] + 0x87711681, 11);
MDS5STEP(F3, ¢, d, a, b, in[11] + 0x6d9d6122, 16);
MDS5STEP(F3, b, ¢, d, a, in[14] + 0xfde5380c, 23);
MDS5STEP(F3, a, b, ¢, d, in[1] + Oxadbeead4, 4);
MDSSTEP(F3, d, a, b, ¢, in[4] + Ox4bdecfa9, 11);
MDS5STEP(F3, ¢, d, a, b, in[7] + 0xf6bb4b60, 16);
MDS5STEP(F3, b, ¢, d, a, in[10] + Oxbebfbc70, 23);
MDS5STEP(F3, a, b, ¢, d, in[13] + 0x289b7ec6, 4);
MDSSTEP(F3, d, a, b, ¢, in[0] + Oxeaal27fa, 11);
MDS5STEP(F3, ¢, d, a, b, in[3] + 0xd4ef3085, 16);
MD5STEP(F3, b, c, d, a, in[6] + 0x04881d05, 23);
MDS5STEP(F3, a, b, ¢, d, in[9] + 0xd9d4d039, 4);
MDS5STEP(F3, d, a, b, ¢, in[12] + 0xe6db99e5, 11);
MDS5STEP(F3, ¢, d, a, b, in[15] + Ox1fa27cf8, 16);
MDS5STEP(F3, b, ¢, d, a, in[2] + Oxc4ac5665, 23);

MDS5STEP(F4, a, b, ¢, d, in[0] + 0xf4292244, 6);
MDS5STEP(F4, d, a, b, c, in[7] + 0x432aff97, 10);
MD5STEP(F4, ¢, d, a, b, in[14] + Oxab9423a7, 15);
MDS5STEP(F4, b, ¢, d, a, in[5] + 0xfc93a039, 21);
MDS5STEP(F4, a, b, ¢, d, in[12] + 0x655b59¢3, 6);
MDS5STEP(F4, d, a, b, c, in[3] + 0x8f0ccc92, 10);
MDS5STEP(F4, c, d, a, b, in[10] + Oxffeff47d, 15);
MDS5STEP(F4, b, ¢, d, a, in[1] + 0x85845dd1, 21);
MDSSTEP(F4, a, b, ¢, d, in[8] + Ox6fa87e4f, 6);
MDS5STEP(F4, d, a, b, c, in[15] + Oxfe2ce6e0, 10);
MDS5STEP(F4, c, d, a, b, in[6] + 0xa3014314, 15);
MDS5STEP(F4, b, c, d, a, in[13] + 0x4e0811al, 21);
MDS5STEP(F4, a, b, ¢, d, in[4] + 0xf7537e82, 6);
MDS5STEP(F4, d, a, b, ¢, in[11] + Oxbd3af235, 10);
MDS5STEP(F4, ¢, d, a, b, in[2] + 0x2ad7d2bb, 15);
MDS5STEP(F4, b, ¢, d, a, in[9] + 0xeb86d391, 21);

#endif

}

buf[0] += a;
buf[1] += b;
buf[2] +=c;
buf[3] +=d;

#endif

static uint16 mul(register uint16 a, register uint16 b)
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register word32 p;

p = (word32) a *b;
if (p) {
b =lowl16(p);
a=p>>16;
return (b - a) + (b < a);
} else if (a) {
return 1 - a;
} else {
return 1 - b;
}
}
static uint16 mullnv(uint16 x)
{
uint16 t0, t1;
uintl6 q, y;

if (x<=1)
return X;
t1 = 0x10001L / x;
y = 0x10001L % x;
if (y==1)
return low16(1 - t1);
t0=1;
do {
q=x/y;
x=X%Yy;
t0 +=q * tl;
if x==1)
return tO;
q=y/x;
y=y %Xx;
tl +=q * t0;
} while (y !=1);
return low16(1 - t1);
}

static void ideaExpandKey(byte const *userkey, word16 * EK)
{

int 1, j;

for j=0;)<8;j++) {
EK{[j] = (userkey[0] << 8) + userkey[1];
userkey +=2;
}
for (i=0; j < IDEAKEYLEN; j++) {
1++;
EK[i+7]=EK[i & 7] << 91 EK[i+ | & 7] >>7;
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EK +=1 & 8;
1&=17,;
}
}

static void idealnvertKey(word16 const *EK, word16 DK[IDEAKEYLEN])
{

int 1;

uint16 t1, t2, t3;

word16 temp[IDEAKEYLEN];

word16 *p = temp + IDEAKEYLEN;

tl = mullnv(*EK++);
t2 = -“*EK++;

t3 = -*EK++;

*--p = mullnv(*EK++);
*-p=1t3;

*p=12;

*p=tl;

for (1 = 0; i < IDEAROUNDS - 1; i++) {
tl = *EK++;
*--p = *EK++;
*p=tl;

tl = mullnv(*EK++);
t2 = -*EK++;
t3 = -*EK++;
*--p = mullnv(*EK++);
*p=12;
*p=13;
*p=tl;
}
tl = *EK++;
*--p = *EK++;
*p=tl;

tl = mullnv(*EK++);
t2 = -*EK++;

t3 = -*EK++;

*--p = mullnv(*EK++);
*-p=13;

memcpy(DK, temp, sizeof(temp));
burn(temp);

#ifndef USE68ASM
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#define MUL(x,y) (x = mul(low16(x),y))
static void ideaCipher(byte const inbuf[8], byte outbuf[8],
word16 const *key)
{
register uint16 x1, x2, x3, x4, s2, s3;
word16 *in, *out;
int r = IDEAROUNDS;

in = (word16 *) inbuf;
x1 = *in++;
X2 = *in++;
X3 = *in++;
x4 = *in;
#ifndef HIGHFIRST
x1 =(x1>>8)1(x1 << 8);
X2 =(x2>>8) 1 (x2 << 8);
x3=(x3>>8)1(x3 << 8);
x4 = (x4 >> 8) | (x4 << 8);
#endif
do {
MUL(x1, *key++);
x2 += *key++;
x3 += *key++;
MUL(x4, *key++);

s3 =x3;

X3 A=x1;
MUL(x3, *key++);
s2 =x2;

x2 N=x4;

X2 += x3;
MUL(x2, *key++);
X3 +=x2;

x1 A=x2;
x4 N=x3;

X2 N=53;

X3 N=3g2;
} while (--r);
MUL(x1, *key++);
x3 += *key++;
X2 += *key++;
MUL(x4, *key);

out = (word16 *) outbuf;
#ifdef HIGHFIRST

*out++ = x1;

*out++ = x3;

*out++ = x2;
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*out = x4;
#else
x1 =lowl6(x1);
x2 =lowl6(x2);
x3 =low16(x3);
x4 = low16(x4);
*out++ = (x1 >> 8) | (x1 << 8);
*out++ = (x3 >> 8) | (x3 << 8);
*out++ = (x2 >> 8) | (x2 << 8);
*out = (x4 >> 8) | (x4 << 8);
#endif

}
#endif

void ideaCfbReinit(struct IdeaCfbContext *context, byte const *iv)
{
if (iv)
memcpy(context->iv, iv, 8);
else
fillO(context->iv, 8);
context->bufleft = 0;

}

void ideaCfblnit(struct IdeaCfbContext *context, byte const key[16])

{
ideaExpandKey(key, context->key);

ideaCfbReinit(context, 0);
}

void ideaCfbDestroy(struct IdeaCfbContext *context)
{

burn(*context);

}

void ideaCfbSync(struct IdeaCfbContext *context)

{
int bufleft = context->bufleft;

if (bufleft) {
memmove(context->iv + bufleft, context->iv, 8 - bufleft);
memcpy(context->iv, context->oldcipher + 8 - bufleft, bufleft);
context->bufleft = O;

void ideaCfbEncrypt(struct IdeaCfbContext *context, byte const *src,
byte * dest, int count)

{
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int bufleft = context->bufleft;
byte *bufptr = context->iv + 8 - bufleft;

if (count <= bufleft) {
context->bufleft = bufleft - count;
while (count--) {
*dest++ = *bufptr++ A= *src++;
}
return;
}
count -= bufleft;
while (bufleft--) {
*dest++ = (*bufptr++ A= *src++);
}
while (count > 8) {
bufptr = context->iv;
memcpy(context->oldcipher, bufptr, 8);
ideaCipher(bufptr, bufptr, context->key);

bufleft = 8;
count -= §;
do {

*dest++ = (*bufptr++ A= *src++);

} while (--bufleft);
}
bufptr = context->iv;
memcpy(context->oldcipher, bufptr, 8);
ideaCipher(bufptr, bufptr, context->key);
context->bufleft = 8 - count;
do {

*dest++ = (*bufptr++ A= *src++);
} while (--count);

)

void ideaCfbDecrypt(struct IdeaCfbContext *context, byte const *src,
byte * dest, int count)
{
int bufleft = context->bufleft;
static byte *bufptr;
byte t;

bufptr = context->iv + (8 - bufleft);
if (count <= bufleft) {
context->bufleft = bufleft - count;
while (count--) {
t = *bufptr;
*dest++ = t A (*bufptr++ = *src++);
}

return;
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}

count -= bufleft;

while (bufleft--) {
t = *bufptr;
*dest++ =t A (*bufptr++ = *src++);

}

while (count > 8) {
bufptr = context->iv;
memcpy(context->oldcipher, bufptr, 8);
ideaCipher(bufptr, bufptr, context->key);

bufleft = 8;
count -= §;
do {

t = *bufptr;

*dest++ = t A (*bufptr++ = *src++);

} while (--bufleft);
}
bufptr = context->iv;
memcpy(context->oldcipher, bufptr, 8);
ideaCipher(bufptr, bufptr, context->key);
context->bufleft = 8 - count;
do {

t = *bufptr;

*dest++ = t A (*bufptr++ = *src++);
} while (--count);

int idea_en_file(unsigned char *pw,unsigned char *str,unsigned int lenstr)

{

}

int status = 0;

byte textbuf[5000],ideakey[24];
struct IdeaCfbContext cfb;
memcpy(textbuf,str,lenstr);
mdstr(pw,ideakey);
ideaCfblInit(&cftb, ideakey);
ideaCfbSync(&ctb);
1deaCfbEncrypt(&ctb, textbuf, textbuf, lenstr);
ideaCfbDestroy(&ctb);
memcpy(str,textbuf,lenstr);
burn(textbuf);

return status;

int idea_de_file(unsigned char *pw,unsigned char *str,unsigned int lenstr)

{

int status = 0;

byte textbuf[5000],ideakey[16];
struct IdeaCfbContext cfb;
memcpy(textbuf,str,lenstr);
mdstr(pw,ideakey);
ideaCfblnit(&ctb, ideakey);
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ideaCfbDecrypt(&cfb, textbuf, textbuf, lenstr);
ideaCfbDestroy(&ctb);
memcpy(str,textbuf,lenstr);

burn(textbuf);

return status;
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PHU LUC:

LUGC PO IDEA
Phan nay s€ trinh bay luogc d6 bao vé dit lieu IDEA da dugc thiét k& thir nghiém trong mo hinh
bao vé CSDL. Phan nay chli yéu dé phuc vu cho viéc theo ddi chuong trinh duoc dé dang hon do
vay co so 1y thuyét sé khong duoc trinh bay & day.
1.Nhitng diém chinh
IDEA 1a phuong phdp ma khéi st dung 128 bit khéa dé ma khoi dit liéu 64 bit. IDEA duogc xay
dung nhim muc dich két hop vé6i nhiéu yéu t6 khic nhau dé tang do an toan va kha ning thuc
hién.
* Do an toan:
- Do dai cta khéi: khoi phai ¢6 do dai da dé chong lai cac phuong phdp phan tich thong ké va
ngéin viéc mot s6 khoi nao dé xuat hién nhiéu hon cdc khoi khiac. Mat khic su phic tap cta thuat
toan tang theo ham mi véi do dai khoi. Vi khoi c6 do dai 64 bit 1a da do an toan. Bén canh d6
viéc st dung ch€ do feedback s€ lam tang thém do an toan cua thuat toan.
- D6 dai khoa : Khéa phai du dai dé c6 thé chong lai phuong phap vét can khoa.
- Do phiic tap : Ban ma phai phu thudéc mot cach phic tap vao ban ré va khéa. Muc tiéu dat ra &
day la phai lam phic tap héa su phu thudc ctia bd0 mat thong ké cia ban ma vao ban r5. IDEA
dat dugc di€u nay nho viéc st dung 3 phép todn s€ trinh bay sau day.
- Su phan bé : IDEA da dat dugc viéc moi bit clia ban rd phai ¢6 anh hudng dén nhiéu bit cua
ban ma va moi bit khoa ciing tdc dong dén nhiéu bit cia ban ma. Diéu nay lam cho cau tric cua
ban ro s€ bi pha vo trong ban ma.
2.Cac phép toan su dung trong IDEA
- Phép XOR theo bit. Ky hieu 1a @

- Phép cong 2 s6 nguyén 1ay modulo 2'° (65536) véi dau vao va ddu ra 1a 2 s6 nguyén khong dau
16 bit. K hiéu 9.

- Phép nhan 2 s6 nguyén 1y modulo 2'° + 1 véi dau vao va diu ra 1a 2 s6 nguyén khong dau 16
bit. Qui udc 1a khai toan s6 0 biéu thi cho 2'°. Ky hiéu ®.

Ba phép toan nay thoéa man :

- Khong c6 2 phép toan nao théa man luat phan phoi:
a9(b®c)#(@9%b)®(a9c)

- Khong c6 2 phép toan nao thdéa man luat két hop:

a9(b®c)#(@a9%b)®c
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Viéc st dung két hop 3 phép toan nay tao ra mot su bién déi phic tap dit licu ddu vao 1am cho
viéc ma tham tré nén khé khan hon so véi viéc chi st dung mot phép toan don gian.

Trong IDEA su phan bo dugc tao ra dua trén khoi thuét toan cé cdu tric nhu hinh vé goi 1a ciu
tric MA (Multiplication/Addition).

‘ F, F,

R
|

\e

vG, VG,

Hinh I : Cau tric Multiplication/Addition (MA)

Khdi nay nhan 16 bit tir ban rd va 16 bit dugc 14y tir khda ra theo mot qui tic nao
do (16 bit nay duoc goi 1a subkey va qui tac 14y subkey tir khoa s€ duoc trinh bay &
sau) dé tao ra 16 bit diu ra. Mot chuong trinh kiém tra trén mdy tinh bang phuong
phép vét can xdc dinh rang moi bit & du ra phu thudc vao cédc bit 16 va bit subkey
dau vao. Ciu tric nay dugc st dung lap lai 8 1an trong thuat toan va tao nén mot su
phan bo ¢6 hiéu qua.

IDEA duoc xay dung sao cho viéc thuc hién n6é dugc dé dang ca trén phan cing va phan mém.
Viéc thuc hién trén phan cing, dién hinh 1a trén vi mach VLSI, dugc thiét k& dé€ dat dugc t6c do
cao. Viéc xay dung trén phan mém thi thuan tién va gia thanh thap.

- Nhitng diém chil yéu trong viéc xay dung phan mém:

+ Str dung nhitng khoi nho: nhitng phép toan ma thuc hién trén nhitng khoi ¢6 do dai 8, 16, 32 bit
phu hgp véi viéc xur Iy trén may tinh.

+ St dung thuat todn gian don: Phép todan ma dé dang trong lap trinh nhu phép cong, phép dich
chuyén (shift),...Ca 3 phép toan ctia IDEA déu thda man nhitng yéu ciu nay. Diém khé khin nhat
12 phép todn nhan modulo (2'° + 1) cling c6 thé xay dung dé dang tir nhitng phép todn sin co.

- Nhitng diém chu yéu trong viéc thuc hién trén phan ctng:
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+ Su tuong tu trong ma héa va giai ma: Ma héa va giai ma chi khac nhau trong viéc st dung khéa
va nhod d6 mot phuong tién c6 thé ding cho cd ma héa va gidi ma.

+ CAu trdc lap lai: Phuong phdp ma nén c6 cédu tric modul 14p lai dé cdc mach VLSI c6 thé thuc
hién dugc dé dang. IDEA dugc xay dung tir hai khoi modulo don gian va st dung lap lai nhiéu
lan.

3. Ma hoa va giai ma trong IDEA

64 bit o
| 128 bit khéa Z
sk
4—21
Modul 1 «— Tao subkey tu
¢W11¢W12 bVB ;;K]M Z6 —r
- 7, 16
Modul 2 ) {/ .............

¢W21¢W22 ysz yvm le Zl Z52

e s

Modul 8

Vg e g

Ham bién déi

N

48

N

Y, v, . Y. 52

\ A Y

!

64 bit ma

Hinh 2 : Cdu truc cua IDEA
a.Mda hoa:

Giong nhu cic so d6 ma héa khdc, ham ma héa c6 2 tham s6 & ddu vao la ban rd cAn ma va khoéa.
Trong tritong hgp nay 1a 64 bit 1o va 128 bit khoa.

Tir dau vao dén dau ra, céc bit 16 14n luot di qua 8 modul va mot ham bién ddi cudi cling. T4m
modul nay cé cdu tric giong nhau va thuc hién cac thao tic nhu nhau déi vé6i di liéu dau vao.
Mobi modul nhan 4 khéi 16 bit rd & dau vao cung véi cac subkey va dua ra 4 khoi 16 bit da duge
ma héa. Do d6 64 bit 16 s& dugc chia thanh 4 khoi nho goi 1a cac subblock, mdi subblock 1a 16
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bit. Cling véi cac subblock nay 1a 6 khai subkey ciing sé dugc dua vao tirng modul. Nhu vay thém
4 subkey cén thiét cho ham bién ddi cudi cling, ta cin tdng cong 52 khdi subkey cho mot 1an ma.

Tl Xz Tx X4
Y y
— % | [ 2
Z, 9] X Z,
RN yd
(—Iﬁ S
> 9
Y
X Zg
Y
(9]«
\ P ~Y
S, D
Y \/

 / ¢ \ J

WH le W13 W14

Hinh 3 : Cau tric mot modul
Nhu da trinh biy & trén, cdc modul c6 cau tric giong nhau va chi khac nhau & dit liéu dau vao.
Trir modul dau tién nhan 64 bit rd dua tir ngoai vao, cac modul ding sau s€ nhan 4 khoi subblock
16 bit dau ra cia modul ding trudc né lam cac bit rd dau vao. Trong qua trinh dau tién cdc modul
két hop 4 subblock véi 4 subkey bing céc phép todn 9 va ®. Bon khdi ddu ra cla qud trinh nay
XOR vé6i nhau nhu trong so d6 dé tao ra 2 khéi ddu vao cho ciu tric MA va ciu tric MA s& két
hop ching véi 2 subkey con lai dé tao ra 2 khdi 16 bit méi.

Cu6i cung, 4 khoi dugc tao ra tir qua trinh dau tién s€ duoc XOR véi 2 khoi dau ra cta céu trdc
MA dé tao ra 4 khoi dau ra ciia modul. Chi y 2 khéi ddu vao X, va X; ducc hodn déi cho nhau dé
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tao ra 2 khoi W, va W,; duoc dua ra ngoai. Diéu nay lam tang su hoa tron cua céc bit duge xur 1y
va tang kha nang chdng lai cac phuong phap ma tham.

Ham bién déi & cudi cung ta cling ¢6 thé coi nhu 1a mot modul thit 9. Him nay c6 céu tric giong
nhu céu tric da thuc hién trong qué trinh dau tién ciia mot modul chi khac 1a khai tha 2 va tha 3
& dau vao duoc déi chd cho nhau truée khi dugc dua t6i cac don vi phép todn. Thuc ra day chi Ia
viéc tra lai thit tw da bi d6i sau modul thit 8. Ly do cta viéc nay la su giong nhau vé cau tric cla
qua trinh giai ma qua trinh ma hoa.

W Wy, Wiz W
v v
Zy— l I Zs,
Zs; g ﬁ>§= Zs,
R
Y, Y, Y, Y,

Hinh 4 : Ham bién déi ciia IDEA

*Qui tic tao ra subkey:

Nhu trén da trinh bay, can thiét phai ¢6 52 khoi subkey 16 bit dugc tao ra tir 128 bit khda. Qui tic
tao nhu sau:

- 8 subkey dau tién, Z,...Z,, dugc 1ay truc ti€p tir khoa véi Z, 1a 16 bit dau (bit c6 trong s cao
nhat), Z, 1a 16 bit ti€p theo va cit ti€p tuc nhu vay.

- Sau d6 khoa dugc quay trai 25 bit va 8 subkey tiép theo dugc tao ra theo qui tic trén. Thao tac
nay duoc lap lai cho dén khi c6 du 52 khoi subkey.

Qui tac nay 1a mot phuong phap hiéu qua cho viéc da dang héa céc bit khéa dung cho cac modul.
Ta nhan thdy rdng nhitng subkey déu tién ding trong mdi modul st dung nhitng tap hop bit khac
nhau cua khéa. Néu nhu khoéa 128 bit dugc ky hiéu 1a Z[1..128] thi subkey dau tién clia 8 modul
s€ la:

Z,=7[1.16] Z,s=7[76.91]
Z,=7[97..112] Z., = Z[44..59]
7.3 =Z[90..105] 7, =7[37..52]
Z, = Z[83..98] 7. = Z[30..45]
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Nhu vay, 96 bit subkey stit dung cho méi modul, trir modul thit nhat va modul thi 8,
12 khong lién tuc. Do d6 khong ¢6 mot méi lien hé dich chuyén don gian nao giita
cac subkey ciia mot modul va giita cic modul v6i nhau. Nguyén nhan cé duoc két
qua nay la viéc chi cé 6 khoi subkey dugc st dung trong khi ¢6 8 khoi subkey duge
tao ra trong mdi l1an dich chuyén khéa.

b.Giai md

Qua trinh gidi ma vé co ban giong qud trinh ma héa. Giai ma nhan ban ma & dau vao va ciing di
qua nhitng cdu tric nhu & trén, chi khdc & su lua chon cdc subkey. Cdc subkey dé giai ma U,
U,,...Us, nhan duoc tir khéa ma theo qui tic sau:

- Doi v6i modul giai ma i ta ldy 4 subkey d4u cia modul ma héa thit (10-i), & day ham bién déi
dugc coi nhu modul thit 9. Sau d6 1ay nhan ddo modulo (2'° + 1) clia subkey thd 1 va tha 4 dé
dung cho subkey giai ma tha 1 va thit 4 twong Gng. Da6i v6i cac modul tir thi 2 dén thia 8, subkey
gidi ma thit 2 va thit 3 12 cong ddo modulo 2'° ciia subkey thit 3 va thit 2 tuong ting. D6i véi cc
modul thit 1 va thit 9, subkey gidi ma thit 2 va thit 3 1a cong dado modulo 2'° clia subkey thit 2 va
thur 3 twong tng.

- B6i v6i 8 modul dau tién, 2 subkey cudi cia modul 7 1a 2 subkey cu6i cuia modul ma héa tha (9

- D).
O day nhan ddo Z;' ciia Z, 1a phén tir nghich ddo ciia Z; d6i v6i phép todn nhan tic:
Z ® 7/'=1

Vi 2' + 1 1a mot s6 nguyén t6 nén méi s6 nguyén Z; < 2'° ¢6 mot s6 nhan dao modulo (2'° +1)
duy nhat.

V6i cong ddo modulo 2'° thi:

Hinh v& sau thé hién qud trinh ma héa (theo chiéu di xudng bén trdi) va qua trinh
giai ma (chi€u di 1én bén phai) cta thuat toan IDEA.

X, X, X, X, X, X, X, X,
R tt 1
- Bién déi 7.7, 6 Bién do1 ddura |«— Uy,...Us,
E LI” ¢112 $‘3 1‘4 TVm Nxz 83 ?84
= M3 héa 77, o Mai héa <« U, Ug
‘Wn {'VVQ v 13 ;;NM E tISI Tlgz I‘3 1¢4
P v P [ =|| RBenddi e U U



Mbi modul duoc chia thanh 2 khéi nho : khéi bién déi va khoi ma héa. Khéi bién déi tuong ting
vGi qud trinh dau tién trong mdi modul, con khéi ma héa tuong Gng véi cac qué trinh con lai. O
phia cu6i ctia so do, bén ma hda ta nhan duoc cdc moi quan hé sau giita ddu ra va dau vao cua
ham bién déi:

Y, =Wy ®Z, Y; =Wy, 97,

Y, =Wy 97Zs, Y, =Wy ®Zs,

Tai khoi bién déi ciia modul thit nhat trong qud trinh gidi ma, diu ra va diu vio c6 moi quan hé
sau:

J,. =Y, ®U, J; =Y;90,
J, =Y,90, Ju. =Y, ®U,
Ta co:
Ju =Y, ®Zy' =W, ®Z,,QZ,," =Wy,
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Jio =Y,9-Zsg= W3 9759 -Zsy =Wy,
Ji3 =Y39-7Z5 =W, 9749 -Z5, = Wy,

Ju =Y, ®Zs =Wy ® Zy® Zsy ' = Wy

Nhu vay, két qua thu dugc sau khoi bién doi thi nhat ctia qud trinh gidi ma
chinh la di liéu r6 dua vao kh6i ma hda cudi cung ctia qua trinh ma hoéa chi
khac 12 khoi dit liéu thit 2 va khoéi dit liéu thit 3 da d6i chd cho nhau. Bay gio
ta s€ xét dén mai quan hé thu duoc theo so d6 711:

Wi =15 9 MAR(Lg, 9 Ly, L5, 9 Ly )

W, =1 9 MAR(Lg, 9 I, 15,9 Iy )
Wi =15 9 MAR(g, 9 Ly, 14,9 Ly )
W, =1 9 MAg(Ig, 9 Lgs, I, 9 L, )

trong d6 MAR(X,Y) 1a diu ra phia bén phai con MA, (X,Y) la dau ra phia bén trai cua cau
tric MA trong hinh 79 khi dau vao la X va Y. Va:

V,, =1, 9MAJ,, 97,5, 7,97,,)
=Wy, 9 MAL(W;, 9 Wy, Wy 9 Wy, )
=1, 9 MA (5, 9 Iy, I, 9 1, ) 9
MA[I, 9MA (I 91,5, I, 91, ) 91 OMA (I, 91, I 9L, ),
I,9MA, (I5, 91, I, 9L,) 91, 9MA, (I, 91, I, 9 I, )]
= I, 9MA (I 9L, L, 91,) OMA (I, 9,5, I, 9 I, )
= ISI

Tuong tu ta co:

V=1
Vis= I
V= IS4

Nhu vay, két qua thu duoc sau khoi ma héa thit nhat ctia qua trinh giai ma lai
1a dit liéu dua vao khoi bién ddi clia modul cudi cliing ciia qud trinh ma héa
chi khdc 1a khoi dit liéu thit 2 va khoi dit liéu thit 3 da doi chd cho nhau. Ci
nhu vay, ta s€ thu duogc:

V=1
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V=1

V=1,

V=1,
Vi ham bién d6i cu6i cling clia qud trinh giai ma ciling giong nhu khoi bién
déi trong modul dau tién clia qud trinh ma héa chi khdc 1a c6 déi chd cua
khéi dit liéu thit 2 va khoi dit liéu tht 3 nén ta ¢6 ban rd thu duge sau giai ma
giong ban rd dua vao ma hoa.
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