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Trong phan nay chuing toi s& gidi thiéu san phdm hé thong CA thir nghiém tai Tong
cuc thu€ cua dé tai & dang cdc mau thir sit dung muc tiéu an toan trong thuong mai
dién tir. Ung tng dung nay duogc phat trién trén co s& 1y thuyét di duoc trinh bdy trong
phan 1y thuyét chung. Vi day chi 1a nhitng mau thir, nén khi ap dung vao thuc t€ can
c6 nhing thay ddi vé tham s6 dé ddm bdo su an toan khi st dung. Tuy theo nhu cau
cu thé ma chiing ta s& st dung nhitng tham s6 phu hop trong ting dung nay.
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HE THONG CA THU NGHIEM TAI TONG CUC THUE

Muc tiéu: Cung cap cho téng cuc thué mot hé théng quan 1y va cap phat chitng chi dién tir theo
chuédn X509 v3 phuc vu cho viéc thir nghiém ké khai thu€ ctia cdc doanh nghiép qua mang.



MO HINH QUAN LY VA CAP PHAT CHUNG CHI

I. MO HINH HOAT PONG

Hé thong CA hoat dong theo mo hinh sau:

CA Server

Switch

Router

RAServer

Modem

I

Doanh nghiép

LDAPServer

Modem

Dang ky tu xa

v

Doanh nghiép




Trong do:

CAServer la thanh phan quan trong nhat trong hé thong. N6 dugc cai dat phan mém CA va luu
giit khod riéng cua CA. Chinh vi vay, can phai dam bao an toan tuyét d6i cho CAServer.

RAServer cai dat chuong trinh quéan 1y c4c diang ky va céc chiing chi. RAServer thuc hién kiém
tra cac yéu cau dang ky ching chi, chiap nhan hoac huy bo cac yéu ciu dang ky chiing chi trude khi
ching dugc CA ky, dong thoi gli ching chi da duge CA phat hanh xu6ng cac diém dang ky tir xa dé
chuyén cho doanh nghiép, hoic ciing c6 thé chuyén truc ti€p cho doanh nghiép.

LDAP Server 1a mot may cht chia tat ca cac ching chi da dugc phat hanh, cho phép cac doanh
nghiép sit dung dich vu thu muc dé tra cttu thong tin vé c4c chiing chi.

Piém dang Ky tir xa c6 nhiém vu kiém tra thong tin diang ky (chang han nhu xin cdp mdi, huy
bo, hodc cdp lai chiing chi) clia doanh nghiép va ky xdc nhan trude khi chuyén cho RAServer. Tat ca
qud trinh truyén thong giita RAServer va diém ding ky tir xa dugc thuc hién thong qua nhitng phién
lién lac an toan.

* PE thi€t 1ap mang cap phat ching chi, cdc di€ém dang ky tir xa duoc thiét 1ap trudc va dugc cap
ching chi trong qua trinh thiét 1ap mang cap phat. Khoa cong khai cua CA va khoa riéng clia cac
diém dang ky tir xa dugc CA cip theo mot kénh an toan.

II. CHU TRINH CAP PHAT CHUNG CHI

Khi mot doanh nghiép mudn dang ky mot ching chi, doanh nghiép dén gap nguoi quan tri tai
diém dang ky tir xa hodc ngudi quén tri RAServer, dua ra yéu ciu va dién cdc thong tin can thiét
ching han tén, s6 chitng minh thu, dia chi thu dién ti, kich thuée khod yéu ciu, ... theo mot miu
dang ky. Khi xdc minh thong tin, néu thong tin khong chinh xdc nguoi quan tri yéu cdu doanh
nghiép dién lai, nguoc lai néu thong tin chinh xac, yéu ciu s& dugc nhap vao co so dit liu dé quan
1y, déng thoi chuyén cho RAServer. Sau khi nhan va kiém tra yéu cdu, ngudi quan tri trén RAServer
s& chuyén yéu cau cho CAServer theo mot kénh an toan.

Tai CAServer, cdc yéu cau vé chiing chi duoc nhap vao. Néu thong tin dang ky 1a hop I¢,
CAServer s€ sinh cap khod va tao chiing chi cho doanh nghiép véi khoda cong khai vira tao. Cac
ching chi dugc CAServer chuyén cho RAServer theo mot kénh an toan. RAServer s& chuyén chiing
chi cho doanh nghiép, dong thdi ciing chuyén ching vao LDAP Server dé cac doanh nghiép khic c6
thé tra ciu.

Chiing chi, kho4 riéng ctia doanh nghiép va khoa cong khai ctia CA dugc RAServer chuyén truc
ti€p cho doanh nghiép, hodc chuyén cho diém ding ky tir xa (noi doanh nghiép dén dang ky) thong
qua phién lién lac an toan, sau d6 doanh nghiép dén diém diang ky tir xa dé nhan truc ti€p. Doanh
nghiép c6 thé luu ching chi trong mdy tinh ctia minh va luu khoa riéng trong cdc thiét bi ngoai an
toan (chang han nhu smart card, dia mém ...).



A.TO CHUC CAP PHAT CHUNG CHI TAI CAC CUC THUE
QUI TRINH CAP PHAT CHUNG CHi

1. KHOI PONG CHUONG TRINH
biém dang ky dia phuong chay chuong trinh dang ky ching chi (RAClient) bang cdch vao
Start-> Program -> KC01-05 RAClient -> Pang ky ching chi.

Moéi 1an chay, chuong trinh déu yéu cdu nhap mat khau diang nhap.

A Piing nhap he IR s M=
Tén ddng nhap: I] B¥ing nhip I
At khduw: | EKeod I

Thodt I He thans guan Iy chimes ek
| si1z2/03 | 5:05 AM

Hinh 1: Man hinh ddng nhdp hé thong

user name va mat khau mac dinh 1a "admin". Sau d6 ngudi quan tri hé thong c6 thé ciu hinh

lai dé thay doi.

Chirong trinh quan Iy cic dans k¥ chirng chi [RA Client]
e ddey  EiSsis  Cou ek Ty gt

= g
Pang k¥ cip mdi| Bang k§ huy bo T Yl Eald
Quan ¥ ¥eu cdu chitng chi Hé théng dang k¥ dia phuong

Céac chite ning

[-1 Céc yéu cau vé chirng chi

=-E=] Chirng chi mai
----- [ Cic yeuchuchrky | [ESDIICACTEUCaUN

----- £59 Céc yéu cau di gid . ,
2€ ysucance 3 B2 Tao lai CSDL céc yéu ciu

----- I Céc yéu cdu 48 xod

E-f£} Sira ddi chitng chi

----- (3 Clc yeu cau chrky or | [CHEJEM Cau CHEHG CHil]
----- F=] Cdc yéu cau &8 gl
[} Céc yéu ciu dd xod
=-d Cap lai chirng chi
----- 57 Céc y&u ciu ch¥ kg nk
----- = Céc yéu cau dd gl
----- [3 Céc y&u cidu dF xod
=-[3 Hu¥ bd chitng chi
----- #£7 Céc y&u ciu chiy ky nt

----- Q Cicyevcindagti | [ENNIDEIGHOICHONEUICAUN

----- & Céc yeu cdu dd xod . }
@ Mi bod cde yéu cau ching cha

Ba ¥ chims chimdi
Biéing loy sita ddichimg chi
Béing by cap lai chitng ekl
Ering loy buy chitng chi

Oooo

8 Taochitky dign

<] | B

I Churong trinh guén 1§ cdce ddng ky ching chi [RAClient]

Hinh 2: Chuong trinh quan ly ddng ky tai RAClient

2. PANG KY CHUNG CHI



Trinh tu dang ky va cép phat ching chi cho nguoi ding dugc thuc hién nhu sau:

Ngudi dung dén gip ngudi quan tri tai diém dang ky dia phuong xin diang ky chitng chi va
dién cac thong tin can thiét vao mau dang ky. Sau khi ngudi ding diang ky chiing chi va dién cic
thong tin can thiét, ngudi quan tri tai diém diang ky dia phuong x4c minh lai cdc thong tin. Néu
thong tin nao chua chinh xdc thi yéu ciu nguoi dung dang ky lai, néu cac thong tin la chinh xac thi
vao chuong trinh quéan 1y cdc dang ky danh cho cac RAClient, chon muc "Pang ky chitng chi méi"

va dién céc thong tin cia ngudi ding vao Form dang ky roi chon " Tiép tuc"



-~ Théng tn ding loy
Ho va 8o |Ngu_l,len Hong dinh

Blia chi thi dign 1 |honganhEvnnvn

Ten phong, ban: [Hs Noi =
Ten t& chifc: |KED‘I |
[

Eich thirse khod: |2D4e

Sif:ld.l.ﬂ.h. daﬂ.h.l:P]I:r: I xxxxxxxxx
N]:I.;iplalpl-[‘q': I xxxxxxxx :1
Tigp tuc Huy bé |

FATA03 | 10:29 FM

Hinh 3: Man hinh nhdp thong tin ddang ky chiing chi moi

Ngudi quan tri kiém tra lai cdc thong tin dd nhap, néu chua ding thi chon "Huy bo" dé vé
Form nhap dit liéu ban dau stta déi lai, néu ding thi chon "Chap nhan" dé dua yéu ciu vao CSDL
cho ky nhan va gui di.

B2 X¥ac nhin lai théng tin diang k¥ chirng chi M= 3 |

~Théng on déng loy

Ho va t8n: Mgupen Hong Ak
Era chi thut dign o: honganh@enn v
Tén phing, ban; HaMoi
Tén t& chrte: KEOT
Kich thitdc kchos: 2048
S5 dinh danh(FTN: 123456789

Chip nhin

FAFA03 | 10:42 P

Hinh 4: Man hinh xdc nhdn lai thong tin ddng ky da nhdp

3. KY NHAN VA GUI YEU CAU



Dé yéu cdu c¢6 thé chuyén sang CA ky tao ching chi thi truéc d6 yéu cdu phai duoc ky nhan
boi cdc RAClient Cuc thu€ va giii 1én RAServer Téng cuc. Ngudi quan tri tai RAClient Cuc thu€
thuc hién viéc nay bang cdch chon muc "Céc yéu cau cho ky" trong phan "Ching chi méi" dé

xem danh sach céc yéu cdu cip chitng chi dang chd ky nhan, chon cic yéu cdu s& ky nhan dé gt di.

10



Chuong trinh quan Iy cic dang k¥ chirng chi
He théng Hignthi Ciuhbinh  Trg gidp
E- g = =] 7 [

BE¥ing ko ciip mdi| B¥ing kv huy bd Gl ¥&u céu In ¥&u céu Hod y&u ciu 35 dia chi

QuAn LY yeu cdu chifng chi Hé thong dang k¥ ching chi

-1 Cdc yéu cau vé chirng chi
=-BEd Ching chimsi Check | 56 hiéu yéu ciu Tén nzuoi dang ki S& dinh danh

""" &3Cacyeactuchaly b ] 26642 ] NguyenHongAnh 1 123456789 |
-] Céc yéucau d8 g

----- I Céc yéu ciu 43 xoad
=} Sfra ddi chirng chi

----- (T Céc yéu cdu chi by nt
----- F= Cédc yéu cau dd gid

----- [ Céc yéu cidu d4 xod
=l Cap lai chirns <hi

----- £} Céc yéu cdu chiv ky nt all | =

----- = CAc yéu can dF g

..... E Cic yéu cidu 43 xod Cac trudng trong yéu ciu I G4 tri cha cic trudng 1=

=-[[@ Hu¥ bé chirng chi EAS6 hiéu ¥éu cdu 26642

..... é Céc yéu cau chi kof nt A Tén ngusi dang ky Nguyen Hong Anh

{7 Céc yéu cdu d3 gid BASd dinh danh ca nhan 123456789

_____ B Cic yau cdu da xo4 E<4 Fria chi Email honganh@wnn.vn
EATén phong, ban Ha Noi
BA Tén ta chifc K01 b
A Kich thudgc khoa 2048 -
| I &l

1 I =l

Hilr 1y cdc veu ciu dang ché ky, d& gil hedic 38 xod

Hinh 5: RAClient xem va chon cdc yéu cdu dé gui di

Sau khi chon cédc yéu cdu, RAClient chon chiic ning "G yéu cau" trén thanh cong cu va
chon nit "Tiép tuc" dé xdc nhan viéc g cdc yéu cau. Khi d6 cdc yéu cdu duoc chon s& dugc ma

hod va ky nhan bai RAClient.

Gl yévu cav chirng chi

~ Théng bao

Ban o6 chic 13 rmudn giri cdc yéu cdu ny di khong?

Tl e Huy bé |

511403 | 11:54 PM

Hinh 6: Xdc nhdn lai viéc giti cdc yéu cdu chiing chi

4. NHAN YEU CAU CHUNG CHI
Trén RAServer, nguoi quan tri chay chuong trinh quéan 1y cdc dang ky bang ciach vao Start->
Program -> KC01-05 RAServer-> Quan ly dang ky chirng chi va ding nhap v6i user name va

mat khdu méc dinh 12 "admin".
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Chwong trinh quan Iy cic ding k¥ chirng chi [RA Server]

IIe thong Dang ky Ihsnthi Cgubinh Tog gidp

== g L= = [E2] 5
Xudt cdc yéu ciu Béng oy Nhan yéu ciu Tt y e e e ye call S& dia chi Tim ldgm
Quan I¥ yeu edu chifng chi Hé¢ thong dang k¥ chirng chi
] Cac yéu cau vé chirng chi (Che cliuite s

=-E=] Chirng chimai - . -
L[ Céc yéu céu d3 kf nhe CSDL cac ¥éu cau
?: Céc yéu cau di gl
] Céc yeu cdu 83 xod
=27 Sira ddi chirng chi — . .
{23 Céc yéu cdu d& kof nké Cic yeéu cau chirng chi
FH Céc yéu cau 43 gl
-3 Cac yéu cau 43 xod

= Tao lai CSDL. cdc yéu ciu

1 B ¥ chutng chi me

=B Cap lai chitng chi () Déng ky sim dSiching chi
-~} Céc yéu ciu d3 ky nhs ]
%5 Cdc yéu cau di gl 0O = ¥ cAp lai ching chi
[ 3 Cée yeu ciu 82 xo (1 Dng koj huy chiig chi

I'—_'IS Huy bo chirng chi
-~} Céc yéu cdu 43 k§ nhe

An toan cho cic yéu cau

& Céc y&u cdu d3 xod . B
@ Mi hod cdc yeu cdu chimg chi

B Taochitky dign tr

| |

I Chucng trinh quén 1y cac déing loy chirng chi [FASerer]

Hinh 7: Chuong trinh quan ly ddng ky trén RAServer

Pé nhan cdc yéu cau tir cic RAClient, ngudi quan tri chon chiic ning "Nhan yéu cau" trén
thanh cong cu.

MNhan cic yéu can
MNhip chirng chi mai

~Zhon File
File chitng chi: || Chon File
File khow rigng: I Chon File
Ehudn dang FEICE12: I Chon File

i

[ CiEprE |

720/03 | 1035FM

Y
=
i,
o
D

Khi d6 cic yeu ittt Cheadgle sisies shpmad e odi a3 ¥Rnat vao CSDL tren
RAServer.

Prang nhan cidc y&u cau

Tigp tuc TR Y be ]

5/13/03 | 5:04 AM



5. XUAT YEU CAU VA TAO CHUNG CHI

Sau khi cdc dang ky cap chiing chi da dugc nhan vé, ngudi quan tri trén RAServer xem lai cdc
dang ky bang cach chon muc "Cac yéu cau da ky nhan" trong phin "Chiing chi méi", chon cic
dang ky sau d6 chon chiic niang "Xudt cdc yéu cau" trén thanh cong cu va chon thiét bi luu trit dé
xuét cdc yéu cau la dia mém.

Chirong trinh quan If cidc ding k¥ chirng chi [RA Server]
He thérng Péng oy Hienthi Cauhinh  Trg gidp

2= & = = 5
Xudt cdc ¥&u cau Diang oy Nhian yéu cau In yéu cau HioE yei call S& dda chi Tim kdsim
Quan I¥ yeu cdu chitng chi Hé thong dang k¥ ching chi

] Cic yéu cau vé chirng chi
2-E= Chirng chi msi

(3 Cdoyéucdu di by nban KC01 RAServer S sisesen ]
= Céc yeu clu dF gir 20428 RA Client HN 1234567390

B Cde yeu cdu dF xod 25668 RAClient HP 123456789

=8 Efl' Sira doi chirng chi 16413 RA Client TFELCM 1234567890
{3 Céc y&u cdu dF ky nhan

FF] Cde y8u ciu 0% gl
@ Cde yeu cdu dF xod KN I —
=& Cap lai ching chi

@y Céc yéu cdu d4 kof nhan

Sd hiéu yeu cau Tén ngudi dang ky So dmh danh

= Cac yéu cau dd gl

E Céc y&u ciu d¥ xob Cac trusng trong ¥éu ciu 34 tri cila cic trusng 11—
& 3 Huy bé chirng chi B 56 hiéu yéu cau 22103
iz ééc ) Cégu 43 kg nban & Ho tén ngusi dang ki KC01 RAServer
3 Ca )'“ P ' B4 S dinh danh ¢4 nhan 1234567890
ac yeu cz}u a8 A Bria chi Email raserver@kc(1.¥n
H E C = = = d~ = 2
""" ac yencauda xoa 54 Tén phéng ban Ha Noi P
EATén td chic ol
Tinb thanie Lo A -
< | [

I Hir l¥ cdc yeu cdu dang chd kv, 43 gl hodic 38 xoa

Hinh 10: Xem va xudt cdc yéu cdau sang CA

Khi d6 cac diang ky ching chi s& dugc chuyén vao thu muc requests trén dia mém.
6. NHAP CAC YEU CAU PANG KY CHUNG CHi

Vao trang Web cua CA bing cdch khdéi dong Netscape, nhap dia chi Web c¢6 dang:
https://tén_may (hoac dia chi IP)/tén trang Web CA/ . Vi du: https:/linux/ca/ hoic
https://10.64.0.251/ca/

Man hinh CA c6 dang:

<A Co guan chung thuc - Microsoft Internet Explorer
| File Edir View Favories Tools Help |

«,#-@@‘@@@@'

Bacl: Biorsame Stop Refresh Home Search Fawvorites History Mlail Frint
| Address [&7 brtpe:4200.1.1 34a/ | @Go ||Linis >




Cho dia mém vao 6 A, trén trang Web ctia CA chon muc "Nhap cac yéu cau" trong phin
"Yéu cau chiing chi"
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quan chung thuc - B
J Fil= Edit ¥iew Fawvorites Tools Help |

j@-#-@ﬁ‘@&@%-%

Bacle B Stop Refresh Home Search Favorites History Mail Print

| Address |1 hups:200.1.1.90/ca/ ~| ®Go ||Links >

Pang nhap cac yéu cau chung chi

(Chi tigt cia gug trinh ddc chi ra dai d&y)

Mh&p céc y&u cau ...
opRAServerl1_KCO01_RAServer~22103_DATE12-5-2003_req
opRAServerl1_RAClent_HN~20428_ DATE12-5-2002_req
opRAServerl1_RAClent HP~258582_DATE12-5-2002_req
opRAServer01_RAClient TPHCM~18413_DATE12-5-2003_req

Copyright 2002 by (ou=TEST, 0=KC01, c="IM)

[ 2 @ Inewmet
Hinh 12: Nhdp cdc yéu cdau vao CA

7. XEM CAC YEU CAU CAP CHUNG CHI PA NHAP

Chon muc "Cac yéu cau cho ky" trong phan "Yeéu cau chitng chi", chuong trinh cho phép
xem danh sdch céc yéu cdu cap chiing chi dang cho CA chap nhan.

quan chung thue - B t Internet Exp
| File EBdit Yiew Favories ZTools Help |
=, D Fal Se] o B~ =
Baclk Bormrand Stop Refresh Home Search Favorites HHistory Mail Print
| Address [&) hrps:200.1.1.90/ca/ ~] @G0 || Links >

D& day & danh siach cac véu cidu cap chang chidang ché CA chip
nhan.

Danh sdach nay doc cap nhat vac 16s Fri May 16 10:45:53 ICT 2003,
R.AOQ1 RAGClient HMN 20422 2002/0418 (10:28:20)
RAQ1 RAC|ient HP 25553 2003/04/18 (10:25:20)
RAG1 RAClient TPHCM 164132 200304416 (10:36:20)
RAQ1 KZ01 RASemwer 29102 2003/0418 (10:236:20)
Copyright 2002 by (ou=TEST, o=KC01, c=W%N) .
58 [ Inermet

Hinh 13: Cdc yéu cdu cdp chitng chi cho ky

8. TAO CHUNG CHI
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Chon yéu céu cén tao chiing chi trong danh séch cdc yéu cau chd ky, kiém tra thong tin dang
ky. Néu thong tin chua chinh xdc, CA ¢6 thé xod bo yéu cdu. Néu thong tin 1a chinh xédc, CA chap
nhan yéu cau dé sinh cip kho4 va chitng chi cho ngudi ding.

16



quan chung thuc - Micr Internet Explorer

Edit Wiew Fawvorites Tools Help |
- D ‘ = | o= ‘ == —@
Baclc NEl pei e Srop Refiresh Home Search Fawvordres Fhisrory MTail Frinmr
| Address [£] hips:4200.1.1 90/car = &Go |[Tanks

K01 RAServer
Pria chith diegn to: raserver@kc01.vn

Ho wa tén:

Téen phong, ban: Ha MNaoi
Tén 3 chirc, co quan: KO
Tén nac: W
So hiéu coa yéeu cau: 229103
So dinh danh (PIN): 1234557290
Mgay ticp nhan: 12-5-Z2003
Kich thdoc khoa: Z042

¥eéeu cau nay di doc tigp nhan bai RAClent cé s5 hiegu: RAServer01

S dung nat nay d€ chap
nhin yéu ciu wva taoc ching Cha'p nhan yweu cdu |
chii.

Sir dung nit Nay d€ xoi bo

_ N =od bd weu cau I
wEL cALl

¢

[ = [ Inrermet

Hinh 14: Xem thong tin ddng ky trudc khi tao chiing chi

Co quan chung thuc - Microsoft Internet Explorer

Eile

Edit “iew Favortes Tools Help

| addiess [&7 repcrr2001.1 900020

cAc cHUNG CHi BA PHAT HANH
Dai J&y & danh sdch céc chiimg chi d8 phat hanh, BE xem théang tin
chi tigt cda mat chiing chi ban chi cdn nhay chudt vao s8 higu cla
chirng chi da.

Danh sach nay dodc cidp nhat vao |de Sun Jul 20 18:23:50 ICT 2003,

RACHT hatay@netnar.vn Walid
ﬁ HaiFhong haiphong@netnam.vn  Yalid -
14 Tran Yan An tramvanani@yahoo.com Yalid
15 WA, SO MMIMTISNCS, SO v h Rewvokad
19 RA Hai Duong haiducng@rnetnam.vn  Rewoked
1A Kiem tra lai LSS M@ nm.wn Revoked
NS Nemermrmre s eeem s B P [ — =
[ e Intemet

Hinh 15: Cdc chiing chi dd phdt hanh

9. XUAT CHUNG CHI

Sau khi dugc tao ra trén CA cdc ching chi phai dugc xuat ra thiét bi luu trit dé dua vao
RAServer va LDAPServer. Thuc hién xuét céc chitng chi bang cich cho dia vao 6 mém, chon muc
"Xuat cac ching chi" trén man man hinh CA. Khi d6 cdc ching chi s& dugc dua vao thu muc
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certificates trén dia mém, khod riéng duoc dua vao thu muc keys, cac ching chi & khuon dang
PKCS12 duoc dua vao thu muc pkes12 trén dia mém.

10. PUA CHUNG CHI VAO LDAPSERVER

Vao trang Web quan tri LDAPServer biang cach khoi dong Netscape, nhap dia chi Web ¢6
dang:  https:/tén_may (hoac dia chi IP)/tén trang Web quan tri LDAP/ . Vi du:
https://hanoi/ldapadmin/ hoac https://10.64.0.252/ldapadmin
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23} Co quan dang ky chung chi - Microsoft Internet Explorer

Fil= Edit  View Fawvorites  Tools Help |
T R < | ral | B [z @ || By &= o
Back Fariard Stop  Fefresh  Home | Search Fawvorites  History Mail Print Edit
| Address [ hup://2001.1.30/1dapadmiry =l @6a

Server nay chi dde diung b&i cac RAD (Registration Authorities
COperators). Nhitng ngdi dde phép truy nhap vao trang nay bi kidm
duyét b3S

« Ching chi hdp I8(KR3ng bi huy hodc bi treo).
o OlL{Organizational Unith hap &,
Cac bidn phap an toan khéac d8u doc khuy&n khich a7 dung. Xin

chil ¥ rng may tinh nay phai dattai ndi ¢ mic an toan it caoc 48
ché&ng céc truy Nnhap trai phép.

Copyright 2002 by [ o=k 01, o= M)

lililﬂ Internet
Hinh 16: Trang Web qudn tri LDAPServer

Pua dia mém chita cdc ching chi vira xuat tir CA vao 6 mém ctia LDAPserver, chon chiic ning

3 Co quan dang ky chung chi - Microsoft Internet Explorer

Eil=e  Edit

Faworites

Wi

"Nhap cac chimg chi méi", chon ti€p chic nang "Xuat chitng chi ra LDA". Khi d6 cic ching
chi s& dugc dua 1én LDAP Server dé moi nguoi c¢6 thé tim ki€m va download vé.

S = @ [ ny | A Gl S B & m
Back Eorward Stop Refresh Harme Search Favorites  Histary k4 ail Print E dit

| address [@] hitp://200.1.1. 90/ aserver/

BPang xuat cac chimng chira LDAP
(Chi ti&t clia qua trinh ddc chi ra d&i day)

Xirly cac chimgchi

ou=Ha MNaoi, o=KC01, c=WMN (Ha MNoi).
mail: hongguangi@vtic.com

o KCa1

ol Ha MNaoi

ch Lam Thanh Thuy

usercertificate binany:

=n: Thanh

obectClass: top

objectClass: person

objectClazss: organizationalPerson

P e DU SR

Thém DMN: Email=honggquang@vtic.comicn=Lam Thanh Thuy,

[ |4 Intemet
Hinh 17: Xudt chitng chi ra LDAP

Sau khi chiing chi da dugc dua 1én LDAPServer ngudi ding ¢6 thé xem, tim ki€m ... cdc ching

chi bang cdch vao trang Web trén LDAPServer danh cho ngudi ding
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2} He thong CA - Microzoft Internet Explorer

J Eile  Edit “iew Fawvartes Tools Help |

J = L =D A - B ROt B SO
Back Farward Stop Refresh Home Search Fawvorites  History 4 ail Print E dit
| Address [@] hitp.//200.1.1.90/ceriticate/ | @G

Eay lA rang Web bd o cdc dich vu vé chimg chi. Ban c& the tim thiy &
day:

e Cac chutng chi dF doc phit hanh,
e Danh sich ching chi by bS(CRL).

e Tiao dign cho phép nhin mat chimg chd mdi cling nh xem cac
chimg chi cé wong danh sdch.

T&t ca cac chimg chima CA piy cd =8 gdm ca chimg chicla ban vdi
o=Tong Cuc Thue, c=VN wong DN,

Copyright 2002 by (o=KC01, c=%N)

l_ ’_|D Interret

Hinh 18: Trang Web danh cho nguoi dung truy cdp LDAPServer

=] | B G S | B S oo
Back Farnward Stop Refresh Home Search Fawvorites  Histone I ail Frint Edit
| Address [@] hip://200.1.1.3/certificates =] 6o

Thong tin vé chirng chi

86 serial: HN123456729
Ho v tén: Cuc Thoe Ha Noi
Pia chi Emaili hn@netmam
Tén phéng, ban: Ha Noi
Tén td chire, co quan: Tong Cuc Thue
Tén quic gia: ¥
B¢ dai khead: 2048 bit
MNgay diing biat dau: 04:31:18 05-05-2003 GMT
Noay dung két thic: 04:31:18 05-05-2004 GMT

Download chieng chi I

[ [ |4 Intemet
Hinh 19: Xem va tdi chiing chi tr LDAPServer
11. PUA CHUNG CHI VAO RASERVER
RAServer quan ly tit ca cac ching chi da dugc cap phat boi CA. Khéi dong chuong trinh quan

ly chiing chi trén RAServer bang cdch vao Start-> Program -> KC01-05 RAServer-> Quan ly

chiing chi va ding nhap vdi user name va mat khau mac dinh 12 "admin".
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Chuong trinh quan ly chitng chi
EE tioas  Eibods  Cow ol T sl

B E JEE]
Eheor cang khai CA [INhap chimg chi mdi| Chuyén chimme chi i e, chit Ficw chilirms, chil 55 dia chi
Quan I¥ chifng chi Hé thong quan I¥ chirng chi

Cic chire ning

¢i Ching chimdiohan CSDL chirng chi
Chimg chi d& gt [1 Tac ki CSDI. chimg chi
Chirng chi d& xcd - . . .

Quan IF chirng chi
. E‘E? Tat ¢d cde chitng chi
MNbhdp khod cong lchai CA
Tim lhem ching cbi
W& danh sich céc dia chi

[V T

Bao dam an toan chirng chi

@ MEH hod chitng chi va khoa
B  Tao chil oy disn ol

N (I3

| IThap khod cong khai CA

Hinh 20- Man hinh chuong trinh quan ly chitng chi trén RAServer

Cho dia mém chtta cdc ching chi da xuat ra tir CA vao 6 mém, chon chiic ning "Nhap chitng

chi méi" trén thanh cong cu.

Chon File ching chi va File khoa riéng tuong tng trong 6 mém rdi chon "Chap nhan", chiing
chi va khod s& dugc dua vao CSDL trén RAServer dé quéan ly
12. CHUYEN CHUNG CHI VAO CAC VUNG CUA CAC RACLIENT

Sau khi chiing chi duoc dua tir CA vao RAServer , nguoi quan tri RAServer xem xét cac chiing
chi va chon chifc nang "Chuyén chitng chi" dé chuyén cic chitng chi vao cic viing tuong ting véi
cac RAClient.

21



Chuong trinh quan Iy chirns chi
He théng Hienthi ©Cdubinh Trg gidp

= = = >< JIEE]
Ehcd cong khai CA [IThap chitng chi md&i| Chuyén chiing chi In ching chi oA chifng chi 53 dia chl
Quan ¥ chitng chi Hé théng quan Iy chirng chi

? Chung chi

Sd higu chitng chi Tén doanh nghiép

= | Ching chi mdi nha
Gk lllIEZ> | 2 ET4567 | Cong ty trach nhiem huu han H...

Ching chi o8 giri
Chimg chi 0 xca

b Eﬁ T#T ¢d cdc chimg chi

hatay@vnn.vr

< | >
Chdc trudng trong chitng chi I Fia tri cha ciac trusng I
B Phién ban chimng chi V3

B S& hiéu chiing chi HT4567

EA Thuat toan k¥ tao ching chi md5 +RSA —
EAHo tén ngudi s& hifu Thue Ha Tay

B Pria chi email ngui s hifu hatay @vnn.vn

EA Phong ban nguisi so hifu Ha Noi

EATén co quan ngudi s¢ hitu Tong Cuc Thue =
Py - g

3] 1»]
I uan 1y cdc chitng chi 43 nhan wa.

Hinh 22- Xem va chudn bi chuyén cdc chitng chi

Giri chirng chi xuong cic RA Client

—Théng bao

Ban ¢& chic 1A mu®n chuyén cdc chifng chi khang?

7/18/03 | 9.09 PM

Hinh 23- Xdc nhdn gii chiing chi

13. NHAN CHUNG CHIi VE

Cac RAClient chli dong nhan céc ching chi dia dang ky vé€ bang cach chay chuong trinh quan 1y
chiing chi mic RAClient (vao Start-> Program -> KC01-05 RAClient-> Quan ly chiing chi va
dang nhap v6i user name va mat khau mac dinh 1a "admin")

Chuong trinh quan Iy chirng chi
EE thran, Eeds  Coulbeln Ty miis

= & JEE
Ehod cong khai CA| IMhan ching chi Ezxpors chirng, chil T chuirmg, chil Hooa el chll 54 dia chi

Hé thong guan Iy chirng chi

Ciéc chirc niing

Quin I¥ chirng chi

. ‘iim Chiing chi mai nhan CSDL Chl:l'l]g chi
% Chimg chi da giti [1 Taclai CSDIL ching chi

Chitng chi ¢ xod

Quan I chirng chi
-- Tét ca cédc chitng chi
Nhip khod céng khai CA
Nhip ching chimdi
Tim kigm chitng chi
WM& danh sach cdc dia chi

v BEUD

Bao dam an toan chirns chi



Chon chtic nang "Nhan chiing chi" trén thanh cong cu sau d6 chon "Tiép tuc" d€ nhan chiing
chi vé tir RAServer.

—Thang bao

He theing & nhan chitng chi tir B ASerer, O tifp tuc khang?

7/18/03 | 9:17PM

Hinh 25 - Nhdn chitng chi tir RASever

Khi nhan vé, cdc ching chi va khod riéng ctia ngudi dung dugc luu vao co sd dit liéu & dang ma
chi dén khi nao duogc xuét ra cho ngudi dung thi méi dugc giai ma.

14. XUAT CHUNG CHI CHO NGUOI DUNG

Ngudi quan tri tai RAClient chon chiing chi cia nguoi dung sau d6 chon chic nang "Export
ching chi" trén thanh cong cu.

Chwong trinh quan ly chirng chi |

@ Ean ¢4 chic 13 musn xuit cic chimg chi 48 chon khéng?

Hinh 26 - Xdc nhdn qud trinh xudt chiing chi
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Chon thiét bi luu trit s€ chita chiing chi va khod riéng ctia nguoi dung, khoa cong khai cia CA
sau d6 chon "Chap nhan"

% Chon & dia hodc thr muc dé Export
Chon & dia Chon thir muc
=] — S —
Biéu khién Card Chip nhan |
(3 oROsOz
[C3 250402
280403 - —
Thir muc dirge chon = = Huy bo |
||::x
| 7/13,/03 216 FM

Hinh 27 - Chon noi luu trit chitng chi va khod sé xudt ra

Khi d6 ching chi va khod riéng cua nguoi dung trong co s& dit liéu s€ dugc giai ma va ghi ra
thiét bi luu trit (thudng 1a dia mém) cuing v6i khod cong khai cua CA (khoé nay da dugc Import vao
CSDL ngay tir khi khoi tao hé thong) d€ chuyén cho ngudi dung. Khod riéng ctia ngudi dung trong
co s dit liéu ctia RAClient s& duoc xo4 di dé dam bao chi c6 ngudi dung 12 ngudi duy nhat giit khod
riéng cua ho.
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SUA POI CHUNG CHI

Chiing chi can stra d6i khi ngudi ding thay d6i mot s6 thong tin trong ching chi nhu tén ngudi
ding, dia chi ... hodc ngudi dung can thay ddi kich thu6c khoa. Trinh tu dang ky va sira d6i chiing
chi cho nguoi dung duoc thuc hién nhu sau:

Ngudi dung dén gap ngudi quan tri tai RAClient xin dang ki sira déi chitng chi va dién cic
thong tin cin thi€t vao miu diang ky. Sau khi ngudi dung dang ky sira doi ching chi va dién cic
thong tin can thiét, ngudi quan tri tai RAClient xdc minh lai cac thong tin. Néu thong tin nao chua
chinh x4ac thi yéu cau nguoi dung dang ky lai, néu cac thong tin 1a chinh x4c thi vao chuong trinh
quan ly cdc ding ky tai RAClient, chon muc "Dang ki sira doi chimg chi" va dién c4c thong tin

ctia nguoi dung vao Form dang ky roi chon "Tiép tuc"

~Yéu cau sita chimg chl

5% higu chrng chi: [123
Théi didm het han: ITgay: |5 ::||'I'}J.an.g IThéngE vI IR =R |2|:||:|3 vl

Ly do xin sfrta ddi: ITha_l,l dai cac thong tin LI

~Théng tn m&i vé chimg chl
Ho va én: |Ngu_l,len Hong Anh

Elia chi thir dign Tlr: Ianh@vnn,vn

Tén phéng, ban: |Ha Mai =
Ten & chitc: |Kc|:|1 Ll
Kich thuse khos: |2D48 =
56 dinh danh(PIN: [~
Mhap lai FIN: [~ q
Huj bé
747403 11:23 Ph

Hinh 28 - Form ddng ky sita chiing chi

RAClient kiém tra lai c4dc thong tin di nhap, néu chua ding thi chon "Huy bo" dé vé Form
nhap dit liu ban dau stra déi lai, néu ding thi chon "Chap nhan" dé dua yéu cau vao CSDL cho ky
nhan va gui di.

& Xac nhan lai ¥éu cau sira chirns chi !EIE!

~Y&u cau sfta chimg chi

54 higu chiing chi: 123
Igay het han 5582003
L3 do xin sfta 451 Thap doi cac thong tin

~Thémg tn vé& chimg chl m&i
Ho va tén: Mouwen Hong Anh
EMa chi thit dign t: anh@vnnovn
Tén phing, ban: HaMai
Tén w5 chite: KOO
Kich thudc khod: 2048
S5 dinh danh(PTN;: 123456753




Cac budce ti€p theo nhu ky nhan, gii 1én RAServer, xuat sang CA ... dugc thuc hién hoan toan
tuong tu nhu qua trinh dang ky, cdp phat ching chi mdi.
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QUI TRINH CAP LAI CHUNG CHi

Chiing chi can cap lai khi nguoi ding bi mat hoac ching chi hét han. Trinh tu dang ky va cap
lai ching chi cho nguoi dung dugc thuc hién nhu sau:

Ngudi dung dén gap ngudi quan tri tai RAClient xin dang ki cép lai chiing chi va dién céc
thong tin cin thiét vao mau dang ky. Sau khi ngudi dung diang ky cap lai chiing chi va dién cac
thong tin can thiét, ngudi quan tri tai RAClient xdc minh lai cac thong tin. Néu thong tin nao chua
chinh xac thi yéu cau nguoi dung dang ky lai, n€u cac thong tin l1a chinh xac thi vao chuong trinh
quan ly cdc dang ky tai RAClient, chon muc "Pang ki cap lai ching chi" va dién cédc thong tin clia

nguoi ding vao Form dang ky r6i chon "Tiép tuc"

& Pans k¥ cap lai chirng chi

~Yéu cau cip lai chimg chi
5% hieu chimg chi: [458
Th&i di€m het han: Mgay: [ = Thang: [Thangs v Nam: [2004 =]

Ly do xin cép lai: |Chung chi bi mat

~Théng tn mdéi vé chimg chl
Ho wa t8n: |Ngo Mhat Bang

BEiia chi thie dien tlr: |bang@vtic.com.vh

Ten phiéng, ban: |Ha Mai =]

Ten t3 chic: fkcot =]

Kich thude khod: [2048 =
S& dinh danh(PIIy: [~
Mhap lai PIN: [

b |

7117403 11:28 PM

Hinh 30 - Form dang ky cdp lai chitng chi
RAClIient kiém tra lai cdc thong tin da nhap, néu chua ding thi chon "Huy bo" dé vé Form
nhap dit liéu ban dau stra déi lai, néu ding thi chon "Chap nhan" dé dua yéu ciu vao CSDL cho ky

nhan va gui di.

—_———

w. X:dc nhén yéu cau cap lai chirng chi [_ (1] x| l

~Y&u cau cip lai chimg chi

5% higu chimg chi: 496
Izay het han; 6-8-2004

L doxin céplai: Chung chi bi mat

~Thémg tin ching chl mdi
Ho va t8n: Moo Nhat Bang
Eria chi thit digm tr: bang@wtic.com.vn
Tén phing, ban: HaMoi
Tén 3 chite: KCOM
Kich thitde lehod: 2048




Cac budce ti€p theo nhu ky nhan, gii 1én RAServer, xuat sang CA ... dugc thuc hién hoan toan
tuong tu nhu qua trinh dang ky, cp phat ching chi mdi.
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QUI TRINH HUY BO CHUNG CHI

1. PANG KY HUY CHUNG CHI

Chiing chi can huy bo khi nguoi dung bi 10 khod hoac chiing chi hét han. Trinh tu dang ky va
huy bo ching chi cho nguoi ding duogc thuc hién nhu sau:

Nguodi dung dén gip nguoi quan tri tai RAClient xin dang ki huy bo ching chi va dién céc
thong tin can thiét vao mau dang ky. Sau khi nguoi dung diang ky huy bo chiing chi va dién cac
thong tin can thiét, ngudi quan tri tai RAClient xdc minh lai cac thong tin. Néu thong tin nao chua
chinh xac thi yéu cau nguoi dung dang ky lai, n€u cac thong tin l1a chinh xac thi vao chuong trinh
quan 1y cdc dang ky tai RAClient, chon muc "Pang ki huy chiing chi" va dién cdc thong tin ctua

ngudi dung vao Form dang ky rdi chon "Tiép tuc"

2 Pang ky huy bo chitng chi

~¥é&ucau huy chimg chi

S5 hieu ching chi: [1102345

Thei difm het han: Ngay: [+ <= Théng: [Things =] M&m: [2003 =]
Ly doxin hug: [Bilo khoa

~Théng ton vé& chimg chl
Hao A t8n: [Mguyen Hoang Lan

BEra chi thir dien ol Ihoanglan@yahoo.com

Ten phong, ban: [Ha Mo =]

Ten t& chiic: |K|:|:|1 ;|

Eich thirde khed: |2D48 =]
S8 dinh danh(PIT): [~
IMhap lal PII: [~ q

7423703 117 AM

|5
=

(=R
=3
Qa

Hinh 32 - Form ddng ky huy chitng chi

RAClIient kiém tra lai cdc thong tin da nhap, néu chua ding thi chon "Huy bo" dé vé Form
nhap dit liéu ban dau stra déi lai, néu ding thi chon "Chap nhan" dé dua yéu ciu vao CSDL cho ky

nhan va gui di.
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~Yéu cau huy chimg chl

54 higu chimg chi: 0102345
Izay her han: 4-8-2003

Ly doxin huy bd: Eilo khoa

~Théng tn vé chimg chi
Ho va 8n: Nguyen Hoang Lan
Era chi thit dign o hoanglani@yahoo com
Ten phéng, ban: Ha MNoi
Tén t& chite: KCO1
Kich thurdc khod: 2042
25 dinh danh(FTN): 12345672

Huy ba

TR2503 1:18 AM
Hinh 33 - Xdc nhdn lai cdc thong tin dang ky

Céc budc ti€p theo gobm ky nhan, gui 1én RAServer, xuat sang CA, nhap cédc yéu cau vao CA
duoc thuc hién hoan toan tuong tu nhu qua trinh dang ky, cap phat ching chi méi.
2. HUY CHUNG CHI

Nguoi quan tri tai CA xem cac yéu ciu huy ching chi cho ky da nhap vao CA bang cach chon
muc "Cac yéu cau cho ky" trong phan "Yéu cau huy chitng chi", nhdy chudt vao s6 hiéu clia yéu
cau dé€ xem cdc thong tin trén yéu cau. Néu cac thong tin 12 chinh xdc, ngudi quéan tri CA chon nit
"Huy chitng chi" dé huy ching chi c6 s6 hiéu da dang ky. Néu thong tin dang ky khong chinh xéc,
ngudi quan tri CA ¢6 thé chon niit " Xoa yéu cau" dé xoa bo yéu cau huy chiing chi trén CA.

3. TAO DANH SACH CHUNG CHI HUY BO (CRL)

Danh sach ching chi hily bo (CRL: Certificate Revocation List) 1a mot danh sach chta cac
ching chi da bi huy bo cung véi ngay gio da huy bo ching va chit ky ctia CA. Nguoi quan tri CA
tao va xuat danh sach chiing chi huy bo bang céch dua dia mém vao 6 sau d6 chon muc "Xuat
danh sach" trong phan " Chitng chi huy bo". Khi d6 danh sich chiing chi huy bo s& duoc tao va
xudt ra thu muc CRL trén dia mém.

4. NHAP DANH SACH CHUNG CHI HUY BO VAO LDAPSERVER

Chuyén dia mém c6 chita danh séch chiing chi huy bo vira tao trén CA vao LDAPServer, vao
trang Web danh cho nguoi quan tri LDAPServer, chon chic nang "Nhap danh sach" trong muc
" Chirng chi huy bo"

5. XUAT DANH SACH CHUNG CHI HUY BO
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Dé moi ngudi ding ¢6 nhu cau sir dung chitng chi déu biét ching chi ciia nhitng ngudi ding nao
da bi huy bo thi danh siach ching chi huy phai dugc cong khai trén trang Web cua LDAPServer.
Nguoi quan tri LDAPServer thuc hién viéc nay bang ciach chon muc "Xuét danh sach ra LDAP"
trong phan " Chitng chi huy bo" trén trang Web danh cho nguoi quén tri LDAPServer.
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B. TO CHUC CAP PHAT CHUNG CHi TAI TONG CUC THUE
QUY TRINH CAP PHAT CHUNG CHi

1. NHAN YEU CAU CHUNG CHI

Trén Téng cuc thu€ , ngudi quan tri chay chuong trinh quan 1y cdc dang ky nhu sau: Start->
Program -> RAServer Tong Cuc Thue-> Quan ly dang ky chitng chi va dang nhap véi tén nguoi
dung va mat khau méc dinh 1a "admin".

Churong trinh quan If cic ding k¥ chitng chi [RA Server]
He théng Péngky Hisnthi Cauhbinkh Tig gidp

B=| frei = = I3 5
Xudt cdc yéu cau Biing loy Nhin yéu ciu Iy el can Koo yeu cal S& dia chi Tim ldgm
Quan IF y&u edu ching chi Hé théng dang k¥ chirng chi

Cac chifc nang

1 Clac yéu cau vé chirng chi

2 E=] Ching chi méi
1 Cde yeu cau di ky iy | CODIIEAEFEUEAH
%) Céc yéu cdu dd gt

------ I Céc yso cdo dF xod

=& Tac lai CSDI. cdc yéu ciu

- B=] Cée yéu cdu d8 gl

- [[3 Cée yeu cdu dg xod
=l Cap lai chirng chi

. gCéc y&u can di oy nhi

B ¥ chiing chimdi
Brng ky sita d&i chimg chi
Ba ¥ cap lai chitng chi
Biing kf huy chimg chi

== Céc yéu cau di giti
w[[3 Céc yéu cau dF xod
=3 Hu# bd chirngs chi
B Céc yéu ciu 84 by ke

e I Céc yso cdo dF xod X :
@ MiE hod cdc yéu cau chiing chl

Oooo

8 Taochitky dign t

<] I B

I Chusng winh quén 1y cdc ding ki chimg chi [FAServer]

Hinh 1. Chuong trinh qudn ly ddng ky trén Tong cuc thué

Dé nhan cic yéu cau tir Cuc thu€, ngudi quan tri chon chitc nang "Nhan yéu cau" trén thanh
cong cu.

Mhin cic yéu can

- Théng bao

He theing s& nhan y&u cdu tir cdc Cuc thud, Cd tifp tue khang T

Tigp e ] Huy bs |

5/16/03 | 323 AM

Hinh 2. Xdc nhdn viéc nhdn cdc yéu cdu xin cdp chiing chi

Sau khi nhan dugc cac yéu cdu xin cap chiing chi, ching dugc phan tich, giai ma va cap nhat vao

co s dit liéu trén Tong cuc.
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BErang nhan cdc y&u can

Tigp tuc HOY b ]

5413073 | 504 AM

Hiph 3. Nhdn va phdn tich cdc yéu cdu trén Tong cuc
2. XUAT YEU CAU VA TAO CHUNG CHi
Sau khi nhan dugc cic dang ky xin cip ching chi, ngudi quan tri trén Téng cuc xem lai céc ding
ky bang cdch chon muc "Cac yéu cau da ky nhan" trong phan " Chiing chi méi", chon cic diang
ky, sau dé chon chiic nang "Xudt cac yéu cau" trén thanh cong cu va chon thiét bi luu trit, chang

han Ia dia mém.

Chirong trinh quan Iy cac dians ky chirng chi [RA Server]
e therng Ding kg Hignthi Cauhbinh  Tee gidp

= frar s = = 5
Xuat cAc y&u cau Prang ko Whan y&u can Tn y&u can Wl 3 el cal S5 dia chi Tim lasm
Quan I¥ yeu cdu chitag chi Hé thong dang k¥ ching chi
|:| C'Ac yéu cau vé chirng chi
= EI Ch;.:rng Chlmdld 86 hidgu yeu ciau Tén ngudi dang k¥ S& dinh danh
| KCO1 RaServer 1234557890 -
= Ca:c y?u czzu dg gLn: 20423 RAaClient FIIN 1234567890
""" q Cac‘-yeu cau da_xoa 25668 RA Client HF 123456789
Elg Sira dai Cerl:Eg chi 16413 BA Client TPEHCM 1234567820
@ Cac y8u cau d5 logf nhan
=] Cac y&u can d3 gin ;I | 5

------ E Céc yéu cau 33 xod

= m Cap lai chirng chi

e g CAc yéu cau d3 ky nhan
=1 Cédc yéu cau d& g

Cac trusng trong ¥éu cau Fiad tri cla cdic trudng 1=

g CAc yéu can d3 xoa ———— - -

Hu$ bé ching chi B4 Sy hl.gu yeu‘o?au ) 29103

g Céc yeu cau 45 lg nban EH? t_en nFusi di}ng !(y K1 RAServer

{7 Céc yéu cdu da ain . B4 8¢ dinh danh ¢i nhan 1234567890
B4 B¥ia chi Email raserver@hkc}tl.vn

""" Il Cée yéu cdu da xod 54 Tén phong ban Ha Noi e

A Tén ta chife KTl =
ﬂv-nh 4 hadcis e baooo AT I _’I—

I Hir 1¥ cdc yeu cdu dang chi kv, d8 g hotic d8 xod

Hinh 4 Xem va xudt cdc yéu cau sang CA

Ciac dang ky xin cap ching chi s& dugc chuyén vao thu muc requests trén dia mém.

3. NHAP CAC YEU CAU PANG KY CHUNG CHI VAO CA

Vao trang Web ctia CA bing cich khdi dong Netscape, nhap dia chi Web c¢6 dang:
https://tén_may (hoac dia chi IP)/tén trang Web CA/ . Vi du: https:/linux/ca/ hoic
https://10.64.0.251/ca/

Man hinh CA c6 dang:

< Co gquan chung thuc - Microsoft Internet Explorer
| File Edit View Favories Tools Help |

-« _ == @ [#B b | [ @ @B | B S

Bacle Eemmramd Stop Refresh  Home Search Favorites History Mail Print

| Address [&] hrps://200.1.1.3/ca/




Cho dia mém vao 6 A, trén trang Web ctia CA chon muc "Nhap cac yéu cau" trong phan "Yéu
cau chitng chi".
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J File Edit ¥iew Favorites Tools Help

J@,»-@ﬁ‘@&@%v%

Back B Stop Refresh Home Search Fawvories History Mlail Frint

| Address [1 hrpa:200.1.1 90 /ca/ =] @Go ||Links >

Pang nhap cac yéu cau chiung chi

(Chi tiét cla qua trinh dde chi ra d&i day)

Nh&p céc y&u cdu ...

opRAServer(1 KCO1 RAServer~-29103 DATE1Z-5-2003 req
opRASservaer(1_RAClent HMN~20428_ DATE12-5-2003_reqg
opRAServerl1_RAChent HP~25822_ DATE1Z2-5-2002_req
opRAServer(1_RAClient TPHCKM~18413_DATE1Z2-5-2003_req

Caopyright 2002 by (ou=TEST, 0=KC01, c=%1)

lilgli Inrerret

Hinh 5. Nhdp cdc yéu cdau vao CA

4. XEM CAC YEU CAU XIN CAP CHUNG CHI PA NHAP

Chon muc "Cac yéu cau cho ky" trong phan "Yéu cau chiing chi", chuong trinh cho phép xem
danh sach céc yéu ciu xin cap chiing chi dang chd CA phé chuén.

. Internet B
| File Bdit Yiew Faworiee Tools Help |
J = - s D ~ | Ga &3 | BB S
Bacle Bermramd Srop Refresh Home Bearch Faworires History Mlail Prinr
=] @Go || Links >

quan chung thuc - Wi

| Address [€1 hips:200.1.1.90/ka/

D day la danh sdch cac yéu cau cap ching chi dang ché CA chap
nhan.

Danh sach nay dgc cap nhat vao |dc Fri May 18 10:45:53 ICT 2003.

RAG1 RACient HMN 20428 20023/0416 (10:36:20)
RACA RAClient HP 25853 20030416 (10:36:20)
RAC RAClent TPHCM 154132 2003/04/16 (10:36:20)
R.A01 KCO1 RASenver 22103 2002/0416 (10:35:20)

Copyright 2002 by (ou=TEST, o=KC01, c=%N) .

[ |2 |8 Memet

Hinh 6. Cdc yéu cdu xin cdp chitng chi dang cho CA phé chudn

5. TAO CHUNG CHI
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Chon yéu céu can tao ching chi trong danh sdch cac yéu cau chd ky, kiém tra thong tin dang ky.
Néu thong tin chua chinh xdc, CA ¢6 thé xod bd yéu cdu. Néu thong tin chinh xdc, CA chap nhan
yéu ciu dé sinh cap khoa va chiing chi cho doanh nghiép.
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quan chung thuc - AL Internet Explorer
BEdir ¥iew Fawvorires Tools Help
= . = D 7ay Q £ oS B =
Bacle Bamrand Stop Refresh Home Search PFavorites History Mlail Print
| Address &1 hrpe200.1.1.90/ca/ | @G0 || Links >

Ho wa tén: KCO1 RASsmver

Bia chith dign tir: raserver@kcl1.vn

Tén phang, ban: Ha MNaoi
Tén ta chire, co gquan: KCO1
Tén nac: WM
S5 hieu coa yeu cau: 29103
So dinh danh (PIN}): 1224557390
HNgay tiep nhan: 12-5-2002
Kich thoc khoa: 2048

¥éu cau nay di doe tiép nhan boi RAClient cé =6 hiéu: RAServer0

Sir dung nit nay dé chap
Nnhan yéu ciu va tao chirng Chap nhan yeu ciu |
chii.

Sir dung nit nay d€ xoa bd

. . ~0d bd weu cdu I
yéu cau.

KX

[ & & nernet
Hinh 7. Xem thong tin ddng ky trudc khi tao chiing chi

7. XUAT CHUNG CHI

Sau khi duoc CA tao ra, céc chitng chi phai dugc xuat ra thiét bi luu trit dé chuyén cho RAServer
va LDAPServer trén Tong cuc. Viéc xudt cac chiing chi duoc tién hanh nhu sau: cho dia vao 6 mém,
chon muc "Xuat cac ching chi" trén man man hinh CA, céc ching chi sé dugc dua vao thu muc
certificates, khod riéng tuong ting véi khod cong khai c6 trong ching chi duge dua vao thu muc
keys trén dia mém.

8. PUA CHUNG CHI VAO LDAPSERVER

Vao trang Web quan tri LDAPServer bang cach khoi dong Netscape, nhap dia chi Web ¢6 dang:
http://téen_may (hoac dia chi IP)/tén trang Web quan tri LDAP/. Vi du
http://hanoi/ldapadmin/ hoac http://10.64.0.252/ldapadmin/
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quan dang ky chung chi - M ;
JEﬂe BEdit ¥iew Favorites Tools Help |

J@--»-@ ﬁﬁ‘@ M @3 | B 3

Eack Hinmrard Stop Refresh Home Search PFavorites Histcry Mail Frinr
| Address [€] hutps://200.1.1.3/dapadmin/ -] @Co ||Links”

Server nay chidge diing bdi cdc RAC (Reqgistration Authorities
Operators). Nhitng ng&i doc phép truy nhap vao trang nay bi kigm
duyet bai:

« Chitng chi hgp lgikKhang bi huy hodc bitreo).
« OU{Organizational Unit) hap (&
Cac bign phiap an toan khac déu doc khuyen khdch s duong. Xinchi

¥ ring may tinh nay phai dit tai noi cé mitc an toan rat cao d& chang
cAc truy nhap trai phép.

Copyright 2002 by (o=Tong Cuc Thue, c=WMN)

|8 |8 Inemer

Hinh 8 - Trang Web quan tri LDAPServer

Pua dia mém c6 luu céc chitng chi ma CA vira xudt ra vao 6 mém ctia LDAPserver, chon chiic
nang "Nhap cac chiing chi méi", sau khi cdc ching chi di dugc nhap xong chon tiép chic niang
"Xuat chitng chi ra LDAP", khi d6 cdc chiing chi s& dugc dua vao LDAP Server dé moi ngudi c6
thé tim ki€m va tai vé.

A Co quan dang ky chung chi - Microsoft Internet Explorer

J File Edit ¥iew Favorites Tools Help |
J =L D Zay ‘ Q Lid 3 | B 5
Baclke Birraran Stop Refresh Home Search Favorites Fistory Mlail Frinr
| Address [#1 hrp:200.1. 1. 3dapadmin/ | @Go ||Linke >

Xy cac chimng che
Ba tim thay user nay | Cuc Thue Hai Ducng (Hai Duong)

K&t qua: Thanh céng

My cac chimg chi
B3 tim th3y user nay : Tong cuc thue (Ha MNoi)

K&t qui: Thanh céng

XUy cac chimg chi
B3 tim thay user nay : Cuc Thue Ha MNoi (Ha MNai)

K&t qua: Thanh céng

kN

Copyright 2002 by io=Tong Cuc Thues, c=%M)

[ 8 orermer

Hinh 9- Két qud xudt chiing chi ra LDAPServer
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Khi céc chiing chi da dugc dua vao LDAPServer moi ngudi diing ¢ thé xem va Download chiing
chi vé bang cich vao trang Web trén LDAPServer danh cho nguodi dung theo dia chi c6 dang:
http:/tén_may (hoac dia chi IP)/tén trang Web phuc vu ching chi /. Vi du:
http://hanoi/certificate/ hoic http://10.64.0.252/certificate/
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ernet Explorer

J E Yiew BFavories Tools Help |
J > . D Al ‘ Q 3 | B S
Baclk Bormrard Stop Refresh Home Search Favorites History Mail Frine
| Address [&] hrp:/200.1.1 3 jcertficate/ =] @Go || Links >

Eay 1a mang Web bd oo céc dich vy vé chimg chi. Ban o the tm thay &
day:

e Danh sich cdc chitng chi d% phit hanh.
e Danh sich chimg chi hiy b&ICRL).

s Giao dign cho phép tim kbfm, nhédn mét chimg chi ciing nh xem
cic chimg chi cd rong danh sdch.
T&t ca cdc chimg chima CA rdy cd s& gdm ca chimg chilcha ban vai
o=Tong Cuc Thue, c=¥VN.

Copyright 2002 by (o=Tong Cuc Thue, c=¥VN)

[ [ Toeme

Hinh 10- Trang Web phuc vu chiing chi cho nguoi dung

= D fal ‘ el (Gd o = =
Eaclc Fiormsamd Srop HRefiresh Home Search Favoripes History Mail Frinr
| Address (€] hup:/200.1.1 3/certficate/ =] #co |J]'_j11ks >

Thong tin vé chirng chi

S& serial: HHN123456729
Ho va tén: Cuc Thue Ha Noi
Pia chi Email: bnd@nemam
Tén phéng, ban: Ha Noi
Tén td chife, co quan: Tong Cuc Thue
Tén quic gia: ¥ N
B dai khoa: 2042 bir
Ngay diong biat dau: 04:31:18 05-05-2003 GhT
Ngay ding két thic: 04:31:1% 05-05-2004 GMT

| Diownload cheng chi I LI

Hinh 11 - Xem va download chitng chi

11. PUA CHUNG CHI VAO RASERVER TONG CUC

RAServer Téng cuc quéan 1y tit ca cdc ching chi do CA cép phit. Chay chuong trinh quan ly
ching chi trén RAServer Téng cuc nhu sau: Start-> Program -> RAServer Tong Cuc Thue->
Quan ly chimg chi va diang nhap véi tén ngudi dung va mat khau méc dinh 1a "admin".
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Chuong trinh quan 1y chitng chi
B e, ESadks  Cou ek T gk

E=] & = 3
Ehced comg khal CA |IMhap chimg chi m$l| Chuyen chime chil Tr1l chirre, chin o chlim g chi 58 dla chi
Quin Iy chiog chi Hé théng quan I¥ ching chi

Cic chire ning

Ching chimdinhan | CSDL chirng chi
% Chitng chi di giti [1 Tac lai CSDI. chims chi

Chitng chi 43 xcd - . . -
Quan Iy chirng chi
FEEﬁ T4t cd cdc chitng chi
Nhap khod céng kkhai CA
Nhap chutng chimddi

Tim ldém chimg chi

M danh sdch cdc dia chi

U BEODUD

Bao dam an toan chirng chi

@ ME hod chimg chi va kehed
B Tao chii ky dign 1l

KN | 3]

| Mhap khes cong khal A

Hinh 12. Chuong trinh qudn ly chitng chi mitc Téng cuc

Pua dia mém c6 luu cdc chitng chi ma CA da xuét ra vio 6 mém, chon chiic ning "Nhap chiing

chi méi" trén thanh cong cu.

MNhap chirng chi mdi

—Chon File

File chimg chi: IA:\ceniﬂcates\DIZDD-’iSé parrl Chon File |

File ¥hca rigng: IA:\ke}fs\DlZDD-iSﬁ ke Chon File |

Chsp nhan Euy b |

T207% | 1146 FPM

Hinh 13. Chon file luu chitng chi va file luu khod riéng

Chon file luu ching chi va file luu khod riéng tuong tng trong 6 mém r6i chon "Chap nhan",
chiing chi va khoa s& dugc dua vao co sd dit lieu trén Téng cuc.

12. CHUYEN CHUNG CHI VAO VUNG CUA CAC CUC THUE

Sau khi chitng chi dugc dua tir CA vao RAServer Téng cuc, ngudi quéan tri RAServer xem xét cic
chitng chi va chon chitc nang "Chuyén chitng chi" dé chuyén cic chiing chi vio cdc viing tuong
tng véi cac Cuc thué.
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Chuong trinh quan 1y chirng chi

Cau hinh  Trg gitp

B = JEE]
Fhod cemg khal CA |Ihap chimg chi mdi| Chuyén chimg chi In chifmg chi e chiing chi S5 dia chi
Quan I¥ chirag chi Hé théng quan Iy chong chi
Ea Chiing chi
~ L Check Sio hiéu chitng chi Tén doanh nghiép Email
hi hi mai nha = =
o il ] i Cong ty trach nhiem huu han FT...
Chifng chl 4a gii
Chiing chi d& xod
e E‘E? T4t cd cdc chitng chi
el | 1)
CihAc trudng trong ching chi Fid tri cha cic trudng 1=
EA Phién ban chiing chi V3
EASG hiéu chiing chi HT4567
EA Thuat todn ky tac chitng chi mds +RSA —
EA o tén nguidi s& hir Thue Ha Tay
B4 FPria chi email nguii s6 hifo hatay@wvnn.¥n
B4 Phivng ban ngudi s6 hifu Ha MNoi
EATén ¢co guan ngusi sc hifu Tong Cuc Thue =
By o | e T

I QJuan ¥ cdc chiing chi 4& nhan &,

Hinh 14. Xem va chudn bi chuyén cdc ching chi

Chon "Tiép tuc" dé chuyén céc ching chi.

Chuyén chirng chi vio ciac vilng Cuc thué

~ Théng bdo

Ban c& chiic 1&d mudn chuyén cdc chitng chi khéng?

741303 | 128 PM

Hinh 15. Chuyén chitng chi

IV. QUY TRINH SUA POI CHUNG CHi

Khi doanh nghiép muoén sira d6i mot sé thong tin trong chiing chi, chiang han nhu tén doanh
nghiép, dia chi, kich thudc khod v.v, doanh nghiép can dang ky tai Cuc thué.. Trinh ty dang ky va
stra ddi chiing chi cho doanh nghiép dugc thuc hién nhu sau:

Doanh nghiép dén gap ngudi quén tri tai Cuc thu€ xin dang ky stra d6i chiing chi va dién céc
thong tin can thiét vao mau dang ky. Sau d6, ngudi quan tri tai Cuc thu€ xac minh lai cac thong tin.
Néu thong tin nao chua chinh xdc thi ngudi quan tri yéu cau doanh nghiép dién lai, néu cic thong
tin chinh xac thi nguoi quan tri chay chuong trinh quan ly cac dang ky tai Cuc thué, ky xac nhan cac
dang ky va gtii 1éen RAServer Téng cuc.
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Tai Téng cuc cac budc nhan yéu cdu, xudt yéu cdu sang CA, slra chiing chi va chuyén vao viing
cac Cuc thué v.v. duoc thuc hién tuong tu nhu qua trinh dang ky, cap phat chiing chi méi.

V. QUY TRINH CAP LAI CHUNG CHI

Doanh nghiép can cap lai chiing chi trong truong hop ching chi ctia doanh nghiép bi mat hoac da
hét han. Trinh tu dang ky va cap lai chiing chi cho doanh nghiép dugc thuc hién nhu sau:

Doanh nghiép dén gap ngudi quan tri tai Cuc thué xin dang ky cap lai chiing chi va dién cic
thong tin can thiét vao mau dang ky. Sau d6, ngudi quan tri tai Cuc thu€ xac minh lai cac thong tin.
Néu thong tin nao chua chinh xédc thi ngudi quan tri yéu cdu doanh nghiép dién lai, néu cac thong
tin chinh xac thi ngudi quan tri chay chuong trinh quan 1y cac dang ky tai Cuc thué, ky xac nhéan cac
dang ky va gti léen RAServer Téng cuc.

Tai Tong cuc, cdc budc ti€p nhan, xuat céc yéu ciu sang CA, cap lai chitng chi va chuyén vao
vung cac Cuc thu€ v.v. dugc thuc hién tuong tu nhu qua trinh dang ky, cap phat chiing chi méi.

V1. QUY TRINH HUY BO CHUNG CHI
1. NHAN PANG KY HUY BO CHUNG CHI

Khi doanh nghiép muén huy bé chiing chi vi 1y do nao dé, chang han nhu 1o khod. Trinh tu dang
ky va huy bo ching chi duoc thuc hién nhu sau:

Doanh nghiép dén gap ngudi quan tri tai Cuc thu€ xin dang ky huy bo ching chi va dién cac
thong tin can thiét vao mau dang ky. Sau d6, ngudi quan tri tai Cuc thu€ xac minh lai cac thong tin.
Néu thong tin nao chua chinh xdc thi yéu cau doanh nghiép dién ky lai, néu cédc thong tin chinh x4c
thi nguoi quan tri chay chuong trinh quan 1y cac dang ky tai Cuc thu€, ky nhan cic dang ky va gui
lén RAServer Téng cuc.

Tai Téng cuc qué trinh nhan cic dang ky huy ching chi, xuat cic yéu cdu huy sang CA duoc
thuc hién nhu nhan cac dang ky chitng chi méi.

2. HUY BO CHUNG CHI

Nguoi quan tri tai CA xem xét cac yéu ciu huy bd ching chi chd ky da duoc nhap vao CA bing
cdch chon muc "Cac yéu cau cho ky" trong phan "Yéu cau huy ching chi", nhiy chudt vao s6
hiéu clia yéu cdu dé xem cac thong tin trén yéu cau. Néu cdc thong tin 1a chinh x4c, ngudi quan tri
CA chon nit "Huy chimg chi" dé huy ching chi c6 s6 hiéu da dang ky. Néu thong tin dang ky
khong chinh xéc, ngudi quan tri CA ¢6 thé chon nit "Xo4a yéu cau" dé xod bo yéu cau huy ching
chi.

3. TAO DANH SACH CHUNG CHI HUY BO (CRL)

CRL la mot danh sach chita cac ching chi da bi huy bo cuing véi ngay gio da huy bo ching va
chit ky cia CA. Nguoi quan tri CA tao va xuét danh sach ching chi huy bo bang cach dua dia mém
vao 6 sau d6 chon muc "Xuat danh sach" trong phan "Chimng chi huy bo". Khi d6 danh sich
chiing chi bi huy b sé dugc tao va xuat ra thu muc CRL trén dia mém.

4. NHAP DANH SACH CHUNG CHI HUY BO VAO LDAPSERVER
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Chuyén dia mém c¢6 chita danh sach ching chi bi huy bo vira tao ra vao LDAPServer. Vao trang
Web danh cho nguoi quan tri LDAPServer, chon chiic nang "Nhap danh sach" trong muc " Chitng
chi huy bo".

5. XUAT DANH SACH CHUNG CHI HUY BO

Dé moi doanh nghiép c¢6 nhu cu sir dung chiing chi déu biét ching chi clia nhitng doanh nghiép
nao da bi hity bo thi danh sach ching chi huy phai duoc cong khai trén trang Web ctiia LDAPServer.
Nguoi quan tri LDAPServer thuc hién viéc nay bang ciach chon muc "Xuat danh sach ra LDAP"
trong phan " Chiing chi huy bo" trén trang Web danh cho nguoi quan tri LDAPServer.
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HUGNG DAN CAI DAT MOT CHUNG CHI CHO MOT TRANG WEB

Phan nay s€ hudng dan cach tich hop mot ching chi duoc tao ra bdi hé thong
CA dé bao vé mot trang Web.
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I/ Cai dat chirng chi cho I1S
Dé cai dat 1 chimg chi cho 1 trang web trén IIS 5.0 trén Windows2000 Server:

- Khéi dong chuong trinh Internet Service Management
- Chon trang web can cai dat ching chi, nhan phim phai chudt, chon Properties

- Chon Directory Security, nhin vao nut Server Certificate

Administration Web Site Properties x|
WWeb Site Operators | Perfarmance I |S&PI Filters I Haome Directony
Documents D"ECthﬁJSBCU”t}'I HTTP Headers I Custom Emors

— fnonymous access and authentication control

! ; Enable anonymous access and edit the

authentication methods for this resource, Edit . |

IP addiess and domain name restrictions

@ Grant or deny access to this resource uging

IP addreszes or intermet domain names.
Edit... |

— Secure communications
Require zecure communications and 5 Certi

enable client cerificates when this server Letiicate... |
IE30UICE g accessed, ) L

Wiew Certifizate.. |

Edit. . |

Ok, I Cancel | Spply | Help |

- Winzard dé cai dat chung chi s& hién ra

Welcome to the Web Server Certificate Wizard. x|

Welcome to the Web Server
Certificate Wizard

Thiz wizard helpz you create and adminizter zerver
cerificates uged in secure Web communications
between your zerver and a client.

Statuz of your \Web zerver:

our Web Server doezn't have a certificate installed
and you don't have any pending requests.
Certifizate Wwizard will help you to create a new
certificate for this Web Server or attach to an
exizting certificate.

To continue, click Next.

< Back Cancel

- Bam vao nat Next dé tiép tuc
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115 Certificate Wizard

Server Certificate
There are three methods for azsigning a certificate to a'web site.

Select the method vou want to uge for this web site;

7 Azsign an exizting certificate

£ Impart a certificate from a Key Manager backup file.

< Back I Mest » I Cancel

- O day c6 3 tuy chon:

0 Tao 1 certificate méi: Khi chon chirc nang nay, IIS s€ thyc sinh ra 1 cdp khoa

cong khai, cat gitt khoa vao co s& dir liéu cua hé thong va sau do sinh 1 yéu cau
cap chung chi dé ngudi quan tri gui di ky boi 1 CA nao do
Chon 1 chting chi ¢6 sin trong hé théng va gan cho trang web.
Nhap chimg chi va khoa riéng dugc cét giit trong 1 tép duoc tao ra bai chuong
trinh Key Manager von c6 san trén Windows NT 4.0. Chtiic nang nay dugc su
dung trong trudng hop may chu dugc nang cap tr Windows NT 1én Windows
2000 va nguodi quan tri muon su dung lai cac ching chi da co6 san tur trudce.

Trong truong hop hé théng hién c6, toan bo khoa va chimg chi dugc nhap vao tir bén ngoai nén ta
s& chi quan tdm dén chuc nang tht hai: Lya chon 1 ching chi ¢6 sin trong hé théng. Chtng chi s&
dugc dua vao hé thong nhd chuong trinh mmec ciia Micrsoft

Dé sir dung chirc ning ndy, chon “Assign an existing certificate” réi bAm nat Next. Mot danh
sach cac ching chi c6 thé dung dé gan cho trang web s& hién ra. Nhitng chimg chi nay 13 nhimg
ching chi dugc coi 1a cia ca nhan (chi cia riéng may nay), khong dugc 1a ching chi cua 1 CA
(ngudi cap chimg chi) va chua dugc gan cho trang web khac trén cung may chu.
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115 Certificate Wizard
Available Certificates
The certificates you can uze for your \Web server are listed below,

Select a certificate:

lgsued To | lzzued By | E xpiration Date | Intended Purpose | f
v eshop com Ly ront 741972003 |
help. rivmrn.net Tran van A B/28/2003

FEIVET Tran van & B422/2003 [
help Tran wan & B/28/2003 [
4 | |

< Back I et = Cancel

Ta chi viéc chon 1 ching chi thich hop roi nhan vao nat Next. Mot chimg chi thich hop 14 1 chimg
chi:

- Con thoi han sir dung.

- Puoc cip cho dung trang web ndy (gia tri truong en bang dang tén trang web, vi du:
ecommerce.com.vn)

- Puogc ky boi 1 CA ma nguodi dung (khach hang truy cép trang web tur trinh duyét web)
tin tudng.

Sau khi 1 chtng chi da duoc lua chon, thong tin vé ching chi s& duoc liét ké ra.

115 Certificate Wizard

Certificate Summary
You have chosen ta install an existing certificate.

The following certificate iz available for installation on pour Web server. Ta install this
certificate, click Mest.

Certificate details:

lzzsued To help.rmr. het
lzsued By Tran wan &

E =piration D ate E/28/2003
Friendly M ame Default Web Site
Country / Region W

State / Province Hanoi

City Hanoi
Organization HWF Thd b
Organizational Unit Hifhbd

< Back Cancel

Dé quyét dinh viéc str dung ching chi nay, ta nhdn nut Next.
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115 Certificate Wizard x|

Completing the Web Server
Certificate Wizard

Y'ou have successfully completed the Web Server
Certificate wizard.

A, certificate is now installed on this server.

If pou need to renew, replace, or delete the certificate in the
fukure, you can use the wizard again.

To close this wizard, click Finizh,

< Back Canee|

Nhén nut Finish dé két thuc.

1/ Str dung mmc dé cai dit mét chirng chi vao hé thong
MMC (Microsoft Management Console) 1 1 tién ich théng qua né ta c6 thé sir dung cac chtrc ning
ctia hé diéu hanh dé quan 1y phan cimg, phdn mém, va cac thanh phin mang trong Windows 2000.
Str dung MMC, ta c6 thé tao ra nhitng biéu tuong riéng biét cho nhitng chic ning khac nhau hoic
c6 thé gdp chung nhiéu chirc ning lai trong mot cira sd.
Dé tao riéng 1 biéu tugng cho viée quan 1y chimg chi trén may chu ta can thyc hién nhiing budc
sau:

1. Chon Run tir menu Start

2. G& vao MMC va nhin vao niit OK

3. Trong cura $6 cia MMC, chon menu Console, sau d6 chon tiép “Add/Remove Snap-in”

'Hi Console1

J Console  Wwindow  Help “ IN=" |
Mew Chri+n =
Open... Chrl+C x ;Iglil

Save Chrl+3 | @ |
Save As.. I

tidd R Snap-in...
1 CAMWIMMTY. A Inetsrijis . msc

2 CWINNT system32\devmgmt . msc
3 CWINNTY Sy stem3Z rrasmgmt. msc
4 CWINNTY Sy stem32) dnsmagmt . msc

Exit

4. Nhan vao nit Add trong hop hoi thoai
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Add/Remove Snap-in ﬂll

Standalone | Extensions I

Uze thiz page to add or remove a standalone Snap-in from the conzole.

Snhapins added to:

— Description

Add... Bemave Aubaut... |

oK I Cancel

5. Chon Certificate va nhan vao nat Add

Add Standalone Snap-in 2|

Awailable Standalone Snap-ins:

Sh.

| Wendor | -

fesd Microgoft Corporation
@Active Diirectory Sites and Services Microgoft Corporation

Active Directary Users and Computers  Microsoft Carparation —
gﬁlActiveX Contral
@ Certificates Microgoft Corporation
@ Component Services Microgoft Corporation
Q Computer Management Microgoft Corporation
Device banager Microgoft Corporation
e Disk Defragmenter Executive Software [nte...
g Digk M anagement WERITAS Software Cor... j
r— Description

*Y'ou can uge the Active Directory Domaing and Trusts snap-in to
manage Active Directory domains and trusts.

Add Cloge

Chon tiép “Computer account” va nhan vao nut Finish.

Certificates snap-in

Thiz gnap-in will always manage certificates for:

" My user account
" Semvice account

™ Computer account

< Back I Finizh I

Cancel
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7. Chon tiép “Local Computer” va nhan Finish
Select Computer . x|

Select the computer you want this Snap-in to manage.

Thig gnap-in will always manage;

' ‘Local computer; {the computer this consale is minning onk

" Another computer: | Browse, .. |

™ Allow the selected computer to be changed when launching from te command line. This
only applies if you save the conzole.

¢ Back I Finizh I Cancel

6. Trong ctra s6 cua MMC s€ xuat hién muc quan 1y chig chi cho may chu chu sau

"Hi Console1 - [Console Root'Certificates (Local Comp =100 x|
“Bﬁn Consale  Window  Help |J = | |;li|£||
|J action  Yiew  Favorites “ = o= | | ﬁl | @ |
Tree | Favorites | Object Type

(L Console Root
E@ Certificates (Local Computer)

-] Personal
[ Certificates
[Z Trusted Root Certification Authorities
[ Certificates
a Enterprise Trust
—- [ Intermediake Certification Authorities
: [ Certificates

|Enter|:-rise Trust skare contains no certificates, | |

Cac chung chi trén may chu dugc chia lam 4 loai:
- Personal Certificate
- Trusted Root Cerfiticate
- Enterprise Trust
- Intermediate Certificate

bé chung chi c6 thé su dung cho 1 trang web, no can duoc cai dat vao phﬁn Personal Certificate.
Thu tuc cai dat nhu sau:

1. Chon “Personal Certificate”, nhan phim phai chudt va chon “All task”, “Import”
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Certificate Import ¥izard x|

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trusk
lists, and certificate revocation lisks From wour disk to a
cettificate store.

& certificate, which is issued by a certification autharity, is
a confirmation of vour identity and contains information
used ko protect data or to establish secure nebwork
connections. & certificate store is the system area where
certificates are kept.

To conkinue, click Mext,

= Back Cancel

2. Sau khi nhan niit Next, ta gd vao tén tép chira ching chi va khéa (ta ciing c6 thé nhin vao
nat Browse dé chon tép). T¢p duoc chon phai c6 khuon dang thudc 1 trong 3 loai da duoc
ligt ké trén hop hoi thoai.

Certificate Import ¥izard x|

File to Import

Specify the file you want to import,

Eile: name:

I | Browse, .. |

Moke: More than one certificate can be stored in a single file in the Following Formats:

Personal Information Exchange- PKCS #12 (. FFX,.P12)
Crypkagraphic Message Swnkax Standard- PKCS #7 Certificates (. P7E)

Microsoft Serialized Certificate Skore {.55T)

< Back I Mext = I Cancel |

2. Tiép theo can gd vao password néu nhu t¢p dugc bao v¢ bang password.
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Certificate Import Wizard

Password
To maintain security, the private key was protected with a password,

Type the password For the private key.

Password:
I******l

[™ Emable strong private key protection, You willbe
prompted ewvery time the private key is used by an
application iF you enable this aptian,

™ Mark the private key as exportable

< Back, I Mext = I Cancel

3. Chon muc dé cét giit chimg chi. O day ta can chon Personal.

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

WWindows can aukomatically select a certificate skore, or vou can specify a location for

" pukomatically select the certificate store based on the bype of certificate

% Place all certificates in the Following store;

Certificate stare:

Personal Browse, ., |

< Back I Tk = I Cancel

5. Nhén nat Finish dé két thuc.
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Certificate Import Wizard x|

Completing the Certificate Import
Wizard

o have successfully completed the Certificate Impart
wizard,

ou have specified the Following settings:

Certificate Store Selected by User  Personal
Conkent PF¥
File Mame D vCommontkientest 1
| | B
< Back Cancel |

III/ Cai ddt chire ndang yéu cdu xdc thwe ngwoi siv dung qua chikng chi
Yéu cau vé h¢ thong chig chi: ‘ )
Ca web server va web browser déu cung tin tuong vao 1 nha cung cap chiang chi (CA). Chinh nha
cung cap chimg chi nay sé ky cac chung chi cho nguoi stir dung.

Cai dat web server:

- Khoi dong chuong trinh Internet Service Management

Chon trang web can cai dit chimg chi, nhin phim phai chudt, chon Properties

- Chon Directory Security, nhan vao nut Edit

Administration Web Site Properties 21|
WWeb Site I Operators | Perfarmance I |S&PI Filters I Haome Directony
Documents DITECtUWSECU”t}'I HTTP Headers I Custam Errors

—Anonymolis access and authentication control

! ; Enable anonymous access and edi the

authentication methodz for this resource. Edit |

IP addiess and domain name restrictions

@ Grant or deny access to this resource using

IP addieszes or intermet domain names.
Edit... |

— Secure communications
Require zecure communications and S Certificat
enable client certificates when this SRS LB |
IE30UICE g accessed, ) .
Wiew Certifizate. . |
Edi... |

ak. I Caticel | Spply | Help |
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- Check vao 6 “Require secure channel (SSL)” va chon “Require client certificates”

Secure Communications ﬂ

v Require secure channel [S5LE

[ Require 128-bit encryption

r Client certificates

" |gnore client certificates
{* Accept client certificates
" Require client certificates

[ Enable client certificate mapping

Client certificates can be mapped ta 'Windows uzer

accountz, This allows access control to resources :
uzing client certificates. Edit..

[ Enable certificate tust list

Lurrent CTL: I j

- Nhan niit OK dé két thuc.
Cai dat web browser

1. Cai dit Internet Explorer

Trén thanh menu chon Tools\Internet Options. .., sau d6 chon tiép Content
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