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LOI NOI PAU

Cung v6i sy phat trién nhanh chéng cua nén kinh té. Van dé ung dung hé thong
Mang thong tin vao diéu hanh va san xuat trong doanh nghiép ngay cang duoc day
manh. Nha quan 1y mong mudn Quan tri vién mang thong tin phai naim dugc hau hét
cac cong nghé mang dé nhanh chong trién khai, tng dung nhiing céng nghé mang
tién tién vao phuc vu diéu hanh san xuét ciing nhu 1ap ké hoach xay dung va bao vé
hé thong thong tin ndi bd cua doanh nghiép tranh khoi moi nguy co tin cong.
Vé6i cudn gido trinh nay, toi ¢b gang tap trung di su vao cac cong nghé mdi nhat
hién dang dugc ap dung trong doanh nghiép tai thoi diém hién tai.
Gi4o trinh ndy gdm 16 bai trong d6 c¢6 09 bai gidng, 06 bai thuc hanh va 01 bai thao
luan. Muc tiéu cudn sach di vao cac vin dé chinh sau:

= Thiét ké lugc dd dia chi IP cho doanh nghiép

= Co ban vé cong nghé mang khong day

= Vin dé dinh tuyén va chuyén mach trong mang doanh nghiép

» Trién khai cac dich vu may chu (Mail Server, Web Server, DNS, DHCP...)

= (o ban vé bao mat
Mong muén thi nhiéu nhung trong thoi gian 3 tin chi cia moén hoc nay ching ta
chua thé bao quat toan bd cac cong nghé mang 4p dung cho doanh nghiép ma chi co
thé di vao nhiing cong nghé chinh. Hi vong tir 6 sinh vién ty nghién ctru, hoc hoi dé
c6 thé 1am chu duoc cac cong nghé va ap dung tot kién thirc da hoc vao cong viéc
mai sau.
Moi ¥ kién déng gop cua sinh vién va cac ban dong nghiép xin guri vé theo dia chi

Sau
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1. Muc tiéu:
Sau khi hoan thanh module nay, nguoi hoc ¢6 kha nang:

Sau khi hoan thanh module nay, nguoi hoc c¢6 kha nang:

- DPénh gia dugc cac hoat dong cta cac thi€t bi phan cing va phan mém trong mot mo

hinh mang LAN, WAN san c6

- Tu vén trong viéc lua chon cac thiét bi phan cimg phan mém dé thiét ké mang LAN,

WAN phu hop v6i nhu cau ctia doanh nghiép nho

- Panh gi4 dugc cac yéu cau vé quan ly mang, an ninh mang va cac rang budc khéc

trong qua trinh thiét ké mang

- Thiét ké dugc mang LAN trong toa nha phuc vu cho cong tac giang day va nghién

curu

- Thiét ké duoc mang WAN cho Truong hoc phuc vu cong tac dao tao va quan 1y cua

Nha truong.

Module nay gitip ngudi hoc phat trién cac ning hre: Phén tich (2); Tw van (2); Thue

hién (3); Thiét ké (3) va Bao tri (2).

2. Piéu kién tién quyét:
Nguoi hoe da hoc Mang may tinh.
3. Mo ta module:

Module nay nham cung cap cho nguoi hoc céc kién thirc dé Thiét ké duoc cac hé thong

mang LAN/WAN; Kiém tra, danh gia hiéu nang hoat dong cua hé théng; Xu ly duogc

cac su cd xay ra; Co ky ning co ban vé bao mat trong hé théng mang doanh nghiép

nho.



4. NOi dung module:
Bai 1: Tong quan vé mang doanh nghiép
1.1.Gi61 thi¢u mon hoc, phuong phap hoc
1.2.Cach str dung cac phan mém thiét ké gia lap VMWare, Boson
1.3.Gi61 thiéu hé théng mang thuc té ctia mot s6 doanh nghiép
Bai 2: Dia chi mang
2.1.Dia chi IP va Subnetmask
2.2.Cac loai dia chi IP
2.2.1.Dia chi IP Private, Public
2.2.3.Dia chi IP Unicast, Multicast, Broadcast
2.3.Nguyén ly dich chuyén dia chi IP (NAT)
2.4 Nguyén 1y cip phat DHCP
Bai 3: Cong nghé Wireless
3.1. Tong quan vé Wireless
3.2. Cac chuan Wireless
3.3. C4u hinh mang Wireless
3.3.1. Cac thanh phén thiét 1ap mang mang WLAN
3.3.2. WLAN va SSID
3.3.3. Cau hinh mot mang WLAN don gian
Bai 4: Co ban vé cau hinh dinh tuyeén
4.1. Céc giao thirc dinh tuyén
4.2. Giao thic dinh tuyén ndi ving RIP
4.3. Giao thic dinh tuyén dong OSPF
Bai 5:Thue hanh vé dinh tuyén
Céu hinh dinh tuyén cho cac mang
Bai 6:Cau hinh NAT trén Router
6.1. Khai niém vé NAT
6.2. Nat tinh — Static NAT
6.3. Nat dong — Dynamic NAT



6.4. Nat Overload — PAT

Bai 7:Thuc hanh CAu hinh NAT trén Router

Bai 8:Ciu hinh chuyén mach (Switching)

8.1. Co ban vé cau hinh Switch

8.2. Cau hinh VLAN

Bai 9:Thuc hanh CAu hinh chuyén mach va VLAN

Bai 10: Théo luan

Mot sb chit dé thao luan
» Céc k¥ ning can c6 ciia mot k¥ su trong vai trd HelpDesk
= Quy trinh thiét ké va nang cp hé théng mang d3 co
= Tim hiéu céc giao thirc ma hoa trong mang WLAN
* Mang Wimax
= Tim hiéu VoIP
= (Cong nghé¢ VPN

Bai 11: Céu hinh cic Web Server, DNS Server

11.1. Dich vu phén giai tén mién — DNS Server
11.1.1. Nguyén 1y phan giai tén mién
11.1.2. Xay dyng mdy chii phan giai tén mién cho mang doanh nghiép
11.2. Dich vu Web Server
11.2.1. Giao thaec HTTP va HTTPS
11.2.2. Trién khai Website doanh nghiép trén Server
Bai 12: Thuc hanh ciu hinh céc dich vu mang co bén
12.1. Cau hinh Active Directory (AD)
12.2 Cau hinh 1IS
12.3 Cau hinh DNS
12.4 Cau hinh DHCP
Bai 13. Xay dung m{t Mail Server
13.1. Giao thiee SMTP, POP3, IMAP
13.2. Trién khai Mail Server cho doanh nghiép
Bai 14. Thuc hanh Xiy dung mgt Mail Server
Trién khai Mail Server cho doanh nghiép
Bai 15: Thuc hanh Proxy va Firewall



15.1. Nguyén 1y hoat dong cua Proxy
15.2. Nguyén ly hoat dong cua Firewall
15.3. Trién khai x4y dung hé théng tudng ltra cho doanh nghiép
Bai 16. Co ban vé bio mat
16.1 Céc nguy co tiém tang trén mang
16.2. Cac phuong thirc tan cong
16.2.1 Viruses, Worms, Trojan Horses.
16.2.2 Denial of Service (DoS) va Brute Force Attack
16.3. Cac chinh sach bao mat
5. Tai liéu tham khao:
Sach gido trinh, Slide do gido vién bién soan.
Sach tham khao:
[1]. Cisco System, "CCNA Discoveryl 4.0", Cisco System, 2007
[2]. Cisco System, "CCNA Discovery2 4.0", Cisco System, 2007

[3]. J.C. Mackin and Ian McLean, “Windows Server 2003 Network Infrastructure”,
Microsoft Press, 2005
6. Hoc li¢u:
Giao trinh Iuru hanh ndi b, sach tham khao, hé théng bai tap mau, bai tap tw lam, may
tinh, tai nguyén trén Internet, Projector.
7. Danh gia:
Hinh thtrc danh gia:
- Kiém tra giita ky (Trién khai trén moi truong gia lap): 20%
- Panh gia qua trinh (két qua cac budi thuc hanh): 10%
- Kiém tra cudi ky: 70%
Ti€u chi danh gia:
- K§¥ nang thiét ké, xdy dung bai toan
- K¥ nang cai dat bai toan
Nguoi danh gid: Gido vién giang day va nguoi hoc.
8. Ké hoach hoc tap
B4 tri giang day module Mang doanh nghiép (3 tin chi) nhu sau:
27 tiét 1y thuyét (thuc hién trong 9 budi, mdi budi 3 tiét), 36 tiét sinh vién 1am tiéu luan
(gido vién tu bd tri lich gap, huéng dan sinh vién), 18 tiét thyc hanh (thuc hién trong 6

budi, mdi budi 3 tiét) va 90 gid chuan bi c4 nhan (dé cuong 130 trang)



http://www.ebook.edu.vn



8. Ké hoach hoc tép:

SG SG | Diéu kién thuc
Bai Muc tiéu Hoat dong gido vién Hoat dgng sinh vién .
) GV SV hién
1 | - Xac dinh dugc vi tri, vai tro | - Néu muc ti€u, ndi dung va ké hoach
va ndi dung cua Module | hoc tap cua Module - Linh hoi va dat cac cau hoi Phong hoc 1y
trong chuong trinh dao tao - Gidi thiéu ngudn hoc lidu phuc vu 3h thac mac 4h | thuyét c6 trang
- Xay dung dugc ké hoach va | cho hoc Mudule, phuong phap hoc tap - Lua chon dugc phuong bi may tinh,
phuong phap hoc tap phu | va céc ti€u chi danh gia phap hoc tdp va ngudn hoc may chiéu.
hop. - T chtrc thao ludn cac lgi ich dem lai liéu phuc vu cho Module
- Lua chon duoc nguén hoc | cho doanh nghi¢p khi c6 hé théng - Thao luan cac ndi dung
liéu phuc vu cho mén hoc mang trong phiéu yéu cau
- Trinh bay duoc nhimng loi | - Qua trinh dé trd thanh mot nha nha - Ghi cha nhiing van dé co
ich dem lai cho doanh nghi¢p | quan tri mang trong doanh nghi¢p ban
khi c6 h¢ thong mang. - Két luan va tong két cac noi dung - Néu cac cau hoi thic mac
- Trinh bay dugc cac bude dé | thao luan
tr¢ thanh mdt nha quan tri | - Trd 101 cac cau hdi cua sinh vién
mang trong doanh nghi¢p - Phat phiéu yéu cau cac ndi dung can
nghién ctru trong bai 2
2 |- Trinh bay cau trac dia chi | - To chiic thao luan vé kién trac Ipv4 |  3h |- Trinh bay dugc cau tric IP | 4h |Phong hoc ly

IP v4
- Mbi gitra
Subnetmask va dia chi IP.

quan h¢

va moi lién quan gitta dia chi IP va
Subnetmask

- Dua ra bai tdp yéu cau sinh vién

v4
- Hiéu 16 méi quan hé giira
dia chi IP va Subnetmask

thuyét co trang
bi may tinh,

may chiéu.




- Thy hién phan chia dai dia
chi IP thanh cdc Subnet co
subnetmask bang nhau va
khong bang nhau

- Thiét ké duoc lugc do IP
phu hop cho modt doanh
nghiép.

thuc hién phan chia dia chi IP thanh
céc Subnet c6 Subnetmask bang nhau
va khong bang nhau.

- Tu van va giai dap cac van dé kho

khan khi sinh vién gdp vudng mac

cling nhu cach tinh todn va
phan chia mot dai IP thanh
cac Subnet theo dép tng yéu
cau ctia nguoi st dung

- Tham gia tra 161 nhitng cau
hoi tinh hudéng ma gido vién

duara

- Phan tich duoc cac uu
nhugc diém cia mang khong
day va mang c6 day

- Trinh bay dugc cac md
hinh tng dung mang khong
day

- Trinh bay duogc cac chuin
mang 802.11a,b,g va dac
diém ctia mdi chuan.

- Trinh bay dugc chiic nang
ctia cac thiét bj co ban trong
mang WLAN

- Trinh bay duoc khai niém
kénh truyén va SSID trong
mang WLAN

- To chirc thao luan vé mang WLAN,
cic wu nhuge diém va cdc mé hinh
ung dung

- Giai dap cho sinh vién cac van dé
kho khan va dinh hudng cho sinh vién
thao ludn theo dung chu dé

- Tra 10i cac cau hoi thic méc cua sinh
vién

- C4u hinh thir nghiém mang WLAN

3h

- Thao luan theo cac ndi dung
gido vién dua ra

- Néu cac cau hoi, thic mic
trong qua trinh thao luan

- Quan sat cac goi y va phan
tich ciia gido vién va dé tir d6
dua ra nhiing nhén dinh va y
kién ctia minh vé van dé thao
luan.

- C4u hinh thtr nghiém mang
WLAN v6i chitic nang co ban

4h

Phong hoc ly
thuyét co trang
tinh,

chiéu,

bi may
may
AccessPoint,

Card
khong day.

mang




- Cau hinh mang WLAN don

gian

- Trinh bay duoc cic giao | - T chirc thao luan vé dinh tuyén va 3h - Thao ludn vé cac chu dé do | 4h |Phong hoc ly
thirc dinh tuyén Router gido vién huéng dan thuyét co trang
- So sanh dinh tuyén tinh va | - To chirc thao luan vé dinh tuyén tinh - Quan sat va thyc hién cdu bi may tinh,
dong, Distance Vector va |va dinh tuyén dong, Distance Vector hinh LAB dinh tuyén Vo1 may chiéu.
Link State va Linkstate giao thurc Rip V1
- Pic diém cua dinh tuyén | - Huéng dan sinh vién cau hinh dinh - Quan sat cach goi y va phan
Rip vl tuyén hé thong mang noi bo tich cua gido vién dé tir do
- Ciu hinh dinh tuyén hé |- Tra 10i cac cau hoi thiac mac cua sinh dua ra nhiing nhan dinh va y
thong str dung Rip v1 vién kién ctia minh vé van dé thao
luan.
- Thiét ké duoc luoc do dia | - Pua trude tai lidu thao luan cho sinh |  3h | - Sinh vién doc trudc tai liu | 6h | Phong hoc thuc

chi IP cho doanh nghiép

- Thyc hién cau hinh dinh
tuyén cho cac mang bang
dinh tuyén tinh va dinh tuyén
dong véi Rip v, Rip v2

- Panh gid dugc uvu nhuoc
diém gitra dinh tuyén tinh va

dinh tuyén dong

vién

- Théo luan thiét ké lwoc dd dia chi IP
- Cho sinh vién phat biéu y kién vé
cac vin dé thao luan theo nhém da
phén cong trudce

- Tra 101 cac cau héi thic méc cua sinh
vién

- Nhan xét, danh gia va tong két van

vé van dé thao luan

- Tham gia vao thao luén,
dua ra cau hoi

- Tham gia tra 161 nhiing cau
héi tinh hudng ma gido vién
dua ra

- Thiét ké luge d6 dia chi IP

cho doanh nghiép va céu

hanh c6 trang bi
may tinh, may

chiéu.




dé thao luan

hinh dinh tuyén giita céac

mang

- Trinh bay dugc cac khai
niém vé NAT ftinh, NAT
dong

- So sanh uvu nhuge diém cua
cac loai NAT

- Trinh bay nguyén ly hoat
dong cua PAT

- Céu hinh PAT trén Router
cho phép céc IP trong LAN
ra [P Public

- T6 chirc théo luan cho sinh vién hiéu
rd khai niém vé NAT, so sanh uu
nhuoc diém mdi loai

- T6 chirc thao luan vé PAT va su can
thiét co PAT

- Huéng dan sinh vién thuc hién bai
lab céu hinh PAT

- Cung cip céc tai liéu lién quan dén
kién thirc NAT

- Tra 101 cac cau hoi thic méc cua sinh
vién trong qua trinh thyc hanh

- Nhén xét, danh gia va tong két van

dé thao luan

3h

- Chu dong tham gia thao
luan vé chu dé do gido vién
huéng dan

- Trinh bay céc ndi dung ma
minh da tim hiéu

- Thyc hién tim hiéu va cau
hinh bai lab do gido vién dua

ra

4h

Phong hoc ly
thuyét co trang
bi may tinh,

may chiéu.




- So sanh wu nhuoc diém mdi | - Thao ludn thiét ké lugc d6 dia chi IP 3h - Sinh vién doc trudc tai liéu Phong hoc thuc
loai NAT - Cho sinh vién phat biéu y kién vé vé van dé thao luan hanh co trang bi
- CAu hinh PAT trén Router | cac van dé thao luan theo nhom da - Tham gia vao thao luan, may tinh, may
dé NAT cac IP trong LAN ra | phan cong trudc dua ra cau hoi chiéu.
IP Public - Chuén bi bai thuc héI’lh ’ - Tham gia ’tré 161 nhiing cau ¢h
- Phan tich dugc nguyén ly | - Tra 101 cac cau hoi thac mac cua sinh hoéi tinh hudng ma gido vién
hoat dong chuyén doi dia chi | vién trong qué trinh thyc hanh duara
IP - Kiém tra tién do thuc hién bai tap - Thuyc hanh NAT cac IP

thuc hanh cua sinh vién trong LAN ra IP Public

- Giao cong viéc cho tuan tiép theo
- Trinh bay nguyén ly hoat | - T6 chirc thao luan cho sinh vién tim - Chu dong tham gia thao Phong hoc ly
dong co ban cuia Switch hiéu nguyén 1y hoat dong ciia Switch luan vé chu dé do gido vién thuyét co trang
- Trinh bay khai niém VLAN | hd trg VLAN, khai niém VLAN va huéng dan bi may tinh,
va nhling Gng dung cua | nguyén ly hoat dong cua goi tin trong - Trinh bay céc ndi dung ma may chiéu.
VLAN trong thyc tién VLAN minh d3 tim hiéu
- Ciu hinh VLAN trén |- Cung cip céc tai liéu lién quan dén - Quan sat cach goi y va phan | 4h
Switch kién thire VLAN, dinh tuyén giita cac 3h tich cua gido vién dé tir do

- Sir dung Router dinh tuyén
gitra cic VLAN

VLAN véi Router

- Tra 10i cac cau hoi thic méc cua sinh
vién trong qua trinh thyc hanh

- Nhén xét, danh gia va tong két van

dé thao luan

dua ra nhiing nhén dinh va y
kién cua minh vé van dé thao
luan.

- Tham gia tra 161 nhiitng cau
hoi tinh huéng ma gido vién

duara




9 |- Trinh bay nguyén ly hoat | - Thao luan nguyén 1y hoat dong cua 3h - Sinh vién doc trudce tai lidu Phong hoc thuc
dong ciia VLAN va cac ung | VLAN vé van dé thao luan hanh c¢6 trang bi
dung VLAN trong thyc tién |- Cho sinh vién phat biéu y kién vé - Tham gia vao thdo luén, may tinh, may
- CAu hinh VLAN trén | cac van dé thao luan theo nhom da dua ra cau hoi chiéu, Switch
Switch hd trg VLAN phan cong trudc - Tham gia tra 161 nhitng cau hd trg VLAN va
- Cau hinh dinh tuyén giira | - Chuan bi bai thuc hanh hoi tinh huéng ma gido vién | 6h | Router.
cac VLAN str dung Router - Tra 10 cac cau hoi thac méac cia sinh duara
-Ung dung mo hinh mang c6 | vién trong qua trinh thyc hanh - Thyc hanh bai lab chia
VLAN vio thiét ké hé thong | - Kiém tra tién do thuc hién bai tap VLAN va dinh tuyén giira
mang trong doanh nghiép thuc hanh cuda sinh vién cac VLAN sur dung Router

- Giao cong viéc cho tuan tiép theo
10 | - Phan nhém va giao chii dé | - Phan nhom sinh vién - Nhan nhém va bdo céo chu Phong hoc ly

thdo luan cho tirng nhém

- Chuan bi céc chi dé théo luan

- Huéng dan sinh vién cac budc thuc
hién va nguén tai liéu can tim hiéu

- Nhan xét, danh gia va tong két van

deé giao chu dé

dé mong mudn tim hiéu véi
gido vién néu c6

- Tham gia cac hoat dong do
gido vién t6 chuc va dua ra
cac cau hoi thac mic can giai
dap

- Tim hiéu cac ngudn tai liéu

do giao vién cung cap

thuyét co trang
bi may tinh,

may chiéu




11 |- Trinh bay nguyén 1y phan | - Thao luan v€ nhi€ém vu cia vién - Sinh vién doc trudce tai liéu Phong hoc Iy
gidi tén mién ciia may chu | phan giai tén mién va nguyén 1y phan vé van dé thao luan thuyét co trang
DNS va nhiém vu cua viéc | giai tén mién - Tham gia vao thao luan, bi may tinh,
phan giai tén mién - Théo ludn cac giao thic truy cap dua ra cau hoi may chiéu.

- So sénh hai giao thuc http | web http va https - Tham gia tra 161 nhitng cau
va https ’ - Huéng dan thyc hién lab cau hinh 3h hoi tinh hudéng ma gido vién ah
- Trinh bay cach cau hinh | web server va DNS server duara
may chit DN'S va Web Server | - Tra 10i cac cau hoi, thic mic cia - Quan sat cach goi y va phan

sinh vién tich cia gido vién dé tur do

- Két luan, téng két cac noi dung thao dua ra nhiing nhan dinh va y

luan kién cta minh vé van dé thao

luan

12 | - Phan tich dugc nguyén ly | - Phat tai liéu thao luan cho sinh vién - Sinh vién doc trudce tai licu Phong hoc ly
lam viéc ciia may chi DNS | - Thao luan vé nguyén ly lam viéc cua vé van dé thao luan thuyét co trang
va web Server DNS Server va web Server - Tham gia vao thao luén, bi may tinh,
- Thyc hién Public mot | - Thao luin vé su can thiét xay dung dua ra cau hoi may chiéu.
website don gidan cho phép | mot site noi bd cho doanh nghiép - Thuc hién bai lab xay dung
truy cap website vdi tén mién | - Giao bai thuc hanh 3h mot site ndi bd cho doanh | 6h

Nam

- Bdo mat ditr li¢u truy cap
vOi https

- C4u hinh cip phat IP dong
cho céc Client

- Kiém tra tién do thuc hién bai tap
thuc hanh cua sinh vién

- DBéanh gia va goi y céc cach lam cho
sinh vién

- Giao cong vi¢c cho tuan ti€p theo

nghiép cho phép cic nhén
vién truy cap vao thong qua
tén mién véi Ip cho cac

Client duoc cap phat dong




13 | - Trinh bay cac giao thirc gui | - Thao luan vé nhu cau va sy can thiét - Tham gia vao thio luan, Phong hoc Iy
nhan mail POP3, SMTP, | trién khai hé théng mail trong doanh dua ra cau hoi thuyét cO trang
IMAP nghiép - Tham gia tra 161 nhitng cau bi may tinh,
- Gui va nhan thu st dung | - Thao luan vé céc giao thirc giri nhan hoi tinh hudéng ma gido vién may chiéu.
SMTP qua Telnet mail POP3, SMTP, IMAP duara
- C4u hinh Mail server phuc | - Hudng d?ll:l sinh vién t}{l.l’C hién Lab 3h - Tham gia thyc hién bai lab ah
vu cho doanh nghiép cau hinh trién khai hé¢ thong Mail véi do gido vién dua ra

Mdaemon Server - Quan sat cach goi y va phan
- Panh gia va goi y cac cach lam cho tich cua gido vién dé tir do
sinh vién dua ra nhiing nhéan dinh va y
- Nhan xét, danh gia va tong két van kién ctia minh vé van dé thao
dé thao luan luan

14 | - Phan tich dugc nguyén 1y | - To chic thao luan vé nguyén 1y lam - Sinh vién doc trudce tai licu Phong hoc thuc
lam viéc ciia may chu Mail | viéc cia may chu Mail Server vé van dé thao luan hanh co trang bi
Server - Cac I¢énh thyc hién nhan va giri mail - Tham gia vao thao luan, may tinh, may
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Bai 1: Tong quan vé mang doanh nghiép

1.1 Gioi thiéu mon hoc, phwong phap hoc
Vi xu thé tmg dung hé thdng thong tin vao tat ca cac hoat dong san xuit clia cac
doanh nghiép, van dé trién khai mot hé théng mang khi xay dung mot doanh
nghiép 1a diéu tit yéu. Do vy nhu cau nhén lyc ¢ trinh do chuyén gia trong linh
vuc mang doanh nghiép trén thi truong lao dong hién nay dang rat nhiéu.
Mang doanh nghi¢p la mon hoc dugc giang day sau Module Mang co ban va
trudc Module Bdo mat mang va Module Mang thé hé méi. Muc dich ctia mén
hoc gitp sinh vién dat duoc cac k¥ ning vé quan tri mang LAN, tu van, thiét ké
va xay dung dugc mot hé thong mang cho doanh nghiép co6 quy mé nhoé voi cac
yéu cau cy thé nhu sau:
- Panh gia dugc cac hoat dong cua cac thiét bi phﬁn cing va phﬁn mém trong
mot md hinh mang LAN, WAN san ¢6
- Tu van trong viéc lya chon céc thiét bi phan cimg phdn mém dé thiét ké
mang LAN, WAN pht hop v6i nhu cu cta doanh nghiép nho
- Paénh gia duoc cac yéu cau vé quan 1y mang, an ninh mang va céc rang budc
khac trong qua trinh thiét ké mang
- Thiét ké dugc mang LAN trong toda nha phuc vu cho cong tac giang day va
nghién clru
- Thiét ké dugc mang WAN cho Truong hoc phuc vu cong tdc dao tao va
quan 1y cia Nha truong.
Pay 1a mon hoc mang tinh tng dung thuc tién rat cao do vay doi hoi sinh vién
chuan bi k¥ cac tai liéu va phwong tién hoc tap can thiét. Gom cé
- Céc phan mém gia 1ap thiét ké mang :
- VMWare Simulator, Boson Netsim Simulator
- ISA Server

- Mail Exchange Server, Mail Mdeamon Server

- Sach gido trinh, Slide do gido vién bién soan.
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- S4ch tham khao:
[1]. Cisco System, "CCNA Discoveryl 4.0", Cisco System, 2007
[2]. Cisco System, "CCNA Discovery?2 4.0", Cisco System, 2007

[3]. J.C. Mackin and Ian McLean, “Windows Server 2003 Network
Infrastructure”, Microsoft Press, 2005
Trong qué trinh hoc tap sinh vién can chu dong doc trudce tai li€u tai nha, cac tai
liu do gido vién giao cho vé nha tu hoc, tham gia trao d6i kién thirc trén forum
cua nha truong va cac forum khéac nhu :

e http://quantrimang.com

e http://nhatnghe.com.vn

e http://vnpro.org.

1.2.Cach swr dung cac phin mém thiét ké gia lap VMWare, Boson
1.2.1 Phan mém VMWare

VMWare 12 phan mém gia 1ap cho phép cai dat nhiéu hé diéu hanh trén mot may
tinh c6 cAu hinh manh. VMWare cho phép chung ta cai nhiéu hé diéu hanh khac
nhau nhu Window XP, Window Server 2003, Window Vista, Window Server
2008, Linux... trén cung m{t may tinh va tai mot thoi diém co thé cung khoi
d6ng nhiéu may tinh 4o trén mot may tinh that. Pay 1a mot tién ich vo cung thd
vi va can thiét cho cac sinh vién khi hoc vé mang may tinh va can cau hinh mot
lac nhiéu hé théng khac nhau tao thanh mot hé théng mang 4o.
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Trén day la hinh khi mdy a0 VMWare dang cung ltc dugc cai dat va chay ca 03
hé diéu hanh gém Window Server 2003, Window XP va Red Hat Linux dé thuc

A

tap.

1.2.2 Phan mém Boson Netsim

Boson Netsim 13 phdn mém cho phép gia 1ap cac hoat dong cua cac thiét bj mang

Cisco. Vi thi phan chiém trén 70% toan thé gi6i vé thiét bi mang, cac thiét bi

mang cua cisco ludn la lya chon s6 mot cho tat ca cac nha thiét ké va trién khai

hé théng do d6 6n dinh va tinh tin cay cling nhu sy bdo dam cua Cisco trong van
dé an toan thong tin. Boson Netsim sau khi cai dat g6m 02 tién ich con :

e Boson Netsim Design

e Boson netsim Simulator
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Boson Netsim Design 1a tién ich cho phép chiing ta thiét ké cac mé hinh mang ao
khi khong c6 diéu kién tiép xuc véi thiét bi that. Du vay Boson Design co thé
cho phép gia 1ap dén 90% cac mo hinh that.

Lab 2-2: VLAN
— >
( Native —1;',
. T
—
( Accounting Y
s o e

' il L Engineering )‘)

Boson Netsim duoc thuc hién sau khi ban d3 thiét ké hé théng gia 1ap. Nhiém vu
cua no 1a tao ra moi truong gia lap dé thuc hién cac cu 1énh cdu hinh hé théng
da dugc thiét ké boi Boson Design trén moéi truong CLI (Conmand Line
Interface).

1.3. Gi6i thiéu hé théng mang thuee té ciia mét s6 doanh nghiép

Gidi thiéu tong quan so d6 hé théng mang mot s6 doanh nghiép. Trong hinh 13
so d6 hé thong mang Truong PH SPKT Hung Yén.
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Bai 2: Dia chi mang

2.1.Dia chi IP va Subnetmask

Kién thitc vé dia chi IP va céac kién thuc lién quan dén M6 hinh TCP/IP,
Subneting da duogc trang bi tai Module Mang co ban, day la mot khdi kién thire
nén tang rat quan trong, sinh vién can xem lai tai liéu d3 hoc. Pé 6n tap lai khdi
kién thirc nay sinh vién can hoan tat bai tap sau:.

Hé théng mang ctia cong ty ABC nhu hinh v&, cong ty dugc cip phat dai dia chi
192.168.0.0/16. Thuc hién chia dai dia chi trén thanh cac Subnet thoa mén diéu
kién sb host trong mdi Subnet nhu trén hinh véi diéu kién t6i vu hoa khong gian
dia chi IP.

250 host — LAN 2

1000 host — LAN1 500 host — LAN3

2.2. Cac loqi dia chi IP
2.2.1. Dia chi IP Private, IP Public

IP private 13 nhitng IP khéng dugc dinh tuyén trén Internet, bao gdm céac dai dia
chi sau:

10.0.0.0 --> 10.255.255.255
172.16.0.0 --=>172.16.31.255
192.168.0.0 --> 192.168.255.255
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Céc dai dia chi IP con lai cua 16p A, B, C 1a nhiing dia chi IP Public (thudc
quyén s hiru ctia ISP va nha cung céap dia chi Internet)

2.2.2.Dja chi IP Unicast, Multicast, Broadcast

Dia chi Broadcast 1a dia chi quang b4 cho mot Subnet theo chiéu tir PC dén tit ca
cac PC trong cung Subnet : PC-> all PC

bia chi Unicast 1a dia chi cho phép gui tr mot dia chi dén mét dia chi khac :
PC->PC

Pja chi Multicast 1a dia chi cho phép gui tir mot host dén mot nhém host khéc:
PC-> Group PC, céac dia chi nay thudc 16p D.

2.3.Nguyén Iy dich chuyén dia chi IP (NAT)
2.3.1 Cdc thudt ngir trong NAT

Khi mot may thuc hién NAT s& c6 ca 2 chiéu out va in theo quy dinh cua
Interface

- Cisco st dungthuét ngir 2 chiéu nay cua NAT goi 13 inside va outside, cic
nhom dia chi trong NAT bao gém:

+ Inside local: nhém dia chi bén trong

+ Inside global: dia chi toan cuc bén trong (dia chi nay dai dién cho céc
host cta ban két ndi ra ngoai Internet, chinh la dia chi ma ISP cép cho
ban)

+ QOutside local address : 1a dia chi riéng ctia host bén ngoai mang ndi bo

+ Outside global address: 1a dia chi public ctia host bén ngoai (vd
www.yahoo.com) khi host bén trong thuc hién NAT dé chuyén d6i IP, qua

trinh NAT nhu sau:
inside local ip address ----- inside global ip address ----- outside global ip address
vd: 192.168.1.2 ----- 58.187.41.17:2412 ------- 209.191.93.52
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Chéang han, khi vao trang web www.yahoo.com, dau tién s& c6 mot request toi
web server yahoo, day chinh 1a thyc hi¢n NAT outside, khi ban nhan dugc reply
tr Yahoo server, qua trinh nguoc lai, lac nay chinh la thyc hién NAT inside

NAT inside nguoc lai voi NAT outside, khi goi dit liéu dén duoc thiét bi thuc
hién NAT, né xem trong bang NAT (NAT table) va thiy rang 58.187.41.17:2412
tuong tng voi 192.168.1.2, lac d6 NAT s€ thyc hi¢n ddi lai dia chi IP cua g0i tin
va gbi dir liéu d6 s& dén dugc dang dia chi cia may trong LAN cua ban.

Hoan toan tuong ty nhu vay véi inbound va outbound (chi khac no 1a thudt ngr
ctia Microsoft), néu c¢6 dung chi sé port trong qué trinh chuyén doi thi d6 1a PAT,
con chi dung dia chi IP thi lac d6 chuyén doi 1a NAT

Cau 1énh net use thuong dung dé map share trong mang lan (tuy vay ban c6 thé
map mot may khac qua Internet, néu may d6 phép share nhu vay - chang han da
NAT hét port va cho phép hét cac service), két ndi trong Lan, hay két ndi qua
Internet déu c6 thé thuc hién gidng nhau, qua Internet thi chi bi han ché bai toc
do va chat luong, thuong 1a cham hon nhiéu so véi mang LAN, tuy vay it ai
dung 1énh net use dé map mot share tir ngoai Internet, thuong ding cac cong cuy
khac, nhu 1a FTP, HTTP... va cac cong cu chia sé qua Internet.

2.3.2. Cdc kiéu NAT

C6 2 kieu NAT co ban 1a NAT va PAT :

Gidng nhau

Dung dé chuyén doi dja chi IP private thanh dia chi IP public, gitp cho méy
trong mang Lan ctia ban c6 thé két nbi vai Internet, va giup tiét kiém khong gian
cua dia chi IP public, mot cty cé thé chi can 1 hay vai dia chi IP public ma van
cho phép toan bd mang cua ho két ndi ra thé gidi bén ngoai.Khéac nhau :
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NAT : Network Address Translation : chuyén ddi dia chi IP thanh dija chi bén
ngoai (c6 2 dang chuyén doi 1a 1-1 : static, va chuyén ddi overload, khi ban duogc
cap nhiéu IP tir ISP)

Vi du: chuyén d6i 1-11a : 192.168.0.1 <---> 186.15.4.2, con chuyén ddi overload
thi mét dia chi bén trong s€ dugc chuyén ddi thanh mét dia chi bén ngoai (néu
nhu dia chi bén ngoai chua st dung)

PAT (Port Address Translation), thuong 1a cac router ADSL mac dinh dung
kiéu chuyén doi nay, vi ban chi ¢6 1 IP public, néu toan bd LAN cua ban déu
mudn két nbi ra ngoai - voi mot dia chi IP public (58.187.168.41)=> luc d6 dia
chi bén trong s& duoc chuyén d6i thanh dia chi 6 két hop voi chi sb port, néu
port d6 chua stir dung

Vi du: Ban ¢c6 mot LAN nho voi dai IP : 192.168.1.x , khi d6 cac may trong lan
s& duoc chuyén d6i chang han véi vai may:

192.168.1.3 <-->58.187.168.41:2413
192.168.1.4 <-->58.187.168.41:2414
192.168.1.5 <-->58.187.168.41:2415
192.168.1.6 <-->58.187.168.41:2416

Céc chi sb port thuong dung tir 1024 dén 65535 (not well-known port), vi
well-known port 1 chii yéu dung cho server, s6 port ndy dép tmg dugc hau hét
cac mang LAN.

2.4. Nguyén ly thu nhan mot dia chi IP tw DHCP Server.

C6 hai cach dé mot host c6 thé thu nhan duge mot dia chi IP, nguoi st dung co
thé cdu hinh TCP/IP bang tay bang cach tu nhap vao cac thong s, cach tha 2
thuong dugc st dung trong cdc cong ty vi cac nhan vién vang phong thuong

Vii Khanh Quy — Khoa CNTT — PH Su pham Ky thuiat Hung Yén 29



Vii Khanh Quy — Khoa CNTT — PH Sw pham Ky thuit Hung Yén

khong thé nhé duge cac con s6 do nguoi quan tri hé thdng mang trong cong ty
cung Cé,p. Dé host ¢6 thé thu nhan tu dong mat IP tur Server, ban phai cai dat dich
vu DHCP trén may chii. Client va Server sé dam phéan v6i nhau dé cip mot IP
cho Client theo so d sau:
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Bai 3: Cong nghé Wireless
3.1. Tong quan vé Wireless

Wireless hay mang 802.11 1a hé thong mang khong day st dung song vo tuyén,
gidng nhu dién thoai di dong, truyén hinh va radio. Hé thong nay hién nay dang
dugc trién khai rong rai tai nhiéu diém cong cong hay tai nha riéng. Hé thong
cho phép truy cip Internet tai nhitng khu vuc c6 séng ctia hé thong nay, hoan
toan khong can dén cap ndi. Ngoai cac diém két ndi cong cong (hotspots), WiFi
c6 thé dugce thiét 1ap ngay tai nha riéng.

Tén goi 802.11 bat ngudn tir vién IEEE (Institute of Electrical and Electronics
Engineers). Vién ndy tao ra nhiéu chuén cho nhiéu giao thirc k¥ thuat khac nhau,
va no str dung mot hé thdng sb nham phén loai ching; 3 chuan thong dung cua
Wireless hi¢n nay 1a 802.11a/b/g.

3.2. Cic chudn Wireless

Wireless truyén va phat tin hiéu ¢ tan s6 2.4 GHz hoic 5GHz. Tan sb nay cao
hon so véi cac tan sb sir dung cho dién thoai di dong, cac thiét bi cam tay va
truyén hinh. Tan s6 cao hon cho phép tin hiéu mang theo nhiéu dit liéu hon.
Wireless str dung chuan 802.11:

Chuan 802.11b 13 phién ban dau tién trén thi trudng. DAy 1a chuan cham nhat va
ré tién nhét, va né trd thanh it phd bién hon so v6i cac chuan khéac. 802.11b phat
tin hiéu & tan s6 2.4 GHz, n6 c6 thé xur Iy dén 11 megabit/gidy.

Chuén 802.11g ciing phat ¢ tan s6 2.4 GHz, nhung nhanh hon so véi chuan
802.11b, tdc do xir Iy dat 54 megabit/gidy. Chuan 802.11g nhanh hon vi né sir
dung ma OFDM (orthogonal frequency-division multiplexing), mot cong nghé
ma hoéa hiéu qua hon.

Chuin 802.11a phat ¢ tin s6 5 GHz va c6 thé dat dén 54 megabit/ gidy. N6 ciing
stt dung md OFDM. Nhirng chuan méi hon sau nay nhu 802.11n con nhanh hon
chuan 802.11a, nhung 802.11n van chua phai 1a chudn cubi cing.
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3.3. Ciu hinh mang Wireless
3.3.1. Céc thanh phdn thiét Igp mang WLAN
Card mang khong day (NIC_Wireless)

Cac may tinh nam trong ving phu song WiFi can c6 cic bo thu khong day,
adapter, dé co thé két ndi vao mang. Cac bd nay c6 thé dugc tich hop vao cic
may tinh xach tay hay dé ban hién dai. Hoic duogc thiét ké ¢ dang dé cam vao
khe PC card hoic cong USB, hay khe PCI. Khi di duogc cai dat adapter khong
day va phan mém diéu khién (driver), mdy tinh ¢ thé ty dong nhan dién va hién
thi cac mang khong day dang ton tai trong khu vyc.

Access Point (AP)

AP 1a thiét bi pho bién nhit trong WLAN chi dung sau PC card khong diy. Nhu
tén ctia n6 da chi ra, AP cung cép cho client mot diém truy cap vao mang. AP 13
mot thiét bi half-duplex c6 mic d6 thong minh twong duong voi mot Switch
Ethernet phtrc tap. Hinh dudi ddy mo td AP va noi st dung ching trong mang
WLAN.
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AP c6 thé giao tiép v6i cac client khong dy, véi mang c6 day va voi cac AP
khac. C6 3 mode hoat dong chinh ma ban c6 thé cdu hinh trong mot AP

* Root mode

= Repeater mode

* Bridge mode
Root mode

Root mode dugc str dung khi AP duoc két ndi voi mang backbone c6 day thong
qua giao dién c6 day (thuong 1a Ethernet) ctia nd. Hau hét cac AP sé& hd tro cac
mode khac ngoai root mode, tuy nhién root mode 1a cAu hinh mic dinh. Khi mét
AP duoc két ndi v6i phan doan c6 diy thong qua cong ethernet ciia nd, nd sé
duge ciu hinh dé hoat dong trong root mode. Khi & trong root mode, cdc AP
duge két ndi voi cung mot hé thdng phan phdi co day cé thé néi chuyén duoc voi
nhau thong qua phan doan c6 ddy. AP giao tiép v6i nhau dé thuc hién cac chirc
ning cua roaming nhu reassociation. Cac client khong day co thé giao tiép véi
cac client khong day khac nam trong nhiing cell (6 té bao, hay ving phu song
ciia AP) khac nhau thong qua AP tuong Gmg ma ching két ndi vao, sau do6 cac

Vii Khanh Quy — Khoa CNTT — PH Su pham Ky thuiat Hung Yén 33



Vii Khanh Quy — Khoa CNTT — PH Sw pham Ky thuit Hung Yén

AP nay s€ giao ti€p vdi nhau thong qua phan doan c¢6 day nhu vi du trong hinh
dudi.
An access peint in root mode
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Bridge mode

Trong Bride mode, AP hoat dong hoan toan giéng voi mot Bridge khong day (s&
dugc thao luan ¢ phan sau). That vay, AP sé& tré thanh mot Bridge khong day khi
duoc cu hinh theo cach nay. Chi mdt sb it cac AP trén thi trudng c6 hd trg chic
nang Bridge, diéu nay s& lam cho thiét bi co gia cao hon dang ké. Chung ta s&
giai thich mot cach ngan gon Bridge khong day hoat dong nhu thé ndo, nhung
ban c6 thé thiy tir hinh du6i rang Client khong két ndi v6i Bridge, nhung thay
vao d6, Bridge dugc st dung dé két ndi 2 hodc nhiéu doan mang c6 day lai véi
nhau bang két ndi khong day.
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An access point in bridge mode
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Repeater Mode

Trong Repeater mode, AP c6 kha ning cung cip mot duong két ndi khong day
upstream vao mang c6 day thay vi mot két ndi c6 day binh thuong. Nhu ban thay
trong hinh dudi, mét AP hoat dong nhu 1a mdt root AP va AP con lai hoat dong
nhu 12 mot Repeater khong ddy. AP trong repeater mode két ndi véi cac client
nhu 1a mot AP va két ndi voi upstream AP nhu 1a mot client. Viéc sit dung AP
trong Repeater mode 14 hoan toan khong nén trir khi cuc ky can thiét boi vi cac
cell xung quanh mdi AP trong truong hop nay phai chong 1én nhau it nhat 13
50%. Cau hinh nay s& giam trim trong pham vi ma mét client c6 thé két ndi dén
repeater AP. Thém vao d6, Repeater AP giao tiép ca véi client va véi upstream
AP thong qua két ndi khong day, diéu nay s& lam giam throughput trén doan
mang khong diy. Nguoi st dung dugc két ndi véi mot Repeater AP s& cam nhan
duoc throughput thap va do tré cao. Thong thuong thi ban nén disable cong
Ethernet khi hoat dong trong repeater mode.
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An access point in repeater mode
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Cic tiy chon pho bién (Common Options)

AP ¢6 sdn nhiéu tiy chon phan cimg va phan mém khac nhau. Céc tiy chon phd
bién bao gom:

+ Anten cb dinh hay c6 thé thao lap.

+ Kha ning loc cao cip

+ Antenna c6 thé thao dugc (Removeable hay Modular)
+ Thay ddi cong suét phat

+ Céc kiéu khac nhau cua két ndi c6 day

Fixed or Detachable Antenna

Tuy thudc vao nhu cau doanh nghiép cua ban hay nhu cau cia khach hang, ban
s& can phai chon giita AP ¢6 anten ¢ dinh hay AP c6 anten c6 thé thao lap. Mot
AP véi anten c6 thé thao 1ap cho ban kha ning str dung cac loai anten khac nhau
dé két ndi v6i AP sir dung cable ¢ chiéu dai khac nhau tiy nhu cau cua ban.

Vi du: Néu ban can treo mot AP & trong nha nhung lai cho phép nguoi s dung
truy cap vao mang ¢ bén ngoai thi ban s€ can két ndi vdi cable va anten ngoai
troi truc ti€p véi AP va chi treo anten bén ngoai.
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AP ¢6 thé c6 hoic khong co anten diversity (tinh ning da dang anten). WLAN
anten diversity 13 viéc stir dung nhiéu anten v6i nhiéu input trén mot receiver duy
nhit dé 1dy mau tin hiéu dén thong qua mdi anten. Viéc ldy mau tin hiéu tir 2
anten cho phép xac dinh dugc tin hiéu input ciia anten nao 1a tot hon. Hai anten
c6 thé c6 mirc d6 nhan tin hiéu khac nhau béi vi mot hién tuong duogc goi la
multipath.

Advanced Filtering Capability

Cac chtc ning loc MAC hay protocol c6 thé dugc bao gdm trong AP. Loc
thuong dugce st dung dé ngan chan ké xam nhadp vao mang WLAN cua ban. Nhu
1a mot phuong thirc bdo méat co ban, mdt AP co thé duoc ciu hinh dé loc nhiing
thiét bj khong nam trong danh sach loc MAC cua AP.

Viéc loc protocol cho phép admin quyét dinh va diéu khién giao thirc nao nén
dugc str dung trong mang WLAN.

Vi du: Néu Admin chi mudn cho phép truy cap http trong mang WLAN dé nguoi
ding co thé luét web va truy cap mail dang web (yahoo), thi viéc cau hinh loc
giao thuc http s& ngan chan tat ca cac loai giao thuc khac.

Removable (Modular) Radio Card

Mot sb nha san xudt cho phép ban thém vao va thdo ra cic radio card tir khe
PCMCIA trén AP. Mot s6 AP ¢6 thé c6 2 Anten danh cho cac muc dich dic biét.
Viéc ¢6 2 Anten trong mot AP cho phép mét radio card cé thé hoat dong nhu 1a
mot AP trong khi mdt radio card khac hoat dong nhu 1a mgt Bridge. Mot cach
khac 1a stir dung mdi radio card nhu 1a mot AP ddc 1ap. Viée c6 mdi card hoat
dong nhu 1a mot AP doc 1ap cho phép gap doi sé luong nguoi sit dung trong
cing mot khong gian vat 1y ma khong can phai mua thém mot AP khac. Khi AP
duoc ciu hinh theo cach ndy, moi radio card s& duoc cdu hinh trén mot kénh
khong chong 1én nhau, 1y tuéng 1a kénh 1 va kénh 11.

Variable Output Power
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Viéc thay d6i cong suat phat cho phép admin diéu khién cong suat (miliwatt) ma
AP sir dung dé truyén dir liéu. Viéc diéu khién cong sudt phat ra co thé 1a can
thiét trong mot sd trudng hop khi cac node & xa khong thé xac dinh duge AP. N6
cling cho phép ban diéu khién ving phu soéng ctia mot AP. Khi cong suét phét ra
trén mot AP ting 1én, client c6 thé di chuyén xa AP hon ma khong mat két ndi
v6i AP. Tinh nang nay ciing hitu ich trong viéc bao mat bang cach cho phép thay
d6i kich thudc cua cell RF lam cho cac ké xam nhap khong thé két ndi v6i mang
tor bén ngoai toa nha cua cong ty.

Ngoai AP ¢ cong suat phat thay doi thi ta ciing c6 thé sir dung AP c6 cong sut
phat cd dinh. Véi AP ¢b cong suat phat ¢ dinh thi ban co thé sir dung céac bo
khuéch dai, bd suy hao, cable dai, hay anten c6 d¢ 191 cao. biéu quan trong trong
viéc diéu khién cong suat phat ra trén ca AP va Anten 13 phai tuan theo qui dinh
cua FCC

Varied Types of Connectivity

Cac tuy chon két ndi cho mot AP co thé bao gém 10BaseTx, 100BaseTx,
10/100BaseTx, 100BaseFx, Token Ring, ... B&i vi AP thuong 1a thiét bi ma
client két ndi vao va giao tiép véi backbone mang c6 day, vi thé admin phai hiéu
1am thé nao dé két ndi AP vao mang c6 day. Thiét ké va két ndi AP chinh xéc s&
gitip ngan chan viéc nghén c6 chai & AP hoidc xa hon c6 thé 1a tryc tric thiét bi.

Hay xét viéc sir dung mot AP chuan trong mang WLAN. Néu trong truong hop
nay AP da dugc xéac dinh 1a s& dat & vi tri cach 150m tir wiring closet gan nhét,
thi vi¢c sir dung cable CATS ethernet s€ khong thé hoat dong dugc. Pay 1a mot
van dé boi vi ethernet qua cable CATS5 chi hoat dong dugc trong pham vi 100m.
Trong truong hop ndy viéc mua mot AP c6 két ndi 100BaseFx va chay cable
quang tir wiring closet dén AP d3 lam trudc d6 roi thi van dé sé dé dang hon.

Configuration and Management

Céac phuong phép dugc sir dung dé cau hinh va quan 1y AP sé& khac nhau tily nha
san xuit. Hau hét ho déu cung cép it nhét 1a console, telnet, USB, hay web
server. Mot s6 AP con ¢6 phan mém cau hinh va quan 1y riéng. Nha san xut cau
hinh AP v61 mdgt IP address trong cu hinh khoi tao. Néu admin can thiét 1ap lai
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thiét 1ap mac dinh, thuong thi s€ c6 mdt nit phuc vu chlitc nang nay nam bén
ngoai AP.

Céc chirc nang trén AP 13 khac nhau. Tuy nhién, c6 mot diéu 1a khong d6i: AP
c¢6 cang nhiéu tinh ning thi gia cta nd cang cao. Vi du, mot sé AP SOHO sé& co
WEP, MAC filter va tham chi 1a Web server. Néu céc tinh nang nhu xem bang
association, hd trg 802.1x/EAP, VPN, Routing, Inter AP Protocol, RADIUS thi
gia ctia n6 s& gap nhiéu 1an so voi AP thong thuong.

Tham chi cac tinh nang chuan trén cac AP tuong thich Wi-Fi déi khi ciing khac
nhau tily nha san xuat. Vi du 2 dong SOHO AP khéc nhau cé thé hd tro MAC
filter nhung chi mot trong sb chung cho phép ban permit hay deny cy thé mot
tram nao d6. Mot sé AP hd trg két ndi co day full-duplex 10/100Mbps, trong khi
mot s khac chi c6 két ndi 10BaseT half-duplex.

Viéc hiéu tinh ning nao 1a can thiét cho AP trong méi truong SOHO, mid-range,
hay enterprise-level 14 mot diéu quan trong néu ban mudn tré thanh mot nha
quan tri mang khong day. Dudi day 13 danh sach cic tinh ning can c6 cho mot
AP trong méi truong SOHO va Enterprise. Danh sach nay khong c6 nghia 1a day
da boi vi mot sb nha san xuat di c6 nhiéu tinh nang méi. Danh sach nay chi cung
cap mot diém bat dau dé chon AP cho SOHO.

Small Office, Home Office (SOHQO)

+ Mac filter

+ WEP (64 hay 128 bit)

+ Giao dién c4u hinh USB hay console

+ Giao dién cdu hinh Web don gian

+ Cac phan mém cdu hinh don gian
Enterprise

+ Phan mém cAu hinh cao cip

+ Giao dién cau hinh web cao cap
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+ Telnet

+ SNMP

+ 802.1x/EAP

+ RADIUS client

+ VPN client va server

+ Routing (dynamic hoac static)

+ Chtrc nang Repeater

+ Chtrc ndng Bridge
Viéc sir dung sach hudng dan cua nha san xudt s& cung cap nhiéu thong tin chi
tiét cho mdi dong san pham. Néu ban 1a mot nha quan tri mang WLAN thi ban
nén biét moi trudng hoat dong cia ban dé tim kiém nhimg san phdm thoa min
nhu ciu sir dung ciing nhu bao mat, sau d6 hdy so sanh céc tinh ning cua 3 hay 4
nha san xuit khac nhau dé chon duoc thiét bi ti wu. Qua trinh nay co thé tén
nhiéu thoi gian, nhung thoi gian str dung dé hoc vé cac san pham khéac nhau trén
thi truong 1a rat hiru ich. Cac ngudn tai nguyén t6t nhat dé tim hiéu vé dong san
phém nao do trén thi truong chinh 1a website ctia nha san xuét. Khi chon mét
AP, hiy nhé chon nha san xuat c6 hd tro ngoai cac tinh ning va gia ca.

3.3.2. WLAN va SSID

Mang khong day noi bo theo chuin IEEE 802.11 bao mat dung thong s6 cau
hinh SSID (Service Set ID). K¥ thuat nay hoat dong theo 2 ché do

+ Ché d6 khong bao mat thi theo chu ky thdi gian Access Point giri Broadcast
SSID ciia minh dén cic may tram dung card mang wireless.M6 hinh nay thudng
dung cho cac diém internet cong cong (Hot Post)

+ Ché d6 thir 2 1a ché d6 bao mat, Access Point khong giri SSID cuia minh cho
mAy tram ma may tram phai c6 cung théng sd SSID (duoc ciu hinh trong card
wireless trén may tram) véi Access Point. Mo hinh nay thuong stt dung cho hé
thdng mang cong ty)
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3.3.3. Cau hinh mét mang WLAN don gian
Sinh vién thyc hién bai lab ciu hinh mang Wireless cho vin phong mot cong ty
nhd

Intemet

DELCable
¢ hodem

Roter

Yéu ciu thiét bj
= Mot Modem ADSL
= Mot duong Internet
= Mot AccessPoint
= PC c6 card Wireless
Ciu hinh hé thong
= Chu hinh so d6 hé thong theo hinh
= Cau hinh AccessPoint Wireless cho cac PC ¢ card mang khong day két

noi dugc Internet
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Bai 4: Co ban vé cau hinh dinh tuyén

4.1. Cdc giao thivc dinh tuyén

Trong nganh mang may tinh, dinh tuyén (tiéng Anh: routing hay routeing) 1a qua
trinh chon lya cac duong di trén mdt mang may tinh dé gt dir liéu qua do. Viéc
dinh tuyén duoc thuc hién cho nhiéu loai mang, trong d6 c6 mang dién thoai,
lién mang, Internet, mang giao thong.

Routing chi ra hudng, su di chuyén cua cac goi (dir liéu) dugc danh dia chi tr
mang ngudn cta ching, huéng dén dich cudi thong qua cic node trung gian;
thiét bi phan ctmg chuyén ding duoc goi 13 router (bd dinh tuyén). Tién trinh
dinh tuyén thuong chi hudng di dya vao bang dinh tuyén, d6 1a bang chtra nhiing
16 trinh tot nhat dén cac dich khac nhau trén mang. Vi vay viéc xay dung bang
dinh tuyén, dugc to chiic trong bd nhd cua router, trd nén vo cing quan trong
cho viéc dinh tuyén hiéu qua.

Routing khac véi bridging (bic cau) ¢ chd trong nhiém vu ciia né thi cac cau tric
dia chi goi nén sy gan gili cua cac dia chi twong tu trong mang, qua d6 cho phép
nhap liéu mot bang dinh tuyén don dé mo ta 19 trinh dén mot nhém cac dia chi.
Vi thé, routing 1am viéc tot hon bridging trong nhitng mang 16n, va né trd thanh
dang chiém vu thé ctia viéc tim dudng trén mang Internet.

Céc mang nhoé co thé c¢6 cac bang dinh tuyén dugc cau hinh thi cong, con nhiing
mang 16n hon c6 topo mang phirc tap va thay dbi lién tyc thi xdy dung thu céng
cac bang dinh tuyén 13 vo cung kho khan. Tuy nhién, hau hét mang dién thoai
chuyén mach chung (public switched telephone network - PSTN) str dung bang
dinh tuyén duogc tinh toan trudc, véi nhiing tuyén du trit néu cac 10 trinh truc tiép

déu bi nghén. Pinh tuyén dong (dynamic routing) ¢ ging giai quyét van dé nay
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bang viéc xdy dung bang dinh tuyén mét cach tu dong, dya vao nhiing thong tin
duoc giao thire dinh tuyén cung cdp, va cho phép mang hanh dong gan nhu ty trj

trong viéc ngan chan mang bi 161 va nghén.

Pinh tuyén dong chiém wu thé trén Internet. Tuy nhién, viéc cAu hinh cac giao
thire dinh tuyén thudng doi hoi nhiéu kinh nghiém; dirng nén nghi rang k¥ thuat
ndi mang da phat trién dén mirc hoan thanh tu dong viéc dinh tuyén. Céach tdt
nhat 13 nén két hop giita dinh tuyén thu cong va tu dong.

Nhitng mang trong d6 cac goi thong tin dugce van chuyén, vi du nhu Internet,
chia dir liéu thanh céc goi, roi dan nhin véi cac dich dén cu thé va mdi g61 duogc
1ap 10 trinh riéng biét. Cac mang xoay vong, nhu mang dién thoai, cling thuc
hién dinh tuyén dé tim duong cho cac vong (vi du nhu cudc goi dién thoai) dé
chung c6 thé giri lwong dir liéu 16n ma khong phai tiép tuc lap lai dia chi dich.
Pinh tuyén IP truyén théng van con twong dbi don gian vi né dung cach dinh
tuyén budc ké tiép (next-hop routing), router chi xem xét no sé& giri goi thong tin
dén dau, va khong quan tdm duong di sau d6 ciia goi trén nhimg budc truyén con
lai. Tuy nhién, nhitng chién luogc dinh tuyén phire tap hon c6 thé duoc, va thuong
dugc dung trong nhitng hé théng nhu MPLS, ATM hay Frame Relay, nhitng hé

thng nay doi khi duogc sir dung nhu céng nghé bén dudi dé hd tro cho mang IP.

Thuét toan vector (distance-vector routing protocols)

Thudt toan nay dung thuat toan Bellman-Ford. Phuong phap nay chi dinh mdt
con s6, goi 1a chi phi (hay trong s6), cho mdi mét lién két giira cac node trong
mang. Cac node s& giri thong tin tir diém A dén diém B qua duong di mang lai
tong chi phi thip nhat (1a tong cac chi phi cua cac két ndi giita cac node duoc

dung).
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Thuét todn hoat dong voi nhitng hanh dong rat don gian. Khi mét node khoi
dong lan dau, né chi biét cac node ké truc tiép v6i no, va chi phi truc tiép dé di
dén d6 (thong tin nay, danh sach cua cac dich, téng chi phi cua timg node, va
budc ké tiép dé giri dir liéu dén d6 tao nén bang dinh tuyén, hay bang khoang
cach). Mbi node, trong mét tién trinh, giri d&én timg “hang xom” tong chi phi cua
n6 dé di dén cac dich ma né biét. Cac node “hang x6m” phan tich thong tin nay,
va so sanh voi nhiig thong tin ma chiing dang “biét”; bat ky diéu gi cai thién
dugc nhitng thong tin chiing dang c6 s& dugc dua vao cac bang dinh tuyén cua
nhimg “hang xém” nay. Dén khi két thic, tit ca node trén mang sé& tim ra budc
truyén ké tiép t6i wu dén tat ca moi dich, va tong chi phi tot nhat.

Khi mot trong cac node gip van dé, nhitng node khac co sir dung node hong nay
trong 10 trinh cua minh s€ loai bé nhiing 16 trinh do, va tao nén thong tin maéi cua
bang dinh tuyén. Sau d6 ching chuyén thong tin ndy dén tit ca node gan ké va
1ap lai qué trinh trén. Cubi cung, tat ca node trén mang nhan duogc thong tin cap

nhat, va sau dé s€ tim duong di mdi dén tat ca cac dich ma ching con té1 duoc.

Thuét toan trang thai két ndi (Link-state routing protocols)

Khi ap dung cac thuat toan trang thai két ndi, mdi node sir dung dit liéu co sd cta
né nhu 1a mot ban d6 cua mang vo1 dang mot dd thi. Dé lam diéu ndy, modi node
phat di t6i tong thé mang nhiing thong tin vé cac node khac ma né co thé két ndi
dugc, va timg node goép thong tin mot cach doc 1ap vao ban db. Str dung ban d6
nay, mdi router sau d6 s& quyét dinh vé tuyén dudng tot nhét tir né dén moi node
khéc.

Thuat toan di 1am theo cach nay 1a Dijkstra, bang cach xay dung ciu trac di lidu
khéc, dang cay, trong d6 node hi¢n tai la géc, va chira moi noded khac trong

mang. Bit ddu voi mot cay ban du chi chira chinh né. Sau d6 1an lugt tir tap cac
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node chua dugc thém vio ciy, né s& thém node c¢6 chi phi thip nhat dé dén mot
node da c6 trén cdy. Tiép tuc qué trinh dén khi moi node déu dugc thém.
Cay nay sau d6 phuc vu dé xay dung bang dinh tuyén, dua ra budc truyén ké tiép

tdt wu, ... dé tir mot node dén bat ky node khac trén mang.

So sanh cac thuat toan dinh tuyén

Céc giao thirc dinh tuyén véi thuat toan vector to ra don gian va hiéu qua trong
cac mang nho, va doi hoi it (néu co) sy giam sat. Tuy nhién, ching khong lam
viéc tot, va cb tai nguyén tap hop it i, dan dén su phat trién cta cac thuét toan
trang thai két ndi tuy phirc tap hon nhung tét hon dé dung trong cac mang 16n.

Giao thtrc vector kém hon véi rac ro1 vé dém dén vo tan.

Uu diém chinh cta dinh tuyén bang trang thai két ndi 13 phan ing nhanh nhay
hon, va trong mot khoang thoi gian co6 han, ddi voi su thay ddi két ndi. Ngoai ra,
nhimg goéi duoc giri qua mang trong dinh tuyén bang trang thai két ndi thi nho
hon nhimng goéi dung trong dinh tuyén bang vector. Pinh tuyén bang vector doi
hoi bang dinh tuyén day di phai dugc truyén di, trong khi dinh tuyén bang trang
thai két ndi thi chi c6 thong tin vé “hang xém” cua node duge truyén di. Vi vay,
cac goi nay dung tai nguyén mang ¢ mirc khong dang ké. Khuyét diém chinh cta
dinh tuyén bang trang thai két ndi 1a né doi hoi nhiéu sy luu trit va tinh toan dé

chay hon dinh tuyén bang vector.
Giao thirc dwgc dinh tuyén va giao thirc dinh tuyén

Sy nham 14n thuong xay ra giita “giao thirc duoc dinh tuyén” va “giao thirc dinh

tuyén” (“routed protocols” va “routing protocols”).
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Giao thirc dwge dinh tuyén (routed protocols hay routable protocols )

Mot giao thire dd dugc dinh tuyén 1a bat ky mot giao thirc mang nao cung cap
day du thong tin trong dia chi ting mang ctia né dé cho phép mét géi tin duoc
truyén di tr mot may chu (host) dén may chi khac dua trén su sap xép vé dia
chi, khong can biét dén dudng di tong thé tir ngudn dén dich. Giao thirc da dugc
dinh tuyén dinh nghia khuén dang va muc dich cua cac truong co trong mot goi.
Cac goi thong thuong duge van chuyén tir hé théng cudi dén mot hé thdng cubi
khac. Hiu nhu tat ca giao thirc ¢ ting 3 céac giao thirc khac & cac tang trén déu cd
thé duoc dinh tuyén, IP 1a mot vi du. Nghia 1a géi tin d dugc dinh hudng (co dia
chi 1& rang )gidng nhu 14 thu da dugc ghi dia chi 16 chi con chd routing (tim
duong di dén dia chi d6)

Cac giao thuc ¢ tﬁng 2 nhu Ethernet 1a nhitng giao thirc khong dinh tuyén duoc,
vi chung chi chita dia chi tang lién két, khong du dé dinh tuyén: mot s giao thirc
& tang cao dua truc tiép vao didy ma khong c6 thém dia chi ting mang, nhu

NetBIOS, ciing khong dinh tuyén duoc.

Giao thirc dinh tuyén (routing protocols)

Giao thirc dinh tuyén duoc dung trong khi thi hanh thuat toan dinh tuyén dé
thuan tién cho viéc trao d6i thong tin giita cac mang, cho phép cac router xay
dung bang dinh tuyén mot cach linh hoat. Trong mét sb trudng hop, giao thirc
dinh tuyén c6 thé tu chay dé 1én giao thic da dugc dinh tuyén: vi du, BGP chay
dé trén TCP: can chu y 1a trong qué trinh thi hanh hé théng khong tao ra sy 1&

thudc giita giao thirc dinh tuyén va da duoc dinh tuyén.

Danh sich cac giao thire dinh tuyén

Giao thirc dinh tuyén trong
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* Router Information Protocol (RIP)

» Open Shortest Path First (OSPF)

* [ntermediate System to Intermediate System (IS-IS)
Hai giao thuc sau diy thudc s hita cua Cisco, va duogc hd tro boi cac router
Cisco hay nhiing router cia nhitng nha cung cap ma Cisco di ding ky cong
nghé:

» Interior Gateway Routing Protocol (IGRP)

* Enhanced IGRP (EIGRP)

Giao thirc dinh tuyén ngoai

= Exterior Gateway Protocol (EGP)

= Border Gateway Protocol (BGP)

» (Constrained Shortest Path First (CSPF)

Théng s6 dinh tuyén (Routing metrics)

Mot théng sé dinh tuyén bao gdm bat ky gia tri nao duoc ding boi thuat toan
dinh tuyén dé xac dinh mot 16 trinh c6 t6t hon 19 trinh khac hay khong. Cac
thong s6 c6 thé 1a nhitng thong tin nhu bang thong (bandwidth), d6 tré (delay),
dém budc truyén, chi phi duong di, trong so, kich thudc tdi da géi tin (MTU -
Maximum transmission unit), do tin cdy, va chi phi truyén thong. Bang dinh
tuyén chi luu trit nhitng tuyén tot nhat co thé, trong khi co s dir liéu trang thai

két nbi hay topo c6 thé luu trit tat ca nhitng thong tin khac.

Router dung tinh ning phan loai murc tin cdy (administrative distance -AD) dé
chon dudng di tot nhat khi né “biét” hai hay nhiéu duong dé dén cing mét dich
theo cdc giao thuc khac nhau. AD dinh ra dd tin cdy cia mdt giao thirc dinh

tuyén. Moi giao thirc dinh tuyén duoc uu tién trong thir ty do tin cay tir cao dén
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thap nhat c6 mot gia tri AD. Mot giao thiic co gia tri AD thdp hon thi dugc tin
cay hon, vi du: OSPF ¢6 AD 1a 110 s€ dugc chon thay vi RIP ¢c6 AD 1a 120.

Bang sau day cho biét si sip xép mirc tin ciy dwoc dung trong cic router

Cisco

Giao thirc
MNai true tidp

Static route

EIGEF summary route

External BGP
Internal EIGRP
IGRP

OSPF

15-15

RIFP

EGP

ODR

External EIGRP
Internal BGF

khdng xac dinh

Cic 16p giao thirc dinh tuyén

Administrative distance
0
1

[y |

Dua vao quan h¢ cua cac dong router vdi cac hé thong tu tri, c6 nhiéu 16p giao

thire dinh tuyén nhu sau:
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= Giao thirc dinh tuyén trong mang Ad-hoc xuit hién ¢ nhiing mang

khong ¢6 hoic it phuong tién truyén dan.

= Interior Gateway Protocols (IGPs) trao doi théng tin dinh tuyén trong

mot AS. Cac vi du thuong thay 1a:

(0

@)

@]

@]

(0]

IGRP (Interior Gateway Routing Protocol)

EIGRP (Enhanced Interior Gateway Routing Protocol)
OSPF (Open Shortest Path First)

RIP (Routing Information Protocol)

IS-IS (Intermediate System to Intermediate System)

Chu ¥: theo nhiéu tai liéu ctia Cisco, EIGRP khong phan 16p nhu giao thirc trang

thai két ndi.

= Exterior Gateway Protocols (EGPs) dinh tuyén giita cac AS. EGPs gdom:

(0]

(0

EGP (giao thirc cii dé ndi mang Internet trudc day, bay gio da 15i
thot)

BGP (Border Gateway Protocol: phién ban hién tai, BGPv4, co tu
khoang nam 1995)

4.2. Giao thirc dinh tuyén nji viing RIP

RIP (tiéng Anh: Routing Information Protocol) 1a mot giao thirc dinh tuyén noi

vung sir dung thuat toan dinh tuyén Distance-vector.

Cac dac diém:

= La giao thic dinh tuyén theo vector khoang cach (Distance Vector ) , tirc 1a

RIP s& cép nhit toan bo hodc 1 phan bang dinh tuyén cia minh cho cic

Router lang giéng két ndi truc tiép véi nd . Bang dinh tuyén gdm cac thong
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tin nhu : dia chi ctia router ké tiép trén duong di , tong chi phi tir chinh router
d6 dén mang dich...

= La giao thic dinh tuyén theo kiéu classful ( tic dinh tuyén theo 16p dia chi) vi
rip k mang theo thong tin subnet mask di kem (FLSM)

= Chon dudng di dya vao thong sb dinh tuyén 1a hop count ( sé router ) hay con
n6i metric ciia RIP 14 hop count, dung simple routing metric. Chinh vi thé ma
d6i ltc c6 1 s6 dudng ma rip chon k phai 12 dudng t6i wu nhit ¢én mang dich.
Néu 1 packet dén mang dich c6 s luong hop vuot qua 15 thi né sé& bi drop.
Do céi tinh kho chiu nay cua RIP nén méi né dugc cho 1a khé mé rong , phu
hop v6i mang nho ( nhung méo thdy n6 khong nho dau dbi véi vn )

= Update dinh ki 30s ( thay doi bang cau 1énh update-timers) . Ngoai ra RIP con
cac gia tri thoi gian khac nhu invalid , holdown va flush timer set bang cau
1énh sau timers basic update invalid holdown flush

= Administrative Distance (AD) = 120 , thong sb nay cang nho thi cang wu tién

= Load balacing ( chia tai ) maximum 1a 6 dudng , default 12 4 duong co thé set
lai béng cau lIénh maximum-paths . Vi¢c chia tai & day doi hdi cac duong phai
c¢6 chi phi (cost)bang nhau méi duge nhé hay con goi la equal-cost ma cost
ctia rip 14 hop count vi thé néu téc do cua 2 duong khac nhau nhu 1 dudng 1a

dial-up va 1 duong 1a T1 thi cling nhu vay théi.

Cic co ché chong Loop

= Count to infinity ( dinh nghia gia tri t6i da) khi trong mang xay ra loop , goi
tin chay long vong hoai trong mang cho dén khi co tién trinh nao do6 cat dut
vong lap goi 1a dém vo han .Véi rip metric 12 hop count vi thé mdi khi théng

tin cdp nhat duoc “di qua” 1 router thi sb lugng hop sé tang l1én 1. Ban than
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rip s& khac phuc tinh trang dém dén v6 han bang cach cr thong s dinh tuyén
ma vuot qua 15 thi packet do s€ bi drop

= Route poisioning ( poison reverse ): thuong thi khi 1 duong mang nao do6 co
thong sé dinh tuyén ting dan 1én thi d4 bi tinh nghi 14 loop r6i nhé . Luc dé
router s& phat di 1 thong tin poison reverse dé x6a di dudng d6 va cho né vao
trang thai holddown .
Triggered update ( cau 1€nh ip rip triggered) : vi rip cdp nhat thong tin dinh
tuyén 30s 1 1an vi thé khi ¢c6 1 mang thay dbi thi phai chd dén hét 1 chu ky
30s thi cac router khac trong mang méi biét dugc sy thay doi d6. Co ché
triggered update nay gitp router cAp nhat ngay sy thay d6i trong mang ma k
can phai doi hét chu ky d6. Két hop co ché nay cing poison reverse 1a ok.

= Holdown timer :khi router A nhan dugc 1 thong tin vé 1 mang X tu 1 router
B n6i rang mang X bj dut thi router A sé& set holddown timer. Trong sudt thoi
gian holddown nay , router s& khong cap nhat bat ki thong tin dinh tuyén nao
vé mang X tur cac router khac trong mang , chflng han router C cap nhat cho
A ndi , mang X con song thi router A s& phdt 1o thong tin d6 di. Trir phi
router B néi v4i n6 1a mang X séng lai roi thi router A méi cap nhat nhé

= Split Horizon tirc 1a khi router giri thong tin dinh tuyén ra 1 interface , thi
router s& k gtri nguoc trd lai cac thong tin dinh tuyén ma né hoc duge tir cong
d6 . Co ché nay chi tranh duoc loop giita 2 router

= Két hop Split horizon véi poision reverse : néu doc phét qua , cac ban sé thdy
2 anh nay trai nguoc nhau , chic 1 2 co ché nay d6 ki nhau day . Nhung thuc
ra khi két hop lai s€ hitu dung trong khi mang gap su ¢ , hinh nhu mic dinh
1a n6 k dung co ché nay hay néi cach khac 2 co ché nay tach riéng khong lam

chung vi s¢ lam tang kich thudc ctua bang dinh tuyén. Khi router A hoc duoc
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1 mang X bi die tir router B tur céng S0/0 chéng han , thi A s€ advertise lai

mang X d6 ra cong s0/0 tiép tuc v6i hop count 1a 16

Qua trinh giri va nhin thong tin dinh tuyén

M6 hinh minh hoa

131.108.5.0/24

137.99.65.0/24 131.108.3.0024

131.108.2.0/24

Luc giri thong tin dinh tuyén: Trude khi gui update (vé dudng mang 131.108 va

131.99) cho router 2 thi router 1 phai check ring

* Puong mang 131.108.5.0/24 c6 cung major net voi 131.108.2.0/24 hay
khong?

* Trong truong hop nay la c6, Router 1 mdi check tip 131.108.5.0 va
131.108.2.0 c6 cung subnet mask hay khong?

= Néu trung, Router 1 s& quang ba dudng mang nay.

= Néu k trang , router 1 s& drop packet d6

* Puong mang 137.99.88.0/24 c6 cung major net voi 131.108.2.0/24 hay
khong?

= Néu khong thi router 1 s& lam dong tac 13 tong hop (summarize)

137.99.88.0/24 tai major net boundary thanh 137.99.0.0 va quang ba no.

Trong mé hinh nay thi ta nhan duoc két qua nhu thé nay trong khi thi hanh 1énh
debug ip rip
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RIP: sending vl update to 255.255.255.255 wvia Serial0 (131.108.2.2)
subnet 131.108.5.0, metric 1
network 137.99.0.0, metric 1

Nhan update :
Luc nay debug ip rip ngay trén router 2 thi ta thay nhu thé nay

RIP: received vl update from 131.108.2.2 on Seriall
131.108.5.0 in 1 hops
137.99.0.0 dn. 1 hops

Router 2 s& check dé xem nén apply mask nao cho dudng mang 131 va 137 nay
day

131.108.5.0 va 131.108.2.0( xét trén interface ma nhan update vao) cé cung 1
major net k?

Néu c6 thi apply thang mask cta interface ma n6 nhan update, trong trudng hop
nay 13 apply /24). Néu mang duoc quang ba tirc 131.108 ma /32 thi router 2 s8
apply /32 va tip tuc quang ba cho cac router khac 1a /32( didu nay nd khac voi
IGRP nh¢)

131.108.5.0 va 137.99.0.0 c6 cung major net k?

Néu khéng xét tiép, trong bang dinh tuyén co subnet nio hay mang con cua
major net nay ma nd hoc tur cac interface khac khong?

Néu khong thi router 2 s& apply thang classful subnet mask 1a /16 ludn vi 137 1a
mang 16p B. Cha ¥ & ddy no sé& apply host mask néu nhu giita 2 router 13 1
unnumbered link va chtra théng tin vé subnet ( tic 1a khi d6 cac bit trong phan
portion cua network dugc set).

Nguoc lai thi router s& ignore thong tin dinh tuyén nay di

Luc nay show ip route thur xem
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R

R

c
C

137.99.0.0/16 [120/1] wia 131.108.2.2, 00:00:07, Seriall
131.108.0.0/24 is subnetted, 3 subnets

131.108.5.0 [120/1] wvia 131.108.2.2, 00:00:08, SerialOl

131.108.2.0 is directly ccnnected, Seriall

131.108.3.0 is directly connected, Ethernet0

Do ripv2 phat trién tir ripvl nén no ciing con thira huong nhiing dic diém cia

ripv] nhu :

La giao thirc dinh tuyén theo vector khoang cach

Cost ctia n6 1 hop count . O ddy cho meo st dung tir cost thay cho metric
nhé . Vi néu 15 co ai xem qua BGP rui thi s€ bi 16n 1 ti . Maximum hop
count van la 15

Ciing str dung cac co ché chdng lap vong nhu ripv1

Nhung Ripv2 ¢6 cac di€ém cai tién khac version 1 nhu

Nhiéu théng tin dinh tuyén hon nhu ¢ giri subnet mask di kém véi dia chi
mang trong thong tin ma n6 update.

Hb trg VLSM ( Variable length subnet mask ) subnet mask khac nhau,
CIDR ( Classless Interdomain Routing ) va route summarization

Co co ché xac thuc thong tin khi nhan duoc b:?mg plaintext hodc ma hoéa
MD5

Goi thong tin dinh tuyén theo dia chi multicast 14 224.0.0.9 bang véi 01-
00-5E-00-00-09
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4.3. Giao thirc dinh tuyén dong OSPF

Tong Quan Vé OSPF

OSPF 1a mot giao thirc dinh tuyén theo trang thai duong lién két duoc trién khai
dua trén cac chuan md. OSPF dugc mé ta trong nhiéu chuén cua IETF (Internet
Engineering Task Force). Chudn mo & day c6 nghia 1a OSPF hoan toan md véi
cong cong, khong co tinh doc quyén.

Néu so sanh véi RIPvl va RIPv2 13 mot giao thuc ndi thi IGP tdt hon vi kha
nang m& rong cua nd. RIP chi gidi han trong 15 hop, hoi tu cham va do61 khi con
chon dudng cé tbc dd cham vi khi quyét dinh chon dudong né khong quan tim
dén cac yéu quan trong khac nhu bang théng chang han. OSPF khic phuc dugc
cac nhuogc diém ctia RIP vi nd 1a mét giao thuc dinh tuyén manh, c6 kha ning
moi rdng, phu hop vdi cac h¢ théng mang hién dai. OSPF c6 thé ciu hinh don

vung dé st dung cho cac mang nhd.

So Sanh OSPF Véi Giao Thirc Pinh Tuyén Theo Distance Vector

Router dinh tuyén theo trang thai dudng lién két c6 mot co sd day du vé cau tric
hé théng mang. Chung chi thuc hién trao doi thong tin vé trang thai duong lién
két luc khoi dong va khi hé thong mang c6 su thay doi. Ching khong phat quang
ba bang dinh tuyén theo dinh ky nhu céc router dinh tuyén theo distance vector.
Do d6, cac router dinh tuyén theo trang thai duong lién két str dung it bang thong
hon cho hoat dong duy tri bang dinh tuyén.

RIP phi hop véi cac mang nho va dudng tot nhat ddi véi RIP 1a dudng c6 s6 hop
it nhat. OSPF thi phu hop véi mang 16n, c6 kha ning mé rong, duong di tt nhat
ctia OSPF duoc xac dinh dya trén tdc do cla dudng truyén. RIP ciling nhu céc

giao thuc dinh tuyén theo distance vector khac déu st dung thuat toan chon
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duong don gian. Con thuat toan SPF thi phuic tap. Do d6, néu router chay theo
giao thirc dinh tuyén theo distance vector thi s& it ton bo nhd va can niang luc xt
1y thap hon so v&i khi chay OSPF.
= OSPF chon duong dya trén chi phi dugc tinh tur tdc do cua duong truyén.
Puong truyén cé toc d6 cang cao thi chi phi OSPF tuwong tmg cang thap.
= OSPF chon duong t6t nhat tir cdy SPF.
= OSPF bao dam khong bi dinh tuyén 13p vong. Con giao thic dinh tuyén
theo distance vector van co thé bi loop.
Néu mot két ndi khong on dinh, chap chon, viéc phat lién tuc cac thong tin vé
trang thai ciia duong kién két nay s& dan dén tinh trang cac thong tin quang co

khong ddng bo 1am cho két qua chon dudng ctia cac router bi dao 16n.

OSPF giii quyét dwoc cac van dé sau:
= Téc d héi tu.
= Ho trg VLSM (Variable Length Subnet Mask).
= Kich cd mang.
* Chon duong.

= Nhom cac thanh vién.

Trong mot hé thdng mang 16n, RIP phai mat it nhat vai phat méi co thé hoi tu
dugc vi mdi router chi trao doi bang dinh tuyén véi cac router lang giéng két nbi
tryc tiép véi minh ma thoi. Con ddi véi OSPF sau khi di hoi tu vao lac khoi
dong, khi c6 thay ddi thi viéc hoi tu sé rat nhanh vi chi co thong tin vé su thay
d6i duoc phat ra cho moi router trong viing.

OSPF c¢6 hd trg VLSM nén né duogc xem 1a mot giao thirc dinh tuyén khong theo
16p dia chi. RIPv1 khong ho trg VLSM, nhung RIPv2 thi co.
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Péi voi RIP, mot mang dich cach xa hon 15 router xem nhu khong thé dén duoc
vi RIP ¢6 s6 lugng hop gidi han 13 15. Piéu nay lam kich thuéc mang cta RIP bi
gidi han trong pham vi nho. OSPF thi khong gidi han vé kich thudc mang, nd
hoan toan c6 thé phit hop voi mang vira va 16n.

Khi nhin duoc tir router lang giéng cac bao cdo vé sb luong hop dén mang dich,
RIP s& cong thém 1 vao thong sb hop nay va dua vao sd luong hop d6 dé chon
duong dén mang dich. Puong nao c6 khoang cach ngan nhat hay noéi cach khac
1a ¢6 sb lwong hop it nhat s& 1a dudng tot nhat d6i voi RIP. Nhan xét thay thuét
toan chon dudng nhu vay 1a rit don gian va khong doi hoi nhiéu bd nhd va niang
luc xtr 1y cta router. RIP khong hé quan tdm dén bang théng dudng truyén khi
quyét dinh chon duong.

OSPF thi chon dudng dua vao chi phi dugce tinh tir bang thong cua duong truyeén.
Moi OSPF déu co thong tin dﬁy du vé ciu trac cua hé théng mang va dua vao do
dé chon dudng di tot nhat. Do d6, thuat toan chon dudng nay rat phirc tap, doi
hoi nhiéu bo nhé va nang luc xir 1y cta router cao hon so voi RIP.

RIP sir dung cau tric mang dang ngang hang. Thong tin dinh tuyén dugc truyén
lan lugt cho moi router trong cung madt hé théng RIP. Con OSPF st dung khai
niém vé phan ving. Mot mang OSPF c¢6 thé chia cac router thanh nhiéu nhom.
Bang cach nay, OSPF c6 thé gidi han luu thong trong timg ving. Thay ddi trong
vung nay khong anh huéng dén hoat dong cia cac ving khac. Cau tric phéan 16p

nhu vy cho phép hé thong mang c6 kha ning mé rong mot cach hiéu qua.

Thuit Toan Chon Puong Ngin Nhat
Theo thuét toan ndy, duong t6t nhat 1a dudng c6 chi phi thip nhat. Thuat ton
dugc str dung 1a Dijkstra, thuat todn ndy xem hé théng mang 1a mot tdp hop céc

nodes dugc két ndi véi nhau bang két ndi point-to-point. Mdi két noi nay c6 mot

Vii Khanh Quy — Khoa CNTT — PH Su pham Ky thuiat Hung Yén 57



Vii Khanh Quy — Khoa CNTT — PH Sw pham Ky thuit Hung Yén

chi phi. M6i nodes c6 mdt t€n. Moi nodes c6 day du co so dit li¢u veé trang thai
cua cac duong lién két. Do do, ching c6 day du thong tin vé cau tric vat ly cua
hé thong mang. Tat ca cac co s¢ dir liéu nay di€u giong nhau cho moi router

trong cung mdt vung.

Cac Loai Mang OSPF
Céac OSPF phai thiét 1ap mdi quan hé lang giéng dé trao ddi thong tin dinh tuyén.
Trong mdi mang IP két ndi vao router. N6 déu cb ging it nhat 13 tré thanh mot
lang giéng hodc 1a mot lang giéng than mat v&i mot router khac, router OSPF
quyét dinh chon router nao 1am lang giéng than mat 13 tuy thudc vao ting loai
mang két ndi véi nd. Co mot sé router c6 thé ¢d gang trd thanh lang giéng than
mat v6i moi router lang giéng khac. Co mot sb router khac lai ¢6 thé chi cd ging
tro thanh lang giéng than mat véi mot hodc hai router lang giéng thoi. Mot khi
mdi quan hé lang giéng than mat d duoc thiét 1ap gitta hai lang giéng véi nhau
thi thong tin vé trang thai dudng lién két méi duoc trao doi.
Giao thirc OSPF nhéan biét cac loai mang sau:
* Mang quang ba da truy cap, vi du mang Ethernet.
* Mang point-to-point.
= Mang khong quang ba da truy cdp (NBMA — NonBroadcast Multil-
Access), vi du Frame Relay.
= Mang Point-to-Multipoint c6 thé dugc nha quan tri mang cau hinh cho
mot cong clia router.
Trong mang da truy cap khong thé biét duoc 1 c6 bao nhiéu router s& cé thé
duogc két ndi vao mang.

Trong mang point-to-point thi chi c¢6 hai router dugc két nbi voi nhau.
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Trong mang quang b4 da truy cip co rat nhiéu router két ndi vao. Néu mdi router
déu thiét lap mbi quan hé than mat voi moi router khac va thyc hién trao doi
thong tin vé trang thai duong lién két v6i moi router lang giéng thi s& qua tai.
Néu c6 10 router thi s& can 45 mdi lién hé than mat, néu co n router thi s& co
n*(n-1)/2 mdi quan hé lang giéng can thiét lap.

Giai phap cho vin dé qua tai trén 13 bau ra mot router 1am dai dién (DR-
Designated Router). Router nay s& thiét 1ap mdi quan hé than mat vi moi router
khac trong mang quan ba. Moi router con lai s& chi gdi thong tin vé trang thai
duong lién két cho DR. Sau d6 DR sé& gai cac thong tin nay cho moi router khéc
trong mang bang dia chi multicast 224.0.0.5 DR déng vai tro nhu mdt ngudi phat
ngon chung.

Viéc bau DR rat c6 hiéu qua nhung ciing c6 mot nhuge diém. DR tré thanh mét
tam diém nhay cam ddi véi sy cb. Do do, can c¢6 mot router tht hai duge bau ra
dé 1am dai dién dy phong (BDR — Backup Designated Router), router niy s& dam
trach vai tro ctia DR néu DR bj su cd. Dé dam bao ca DR va BDR déu nhén
duoc thong tin vé trang thai duong lién két tir moi router khac trong cung mot
mang, dia chi multicast 224.0.0.6 cho céc router dai dién.

Trong mang point-to-point chi ¢ 2 router két nbi voi nhau nén khéng can bau ra

DR va DBR. Hai router niy s& thiét 14p méi quan hé lang giéng than mat voi

nhau.

Loai Mang Cac Pic Tinh Bau DR
Broadcast, Multi-Access Ethernet,ToKen Ring,FDI Co
NonBroadcast Multi-Access Frame Relay,X25,SMDS Céo
Point-to-Point PPP,HDLC Khoéng
Point-to-Multipoint Puoc cu hinh boi Administrator Khoéng
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Giao Thirc OSPF Hello

Khi router bat dau khoi dong tién trinh dinh tuyén OSPF trén mot cong nao d6
thi n6 s& gai mot goi hello ra cong d6 va tiép tuc gdi hello theo dinh ky. Giao
thirc hello dua ra cac nguyén tic quan 1y viée trao ddi cac goi OSPF hello.

O 16p 3 cua mo hinh OSI, gbi hello mang dia chi multicast 224.0.5.0 dia chi nay
chi dén tit ca cac OSPF router. OSPF router sir dung géi hello dé thiét 1ap mot
quan hé lang giéng than mat méi va dé xac dinh 1a router lang giéng c6 con hoat
dong hay khong. Mic dinh hello dugc goi di 10 gidy mot 1an trong mang quang
ba da truy cdp va mang Point-to-Point. Trén céng ndi vao mang NBMA, vi du
nhu Frame Relay, chu trinh mdc dinh cua hello 1a 30 giay.

Trong mang da truy cap, giao thirc hello tién hanh bau DR va BDR.

Mic du goi hello rat nhé nhung no ciing bao gém ca phan header ciia goi OSPF.
CAu triic cua phan header trong goi OSPF dugc thé hién nhu hinh sau. Néu goi

hello thi truong Type s€ co gié tri 1a mot.

Céc thong diép Hello trong OSPF thyc hién ba chirc ndng chinh:

* Tim ra nhitng router chay OSPF khéc trén cung mgt mang chung.
= Kiém tra su tuong thich trong cac thong sb cdu hinh.

= Giam sat tinh trang cta lang giéng dé phan tmg néu lang giéng bi fail.

Pé tim ra nhiing router lang giéng, OSPF liang nghe nhiing thong diép Hello
dugc giri dén 224.0.0.5. Pay 1a dia chi multicast twong trung cho tit ca céc
router OSPF, trén bat ¢t cong nao di bat OSPF. Cac goi Hello s& ldy ngudn tir
dia chi primary trén cong, noi cach khac, Hello khong dung dia chi phy. (OSPF
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router s€ quang ba cac dia chi phu nhung no6 s¢ khong giri Hello tir nhiing dia chi

nay va khong bao gio hinh thanh méi quan hé dung dia chi phu.

Khi hai router tim ra nhau thong qua cac géi Hello, cac router thyc hién cac phép
kiém tra cac thong sd nhu sau:

0 Cac router phai vuot qua tién trinh xac thyc.

0 Céc router phai trong cung dia chi mang primary, phdi c6 cung
subnetmask.
Phai trong cung OSPF area.
Phai c6 cung kiéu ving OSPF.
Khong c6 trung RID.

O O O O

OSPF Hello va Deadtimer phai bang nhau.

Néu bét ky diéu kién ndao néu trén khong thda man, hai router don gian s& khong
hinh thanh quan hé lang giéng. Ciing luu ¥ rang mot trong nhitng diéu kién quan
trong nhat ma hai bén khong can gidng 1a chi s6 ID cua tién trinh OSPF, nhu
dugc cau hinh trong cau lénh router ospf process-id. Ban ciing nén luu y rang gia
tri MTU phai bang nhau dé cac géi tin DD duoc gui thanh cong gitta nhiing lang

giéng nhung thong sé nay khong duoc kiém tra trong tién trinh Hello.

Chtrc ning thtr ba cta Hello 1a dé duy tri lién lac giita nhirng lang giéng. Cac
lang giéng giri Hello & mdi chu ky hello interval; néu router khéng nhan duogc
Hello trong khoang thoi gian dead interval s& lam cho router tin rang lang giéng
ctia n6 da fail. Khoang thoi gian hello interval mic dinh bang 10 gidy trén nhiing
cong LAN va 30 gidy trong nhitng duong T1 hodc duong thap hon T1. Thoi gian

dead interval mic dinh bang bdn 1an thoi gian hello interval.
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Bai 5:Thure hanh vé dinh tuyén

Thiét ké so dd hé thong mang nhw trong hinh

; b I
K o © ©
LS M A -
oV AV Av AV
& & ¥

s't%'llng S0
172.16.1.1
124

172.18.5.1
124

Yéu ciu

= St dung giao thirc dinh tuyén tinh ciu hinh dinh tuyén giira cac LAN

= Stru dung giao thirc IGRP v&i AS=100 cau hinh dinh tuyén giita cac LAN
Két qua

= Céc PC thudc cac LAN ping dugc dén nhau
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Bai 6: Cau hinh NAT trén Router

6.1. Khdi ni¢gm chung vé NAT
Hai muoi nam trudce day, [IPv4 dua ra mét mo hinh dia chi va cting dap tng duoc

mot trong khoang thoi gian, nhung trong tuwong lai gan khong dap tng du. Trong
khi d6, IPv6 duoc xem 1a mot khong gian dia chi khong gidi han, thi dugc trién
khai thr nghiém cham chap va chic chan s& thay thé IPv4 trong tuong lai gan.
Trong thoi gian chd doi sy thay d6i d6, mot sd ki thuat dé co thé st dung dé sur
dung c6 hi€u qua tai nguyén IP do la: NAT (Network Address Translation); PAT
( Port address translation ); VLSM ( Variable-Length Subnet Mask ).

Nat 1 chir viét tit cua chir Network Address Translate (Dich dia chi IP). NAT c6
02 muc dich

= An dia chi IP trong hé théng mang nod1 bo trudc khi goi tin di ra Internet

giam giam thiéu nguy co tdn cong trén mang

= Tiét kiém khong gian dia chi IP
C6 03 phuong an NAT

= Nat tinh (Static Nat)

* Nat dong (Dynamic Nat)

= Nat overload — PAT (Port Address Translate)

Inside Outside

Packet 1 . Packet 1
Source = 192.168.2.23 : Source = 203.10.5.23

Destination = 192.31.7.130 v Destination = 182.31.7.13
o ":F > I B '

=7 < —

Packet 2 Packet 2
192.168.2.23 Source = 192.31.7.130 Source = 192.31.7.130
192.31.7.130

Dastination = 192'163'2'23. E Destination = 203.10.5.23
. i

Vii Khanh Quy — Khoa CNTT — PH Su pham Ky thuiat Hung Yén 63



Vii Khanh Quy — Khoa CNTT — PH Sw pham Ky thuit Hung Yén

Host A str dung 1 dia chi danh riéng 192.168.2.23, host B str dung 1 dia chi cong
cong 192.31.7.130. Khi Host A gui mgt packet dén host B, backet s& duoc
truyén qua router va router thyc hién qua trinh NAT. NAT sé& thay thé dia chi
ngudn private ip address (192.168.2.23) thanh modt public IP address
(203.10.5.23) va forwards the packet., v6i dia chi nay packet s& dugc dinh tuyén
trén internet toi destination address (192.31.7.130). Khi host B gui géi tin hoi
dap to1 host A, destination address cua goi tin s€ 1a 203.10.5.23. go6i tin nay di
qua router va s€ dugc NAT thanh dia chi 192.168.2.23

Inside local address - Dia chi [P dugc gan cho mdt host ciia mang trong. Pay la
dia chi dugc ciu hinh nhu 13 mot tham sé cua hé diéu hanh trong may tinh hodc
dugc gan mot cach ty dong thong qua cac giao thuc nhu DHCP. Dia chi nay
khong phai 13 nhitng dia chi IP hop 1& dugc cap boi NIC (Network Information

Center) hodc nha cung cap dich vu Internet.

Inside global address - La mot dia chi hop 1€ duogc cép b1 NIC hodac mot nha
cung cap dich vu trung gian. Dia chi nay dai dién cho mot hay nhiéu dia chi IP

inside local trong viéc giao tiép vé1 mang bén ngoai

Outside local address - La dia chi IP cua mot host thuoc mang bén ngoai, cac
host thugc mang bén trong s€ nhin host thuoc mang bén ngoai thong qua dia chi
nay. Outside local khong nhat thiét phai 1a mot dia chi hop 18 trén mang IP (c6
thé 1a dia chi private).
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Outside global address - La dia chi IP dugc gan cho mdt host thugc mang ngoai
boi ngudi so hitu host d6. Pia chi nay dugce gan bang mot dia chi IP hop 1€ trén

mang Internet.

Véi so ¢6 mang (Hinh 6.1) ta co NAT Table

* Inside local address 192.168.2.23

* Inside global address 205.10.5.23

» Qutside globaladdress 197.31.7.130
Céc goi tin bat ngudn tir phan mang “inside” s& ¢ dia chi source IP 1a dia chi
kiéu “inside local” va destination IP 1a “ouside local” khi nd con & trong phan
mang “inside”. Ciing géi tin d6, khi dugc chuyén ra mang “outside” source IP
address s& duoc chuyén thanh "inside global address" va dia destination IP cta
g6i tin s€ 1a “outside global address”.
Nguoc lai, khi mgt goi tin bét nguén tor mot mang “outside”, khi né con dang ¢
mang “outside” dd, dia chi source IP ctia n6 s€ 1a "outside global address", dia
chi destination IP sé& 14 "inside global address". Ciing géi tin d6 khi dugc chuyén
vao mang “inside”, dia chi source s€ la "outside local address" va dia chi

destination cua goi tin s€ la "inside local address".

INSIDE NETWORK OUTSIDE NETWORK
——— SA OA s SA DA
——— | Insidelocd | OutsideLoca —1— | Inside Gobal  [Outside
HAT
| & I
inside Hoat 01& Hiod
A A ‘:_ oA SA e —
insideLocad |Oulsidelocd | —— Inside Gobal |Outside Global| ——
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6.2 Nat tinh — Static NAT

Inside Outside

Packet 1 H Packel 1
Source = 192.168.2.23 H Source = 203.10.5.23

Dastinaion = 19%2.31.7.130 : Daslination = 182.31.7.13
S ’:F > I B '

— = p—r
Packet 2

192.168.2.23 Source = 192.31.7.130 : Source = 192.31.7.130
Desfination = 192.168.2.23 : Destinafion = 203.10.5.23] 192.31.7.130

Packet 2

Nat tinh hay con goi 1a Static NAT 1a phuong thitc NAT mot d6i mot. Nghia 13
mét dia chi IP ¢b dinh trong LAN s€ dugc anh xa ra mdt dia chi [P Public cd
dinh trudc khi géi tin di ra Internet. Phuong phap nay khong nham tiét kiém dia
chi IP ma chi c6 muc dich 4nh xa mot IP trong LAN ra mot IP Public dé an IP
ngudn trudce khi di ra Internet lam giam nguy co bi tan cong trén mang.

Vi du: chuyén ddi mot dia chi IP riéng 165.10.1.2 255.255.255.0 sang dai dia chi
IP cong cong tir 169.10.1.50 dén 169.10.1.100. Dung (Netsim) dé cau hinh. Sau

khi cau hinh song ta diing 1énh show ip nat translations s& c6 ké qua nhu sau.

riffshow ip nat translations

Pro Inside global Inside local Tutside local Outside global

icmpl69.10.1.50:9392 165.10.1.2:9392 170.10.1.2:9392 170.10.1.2:9392
icmpl69.10.1.50:9393 165.10.1.2:9393 170.10.1.2:9393 170.10.1.2:9393
icmpled.10.1.50:9394 165.10,1.2:9394 170,.10.1.2:9394 170.10.1.2:9394
icmpl69.10.1.50:9395 165.10.1.2:9395 170.10.1.2:9395 170.10.1.2:9395
iompl69.10.1.50:9396 165.10.1.2:9396 170.10.1.2:9396 170.10.1.2:9396

Phuong an nay c6 nhuoc diém 1a néu trong LAN c¢6 bao nhiéu IP mubn di ra
Internet thi ta phai c6 timg d6 IP Public dé anh xa. Do vay phuong an NAT tinh
chi dugc ding véi cac may cha thude ving DMZ véi nhiém vy Public cac Server

nay lén Internet.
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6.3. Nat dpng — Dynamic NAT
Nat dong (Dynamic NAT) 1a mot giai phap tiét kiém IP Public cho NAT tinh.

Thay vi anh xa timg IP ¢6 dinh trong LAN ra timg IP Public ¢6 dinh. LAN dong
cho phép NAT ca dai IP trong LAN ra mot dai IP Public ¢ dinh ra bén ngoai.

Vi du:

Hé thong LAN trong cong ty c6 100 IP, néu muén 100 IP nay truy cap Internet
thi theo phuong 4an NAT tinh cong ty s& phai thué tir ISP 100 IP Public. Piéu nay
qua ton kém, giai phap NAT dong cho phép chi can thué tir ISP 10 IP Public néu
tai cing mot thoi diém chi ¢6 10 IP trong LAN truy cép Internet. Tuy nhién giai
phap NAT dong van c6 han ché vi néu tai mot thoi diém cong ty can 20 IP trong
LAN truy cip Internet thi mudi IP truy cap sau s& phai doi dén khi nio c6 IP rdi
(cac IP trude khong chiém dung IP Public nita) thi méi c6 thé truy cap Internet

dugc. Chinh vi thé giai phap NAT dong it khi dugc sir dung.

6.4. Nat Overload — PAT

34 Dd A&
10004:1555 1282532280 129880
2 #

sS4 D4 SA | J:?J

= 10.02:1531 2253280 129880
‘_ 128.23.2.2
S e S2R Internet
T 0111 7908 1
n
10.0.0.2 Inside Outside | =

202.6.3.2
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Nat overload — PAT 1a giai phap dugc ding nhiéu nhat dic biét 13 trong céc
Modem ADSL, day la giai phap mang lai ca hai vu diém ctia NAT d6 1a:
= An dia chi IP trong h¢ théng mang ndi bd trude khi goi tin di ra Internet
giam giam thiéu nguy co tin cong trén mang
= Tiét kiém khong gian dia chi IP
Ban chat PAT 1a két hop IP Public va s hiéu cong (port) trude khi di ra Internet.
Ltic nay mdi IP trong LAN khi di ra Internet s& dugc 4nh xa ra mot IP Public két

hop v6i s6 hi€u cong

Vi du:
Inzide local Inzide global outside local outside global
Ip address Ip address Ip address Ip address
100021331 179.9.8.80:1331 202.6.3.2:80 202.6.3.2:80
10.0.0.4:1555 17998 80: 1555 128.23.2.2:80 128.23.2.2:80

Trong vi du trén PAT st dung sb port ngudn cung véi dia chi IP riéng bén trong
dé phan biét khi chuyén doi. Router thyc hién chuyén doi dia chi ip ngudn tir
10.0.0.4 sang 179.9.8.80. port ngudn 1331. twong ty ip ngudn tir 10.0.0.2 sang
179.9.8.80. port nguédn 1a 1555

Giai phap PAT thuc sy tiét kiém khong gian dia chi IP vi vi mdi IP Public c6
thé dai dién cho 65.536 IP trong LAN theo Iy thuyét, tuy nhién thuc t& mdi IP
Public dai dién cho khoang 4000 IP trong LAN. Pay ciing 1 mét con s6 dia chi

IP khong 16 thira strc cung cip cho bat ky mot cong ty nao 16n nhat thé gisi.
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Bai 7:Thwce hanh Cau hinh NAT trén Router

Thue hanh ciu hinh NAT tinh, dong, Overload

Cong ty du lich ABC can khoang 100 dia chi IP riéng dich sang mot diy dia chi
IP that dé co thé dinh tuyén ra ISP. ABC di thuc hién diéu ndy bang cach st
dung NAT, dich céc dia chi riéng thanh cac dia chi céng cong dugc cip bai cac
nha cung cép dich vu ISP.

Sir dung phan mém gia 1ap thiét ké mang Boson thiét ké so do6 hé thong

mang nhu hinh vé.

E0/0 192.168.1.1/24 Host

%7 192.168.1.5/24
50/1 200.200.100.1/30 .

: A Host
# Q:’ 192.168.1.2/24

o

S0/1 EDD.IDD,WD.ZFB/'D,/:

% Fa0/0 10.0.0.3/24 E0/0 10.0.0.2/24

Lo0 200.200.5.2/24

Thuce hién
1. C4u hinh cac dia chi IP trén céc router theo so do trén, kiém tra cac két ndi
tryc tiép bang lénh show cdp neighbor. Kiém tra bang cach ping giita cac

workstation va router NAT, gitta WebServer va router ISP1.
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Bai 8:Cau hinh chuyén mach (Switching)

8.1. Ciu hinh Switch va VLAN
Switch (tiéng Anh), hay con goi 1a thiét bi chuyén mach, 1a mot thiét bi dung dé

két ndi cac doan mang voi nhau theo m6 hinh mang hinh sao (star). Theo mo
hinh nay, switch dong vai tro 1a thiét bi trung tam, tat ca cac may tinh déu duogc
nbi vé day. Trong md hinh tham chiéu OSI, switch hoat dong & tang lién két dir

liéu, ngoai ra c6 mdt so loai switch cao cap hoat dong & tang mang.

Console Cable

Workstation
CAu hinh cac thong sb co ban cho Catalys Switch v6i giao dién dong lénh CLI.
Céc tac vu can thyc hién bao gém dit tén cho switch, cAu hinh céc interface vlan,
c4u hinh dé telnet vao switch....Dung may tram két ndi voi switch qua két ndi
console, giao dién tuong tic nguoi dung st dung trinh HyperTerminal. Day la

mot cong cu duoc MS Windows hd trg.
Thuc hién
= Khéi déng ngudn cia switch.
Trén giao dién Hyper Terminal hién ra cic thong s6 khai tao trong qua trinh khoi

dong Switch.

Would you like to enter the initial configuration dialog? [yes/no]: no
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Nguoi dung s€ dugc hdi néu muon vao cac hdp thoai dé cau hinh ty dong, tra 161
NO (vi muc dich cua ngudi dung & muon vao ché do CLI (command line

interface).

= Vio enable mode xem ciu hinh mic dinh ciia switch
Switch>enable
Switch#show running-config
= Thiét 1ap cac thong s6 cho switch nhw hostname, enable password,
console password va virtual terminal password.
Céc loai password st dung c6 phéan biét chir thuong va chir hoa. Do dé nguoi
dung can phan biét cac ky tu st dung chir viét hoa khac voi chir viét thuong. Vi

du Cisco khac voi cisco.

Switch#config terminal
Switch(config)#hostname Vnpro
Vnpro(config)#enable password cisco
Vnpro(config)#enable secret class
Vnpro(config)#line console 0
Vnpro(config-line)#password console
Vnpro(config-line)#login
Vnpro(config-line)#"Z

Switch hd trg cac Virtual Line ding cho cac phién telnet. Can c4u hinh password
cho céac line nay mdéi co thé telnet vao Switch (trinh tu cu hinh hd tro telnet s&
trinh bay sau). D& xem thong tin vé cic Virtual Line trén Switch: dung 1énh

“show line”.
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Vnpro#show line

= Cau hinh password cho cac line vty
Vnpro#config terminal
Vnpro(config)#line vty 0 4
Vnpro(config-line)#password cisco

Vnpro(config-line)#login

Céu hinh trén thiét bi Cisco, mdi dong 1énh do nguoi ding gd vao. Sau khi nhan
phim “enter” cAu hinh hé thong sé& 1ap tirc thay doi. Vi vy, ddi véi cac hé thong
mang that, trudc khi thay ddi mot thong sb6 nao do cua thiét bi, can phai sao luu

lai cdu hinh ban dau dé c6 thé khoi phuc lai khi can thiét.

= Céu hinh Vlan.

Kiém tra cau hinh Vlan mic dinh trén Switch

Vnpro#show vlan

Mic dinh trén Switch chi c6 Vlan 1 véi tat ca cac port déu nam trong Vlan nay,

Vlan 1002 danh riéng cho FDDI, Vlan 1003 danh riéng cho TOKEN-RING...
* (o hai cach tao thém Vlan

Cach 1:Thao tac trén Vlan database

Vnpro#vlan database

Vnpro(vlan)#vtp domain Chuyenviet

Vnpro(vlan)#vtp server

Vnpro(vlan)#vlan 10 name Admin

Vnpro(vlan)#vlan 20 name User

Céch 2: Tuong tac truc tiép dén Vlan can tao ra

Vnpro(config)#interface vlan 10
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Vnpro(config-if)#exit
Vnpro(config)#
Vnpro(config)#interface vlan 20
Vnpro(config-if)#exit
Vnpro(config)#
= P¢ gan cac port vao cac Vlan, thyuc hién cac buée sau:
Vi du ta can gan céc port fastethernet 2 vao Vlan 10, port fastetehnet 3 vao Vlan
20
Vnpro(config)#interface fastethernet0/2
Vnpro(config-if-range)#switchport access vlan 10
Vnpro(config-if-range)#exit
Vnpro(config)#interface fastethernet0/3
Vnpro(config-if-range)#switchport access vlan 20
Vnpro(config-if-range)#exit
Kiém tra lai cdu hinh Vlan
Vnpro#show vlan
Céu hinh IP cho interface Vlan: cac interface Vlan duoc céu hinh IP chi mang
tinh chat luan 1y. IP nay phuc vu cho viéc quan 1y, dia chi IP luan Iy nay con c6
thé dung dé telnet vao Switch tir xa va chay cac tng dung SNMP.
Vnpro#config terminal
Enter configuration commands, one per line. End with CNTL/Z.
Vnpro(config)#interface vlan 10
Vnpro(config-if)#ip address 10.0.0.1 255.255.255.0
Vnpro(config-if)#no shutdown
* Luu cu hinh vio NVRAM

Vnpro#copy running-config startup-config
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Can chl y gan default-gateway cho switch bang cau 1énh
VnPro#ip default-gateway 10.0.0.100
Pia chi 10.0.0.100 c6 thé dung 1a dia chi ctia PC dugc dung dé telnet vao switch.
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Bai 9:Thwe hanh Cau hinh chuyén mach va VLAN

Thuec hién dinh tuyén gitta cic VLAN theo so dd sau ddy.

10.10.11.3/24

—4%

. ' Fa0i2
Catalyst 2900XL g“‘“ ; Fa0/0 %
frunking VLAN1 &
' Fam VLAN2 Router Cisco
2621

|
@ 10.10.10.3/24

Cac budc thuc hién trén Switch2900

1. Vao ché d6 privileged mode, cAu hinh mat khau telnet cho switch

2. Gan dia chi IP va default gateway cho VLANI1 cho tién viéc quan tri
3. Thiét 1ap vtp transparent mode

4, Tgo mo1 VLAN?2 trong co so dir liéu VLAN cua switch. VLAN1 mac dinh da
cO san

5. Kich hoat trunking trén cong giao tiép Fa0/1
6. Encapsulation trunking bang st dung isl hay dotlq
7. Cho phép tat ca cac VLAN dugc chuyén qua két ndi trunk:

8. Gan cong Fa0/2 va VLAN 2.
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Ciu hinh trén Router 2600 Series

1. Vao privileged mode cAu hinh mat khau telnet cho router

2. Chon cong fa0/0 dé cau hinh trunk,

3. Kich hoat trunking trén sub-interface Fa0/0.1 va encapsulation bang isl
4. Céu hinh thong tin 16p 3 cho sub-interface Fa0/0.1

5. Kich hoat trunking trén sub-interface Fa0/0.2 va encapsulation bang isl

6. Cau hinh thong tin Layer 3 cho sub-interface Fa0/0.2
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Bai 10: Thao luan
Mot s chu dé thao luan
= Cac nguy co tiém tang trén mang
0 Viruses, Worms, Trojan Horses.
0 Denial of Service (DoS) va Brute Force Attack
= Cac k¥ ning can c6 cia mot k¥ su trong vai trd HelpDesk
= Quy trinh thiét ké va nang cap hé théng mang da c6
= Tim hiéu cac giao thirc mi hoa trong mang WLAN
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Bai 11: CAu hinh cic Web Server, DNS Server

11.1. Dich vu phén gidi tén mién — DNS Server

11.1.1. Nguyén Iy phdn gidi tén mién

Chirc nang cua DNS

MObi Website c6 mot tén (1 tén mién hay dudng dan URL:Universal Resource
Locator) va mot dia chi IP. Pia chi IP gdm 4 nhom s cach nhau bang dau cham.
Khi m¢ mdt trinh duyét Web va nhap tén website, trinh duyét sé dén théng
website ma khong can phai thong qua viéc nhap dia chi IP cua trang web. Qua
trinh "dich" tén mién thanh dia chi IP dé cho trinh duyét hiéu va truy cap duoc
vao website 1a cong viéc cia mdt DNS server. Cac DNS trg giup qua lai véi
nhau dé dich dia chi "IP" thanh "tén" va nguoc lai. Nguoi st dung chi can nhd

"tén", khong can phai nhé dia chi IP (dia chi IP 1a nhing con s6 rt khé nho).

Nguyén tic lam viéc ciia DNS
MJi nha cung cip dich vu van hanh va duy tri DNS server riéng ctia minh, gdm

cac may bén trong phan riéng cua moéi nha cung cap dich vu do trong Internet.
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Tc 13, néu mot trinh duyét tim kiém dia chi ctia mot website thi DNS server
phan giai tén website ndy phai 1a DNS server cta chinh t6 chirc quan 1y website

d6 chtr khong phai 1a ciia mot t6 chirc (nha cung cap dich vu) nao khac.

INTERNIC (Internet Network Information Center) chiu trach nhi¢m theo doi cac
tén mién va cac DNS server tuong tng. INTERNIC 1a mét t6 chirc duge thanh
1ap boi NFS (National Science Foundation), AT&T va Network Solution, chiu
trach nhiém dang ky céc tén mién cta Internet. INTERNIC chi ¢6 nhiém vu quéan
Iy tat ca cac DNS server trén Internet chir khéng ¢6 nhiém vu phan giai tén cho

tung dia chi.

DNS c6 kha nang tra van cac DNS server khac dé c6 duoc mot cai tén da duoc
phan giai. DNS server ciia mdi tén mién thuong c6 hai viéc khac biét. Thir nhat,
chiu trach nhiém phan gidi tén tir cdc may bén trong mién vé cac dia chi Internet,
ca bén trong 1in bén ngoai mién nd quan 1y. Thir hai, ching tra 10i cac DNS
server bén ngoai dang cd gang phan giai nhimg cai tén bén trong mién ndé quan
ly. - DNS server c6 kha niang ghi nhé lai nhiing tén vira phan giai. Dé dung cho
nhirng yéu cau phan giai 1an sau. S6 luong nhiing tén phan giai duoc luu lai tuy

thudc vao quy mo cua tung DNS.
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Cach sir dung DNS

Do cac DNS c¢6 tdc d6 bién dich khac nhau, c6 thé nhanh hodc c6 thé cham, do
doé nguoi st dung co thé chon DNS server dé st dung cho riéng minh. Cé cac
cach chon lya cho nguodi su dung. Sir dung DNS mac dinh cua nha cung céip dich
vu (internet), truong hop ndy ngudi st dung khong can dién dia chi DNS vao
network connections trong may cta minh. Str dung DNS server khac (mién phi
hodc tra phi) thi phai dién dia chi DNS server vao network connections. Dia chi

DNS server cling 1a 4 nhoém s6 cach nhau bé1 cac dau cham

11.1.2. Xay dung mdy chii phdn gidi tén mién cho mang doanh nghiép

May chii phan giai tén mién DNS 1a gi ?
M&i may tinh, thiét bj mang tham gia vao mang Internet déu "n6i chuyén " voi
nhau bﬁng dia chi IP (Internet Protocol). Pé thuén tién cho viéc st dung va dé

nhé ta dung té€n (Domain name) dé xac dinh thiét bi do. Hé théng tén mién DNS
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(Domain Name System) dugc st dung dé anh xa tén mién thanh dia chi IP. Vi
vay, khi mudn lién hé t6i cac may, chung chi can sir dung chudi ky tu dé nhé
(domain name) nhu: www.microsoft.com, www.ibm.com..., thay vi st dung dia
chi IP 1a mot diy sé dai kho nhd.

May chil phan giai tén mién (DNS server) la nhiig may chu duoc cai dat, va
cung cap dich vu phan giai tén mién DNS. May chu DNS duoc phan ra thanh 2

loai nhu sau:

- Primary DNS Server (PDS)

Primary DNS Server (PDS) 13 ngudn xac thyc théng tin chinh thirc cho céac tén
mién ma né dugc phép quan ly. Thong tin vé mot tén mién do PDS duogc phéan
cap quan 1y thi duoc luu trir tai day va sau d6 co thé duoc chuyén sang cc
Secondary DNS Server (SDS). Cac tén mién do PDS quan 1y thi duoc tao, va stra
ddi tai PDS va sau d6 dugc cap nhat dén cac SDS.

- Secondare DNS Server(SDS).

DNS duogc khuyén nghi nén sir dung it nhat 1a hai DNS server dé luu dia chi cho
mdi mot ving (zone). PDS quén 1y cac ving va SDS dugc sir dung dé luu triv du
phong cho ving, va cho ca PDS. SDS khong nhat thiét phai c¢6 nhitng khuyén
khich hdy st dung. SDS duogc phép quan 1y tén mién nhung dir liéu vé tén mién
khong phai dugc tao ra tir SDS ma dugc 1ay vé tir PDS.

SDS c6 thé cung cép cic hoat dong & ché d6 khong tai trén mang. Khi lugng
truy van ving ting cao, PDS sé& chuyén bot tai sang SDS (qua trinh ndy con duoc
goi 1a can béng tai), hoac khi PDS bi su ¢ thi SDS hoat dong thay thé cho dén
khi PDS hoat dong tré lai, SDS thuong duoc st dung tai noi gan véi cac may
tram (client) dé co thé phuc vu cho céac truy van mot cach d& dang. Tuy nhién,

cai dat SDS trén ciing mt subnet hodc dung mot két ndi voi PDS 1a khong nén.
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Piéu d6 s& 1a mot giai phap tot dé du phong cho PDS, vi khi két ndi dén PDS bi
hong thi ciing khong anh hudng gi toi dén SDS.

Ngoai ra PDS ludn duy tri mot luong 16n dit liéu va thudng xuyén thay doi hodc
thém cac dia chi m&i vao cac ving. Do d6, DNS server sir dung mot co ché cho
phép chuyén cic thong tin tir PDS sang SDS va luu giit trén dia. Khi can phuc
hoi dit lidu vé cac vung, chung ta co thé sir dung giai phap 1dy toan bo hoic chi

1y phan thay doi.

Thay d6i DNS.

Thong thuong khi két ndi Internet, tit ca moi dau hiéu cho théy cudc két ndi
sudn sé. Thé nhung, sau khi dd g dia chi website vao trinh duyét roi ma doi mai
van chang thiy website hién ra.

Thanh Status (mau xanh lyc) trén IE ciing khong thdy xuét hién. Kiém tra lai moi
thir thi vAn thay binh thudng... Mai mét lic 1au sau méi thiy trinh duyét thong
béo Connecting to 64.128.xxx.xxx r0i sau do vao website binh thudng. Nhung
mdi 1an click vao link nao trén trang thi van lap lai tinh trang cil.

DNS, Domain Name Server, hay con goi 1a may chu tén mién - 13 mot trong
nhimg khau v6 cling quan trong trong tién trinh duyét web cua ban.

MObi may tinh trén Internet duwoc danh dau bang mét dia chi IP, 1a mot mé sb do,
nhat 13 trong tuong lai dia chi IP s& dai gap bdn 1an dia chi hién nay.

DNS chinh 14 giai phap. Thay vi bat con ngudi nhd s6, mbi sd IP s& dugc ddi
thanh chir va DNS ¢6 nhiém vu ddi chir thanh sb tuong tng khi ¢6 yéu cau.

Dia chi cia DNS thuong dugc cung cép tu dong truc tiép mdi khi ban thiét lap
két ndi v4i ISP (nha cung cép dich vu Internet). O Viét Nam, mdi ISP thuong cé

hai hodc nhiéu DNS dé phuc vu ) luong khach hang cua minh.
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Thé nhung thudng ciing khéng du ding. Vi vay khong ai cAm viéc xai dich vu
cua ISP nay nhung thiét 1ap DNS cua ISP khac, hoac mdt DNS nao dé tdt hon
trong céc gid cao diém.

Thao tac thay DNS ciing rat dé dang. Ban mo cira s6 Network/properties dé vao
Internet Protocol(TCP/IP) Properties. Néu ban dung mic dinh DNS do ISP cung
cap thi chon "Obtain DNS server address automatically”

Néu mubn dung DNS theo y minh thi chon dong " User the following DNS
server addresses", sau d6 dién dia chi IP ciia DNS vao 2 dong bén dudi. Preferrer
DNS server la dia chi dugc trinh duy¢t tim dén dau tién. Alternate DNS server
danh cho server du phong, trong truong hop server dau tién qua ban. <Network
> chinh 14 tén cua két ndi Internet cua ban.

Céu hinh cho dich vu DNS.

Pé tao mdt Zone mdi kich chudt vao Action chon NewZone nhu hinh trén.

e =10] x|
|3, Corscls  yirdow il | =t
Jtton yow || == BB DE @
[l tewZoe. ] Hisine [ Typs | seatus |
(3 Hows Window from Herm al Active Diect,..  Rirding

o - ool wdudr.. Rooes

Esport List..,

i bchedacr, com.vn Stanclard Pri...  Rurning

Hislgy (il béchedan, e, vm Starcdard Pri,.  Running
™ 0 (il hisu.com Stardard Pri Rursing
+i5l bechedao, com.yn
I+ ';]‘I b, escha, v
+1-{p) hemu.com

# ] Reverss Lockup Zones
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MNew Zone Wizard

Welcome to the New Zone
g Wizard

This wazard heldps vou cresle a new zone for your DMS server

A zane is a database that brks DNS names and ielated dita,

such az IP addresses or network services,

To continue, chck Hed

Sau do6 chon Next.

e x|

Zone Type
Windows can oblsin and stode zone information n thres dfferent waps,

Select the tupe of 20me you want 1o coeste:

™ Active Divectonrintegrated
Slones the new zore in Active Direchory, Thes oplion provides secure updates and
inegrated shorage

& Btandard peiman
Stares a masher copy of the new zone in a text e Thiz oplion faciktsles the
exchange of DNGS data wath other DNS servers that uss lest-bated storage
methiods.

[~ Standard secondary

Creates & copy of an esasting 2one. Thiz option helps balance the processng load
of primaey sensess and provides Fault olerance.,

& Back Hest Cancel |

Chon Standard Primary néu ban mudn thiét lap mdt zone madi, con néu ban da céd

mot zone nao doé roi thi ban c6 thé chon Secondary dé tao mgt ban sao luu.

Kich chuot chon Next dé tiép tuc.
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New Zone Wizard

Zone Hame
‘what do vou warl to narme the rew zone?

Tvpe the name of the zona [for examphs, "examphe mictosoflcom
Mame: Idaulhu.nngcm

<Bock [ Mewr |  Cowe |

Nhép vao ndi dung ctia Zone ban muon thiét 1ap roi chon Next.

Mew Zone Wizard N

Zone File
You can craale a nevw zone file of use 3 fle copied lrom ancther compliler,

D pous weant bo comabe & rew zone e or use an exestng e that you have copied lrom
another compauter?

(% Crmate a new fle wath this fle name:
ldad]*mugcmndna

s ths exssting file:
i

To use an ensting e, pou must fest copy the fle to the ZSystemPootXhspetem32idng
Folder on the server running the DNS senace.

< Back I Mot » I Cancel

Chon Next.
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MNew Zone Wizard x|

;.

Completing the New Zone Wizard

Yous have successiully completed the Mew Zone wizard You
zpecified the following settings;

Hame: dacthucng, com
Type: Pravary

Lookup hype Foveaed

File name: daothuong, com dns

To cloge thes wazard and create the rew zone, chck, Finich

Sau do6 chon Finish.

Joos =101
(2 comoln  Wirdow  Help =191 =f
jaton wew &= Bm XFRAB @

vres | Narma [ Type | osta 1

-'rh T :I_-]l;-:ma-:-prtrt Fokdier] St of fugh...  [1], bechdao bichdao.com,, ...

= {) sicvoas ] {emme s parent Foidar) Pl oy bichdsa, bachdao.com

=] Poreisrd Lockup Zones
s _1] baacnad com

ap bichelsn, com.vn
) bechelan ackivn
.ﬂj by, 2y
o
) Riverss Lookas Update Sarner Dats Fils
Piesdauand]

b Al

e Pl Exchanger...
ey Domman. ..

Okheee Mews Records. .,

L] ]
e Windiow From Here:

Dokt
Riefresh fack I Frish I Cancal
Expert Lisk...

Propertes

4] [
Sec | 33 A o FiT TR e

{Craate & new host resource

Chuot phai vao phén ma ban vira tao va chon NewHost dé tao ra mot Host mai.
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Newtost 2| x|

Locatian:

Idau:uthuu:ung.u:u:um

Mame [usez parent domain name i blank);
|I:uiu:hu:|au:u

|P address:;
|192 168 109 |

[ Create associated pointer [FTR] recard

Add Host I Carcel

Chon tuy y mot cai tén va chon dia chi IP cua Host.

Nhin Add Host -> Ok -> Done.

101
[!_i_a.mmwb_ ; - =8 =]
[ aen pow || &= BE XEFRE G
Teon | | hame [1ype [ Bata I
_%.Iﬂi- E[f—uhaubarﬂlniﬁril Suart of Auth,.,  [1] bchdao, bichdea oo,
= ﬂgmmm | (s a5 parent Foldar) Psme Serves Bichedan, bichadas com.
& ) Pormard Lok Zones ] bdchdan Hislt 192, 168,109, 1
= il bathda, com
vl Bschedan, comovn
(ol bichrdac.edum
I3 hewcom
o
.-.-'_Igwntw Updabe Server Daba Fil
Risbond
Hewy Domain. ..
HNew Delegation....
Cithesr Mews Risconds
View [}
New Window 1o Hera
Create a new sias reso
—-l—- Delete
LB Rfresh
Expart List...
J — _ -
4 *
alia = i | i | | | e T

Tiép tuc thiét lap Alias, day 1a mot dinh danh ctia Site ma ban can thiét 1ap.
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Mew Resource Record A B2

Alias [CMAME) |
Barent domair;

dacthuong.conm
I

Ahaz name [uzez parent domain if left blank]:
Itk35l

Eully qualified name for target host:

Ibichdan.danthunng.cnm Browsze. . |

oKk | Cancel |

Chon mét tén dé thay thé cho dinh danh mang. Ké tiép chon Browse...

Tim dung Zone ma ban da tao Host va chon Host do - nhan OK.

Lookiu  [ER hisuslin.com =l &
T

Name lTpe  [Das
; Host 1821681081
Selaction: [Gerverd hisuelin com
Object type: | Hosts and Alisses (4 and CNAME Records] |

Lic nay ban da co6 thong tin day du vé mot tén mién ma minh s€ tao ra.

Vii Khanh Quy — Khoa CNTT — PH Sw pham K¥ thuat Hung Yén



Vii Khanh Quy — Khoa CNTT — PH Sw pham Ky thuit Hung Yén

Nhan OK dé tiép tuc.
DPé c6 thé thir nghi¢m vi¢c phan gidi mdt tén mién véi DNS ta hay st dung mot

dich vu ISS dé kiém tra.

11.2. Dich vu Web Server

11.2.1. Giao thiwe HTTP va HTTPS
Giao thiwe HTTP

HTTP (HyperText Transfer Protocol), tiéng Viét goi 1a Giao Thirc Truyén Siéu
Vin Ban. HTTP 1a mét giao thirc chuan truc thudc 16p tng dung trong mé hinh 7
16p OSI va dugc dung dé lién hé thong tin gitta may cung cdp dich vu (Web
Server) va may dung dich vu (Client). HTTP tuong thich v6i nhiéu dinh dang
thong tin, media va ho so.

Giao thirce HTTPS

HTTPS( Secure HTTP), 1a mot sy két hop giita giao thire HTTP va giao thtc bao
mat SSL hay TLS cho phép trao d6i thong tin mot cach bao mat trén Internet.
Giao thirc HTTPS thuong duoc dung trong cac giao dich can su bao mat nhu e-
commerce, e-banking ... trén Internet.

11.2.2. Trién khai Website doanh nghiép trén Server

D¢ trién khai mdt website doanh nghiép trén Server ta phai cai dich vu Web
Server 1én may chi d6. Tuy thudc vao Hé diéu hanh va ngén ngit 1ap trinh Web
ma ban sé quyét dinh cai 1én Server dich vu Web Server IIS cho Window hay
Apache cho Linux. Sau day 1a cac budc trién khai dich vu Webserver IIS trén

may chu Window.
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Cac budc cai dat ISS kha dé dang cac ban ¢6 thé cai cac muc nhu véi cai DNS,
chi khac 1a trong hop thoai chon cac ban chon:

Windows Components Wizard

Windows Components
“You can add o remove components of Windows 2000

T add of remove a component, click the checkbox, A shaded box means that only
part of the companent will be installed.  To see what's ncluded ih a companent, click
Details.
Lomponents:
L] P Indewing Sesvice 0.0 MB _*J
¥ Y2 Intemet Infomation Services [|15] 220 ME
L] gaManagement and Maritaring T ools B1MB @
[] 52 Message Queuing Services 26ME
Wl 24 Matwinrkinn Sarvines AR MR .:J
Descnpbor: 115 services MWeb and FTF support] along with suppoit for FrontPage,
tranzactions, A5Ps. database connections, and recening of posts.

Total disk zpace required: 0.3 KB Detais.
Space available on dizk: 9742 MB .

<Back | New> |  Cancel

Nhu trén hinh hodc c¢6 thé tuy chon trong muc Details.

Vii Khanh Quy — Khoa CNTT — PH Su pham Ky thuiat Hung Yén 90



Vii Khanh Quy — Khoa CNTT — PH Sw pham Ky thuit Hung Yén

b

Internet Information Services
B

Connect
Discanmeck

Restart 115,

3
i
E Backup Restore Configuration
¢
%

Al Tasks

Weh Site

Fefresh

SMTP Virtusl Server...

Propesties

nExplorer. htm
i Trerdly Comp. ..

rodia, kEml

.‘

EI #nTaskbar.bem
&) tirskrm, bl

3] AukoStart HTML
3] Backup him

3] BamPhimkeu.hm
@) BanPhimAo, hkm

Xuit hién bang sau, chung ta chon Next.
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Web Site Creation Wizard

cOfrpubed,

Chick Hext to continue.

Welcome to the Web Site
Creation Wizard

[ Heds ]

This wizard wall belp pou create a new Web zite on this

Cancel

¥ Internet Information Services =10i x|
{1 Ackien  Wew [ ||
Tree | Tame | path 2
1 anH Mo
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dat tén mo ta cho Website nay va chon Next.

Web Site Dezcipltion
Desciibe the Web site to help administratons identify &

Type & description of the Web site,
[iezcoiption:
Iﬂ*umg.dnm

< Back Mext >

Chon céc thiét lap:

Web Site Creation Wizard

IP Address and Port Settings
Specily IP address and post seltirgs for the new Web site,

Entes the (P addvess to use for this Web sie:

fi52 168,103 1] =]
TCP part this web ste shoud use: [Defaul 80)

et

Host Header for this site: (D efault: More)
Iﬂw'gdwmm
LSL port thes web site should wpet [0 eteuth: 445)

.

For more information, 282 the 115 Documentation

< Back I Hext » ]

Cancel
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Nhéap dia chi IP ciia may chi vao muc IP néu nhu ban mudn chi dinh cac may
khac dia chi web duoc chi téi1 1a dia chi nao.

Chon cong truy cp trén may chu, thong thuong chung ta dé cong 80 nhung tuy
vao ngudi quan tri mang ma chung ta co thé chon cong bat ky dé tranh sy dom

ngd tur bén ngoai.

Chon Next.
x

Web Site Home Diwectory S
The home directony iz the root of your Web content subdirectones. 3

Erter the path to pour hame drschon.

Path:
IE:\aica:uhI:n

IV allow anongmous access o this Web site

¢ Back, [ Mot | Cancel |

Trong muc ndy ban hiy chon duong dan Iwu trang web ciia ban va chon Next.
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Web Site Creation Wizard x|

Web Site Access Permizzions
What access pemissions do pou want 1o 52t for the home drecton?

Aliow the folowing:

¥ Read

W Run seripts [such as ASP)

[ Exscute [such az |SAF] appkeations or CGI)
[ winte

[~ Browese

Click Mext to complete the wizard.

< Back Newt > Cancel |

Thiét 1ap cac ché d ghi doc ctia ngudi dung trén Site nay va chon Next.
web Site Creation Wizard ' i

You have successfully
completed the Web Site
Creation Wizard.

Click Finizh to continue.

Click véao Finish dé két thuc chon.
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£ Internet Information Services . =10/
| st v || & » (@@ XFRB|R]|2] > 80 |
Tree | Name [ Path |
R inteenet Information Services (3] achb0o1.hin
g ﬂ * bichdao iﬂ achbOnz, kil
1 ) Defauk FTP Site (8] chbOD3. i
o} Ftp. home,vn '_ﬂ achbiodd, ikl
] =¥ bichdao (Stopped) |9 achboos. bt
) o Defaul Web Sike '@ achb006. html
[+ o) Administration Web Site '!] achbn7 htenl
&1 7 vy bichdao.com |®] achboo. himi
g wenw_bichdao.com, v E‘l schbo09. kel
R ] v thuong.com @] achbo10. ot bt
g g P 18] achb011.html
# thuongdao, oom a8
& - 9] achbo1 2. bkl
] % Defaul SMTP Yatual Server | chapter Jst e
| ] irvdene. bt
a| 3

[

[

Click chudt phai vao trang web ma ban vira tao va cAu hinh céc thudc tinh cho

chung.
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thuongdao.com Properties _?J.xJ
Diectory Secusily | HTTPHeaders | CustomEnos | Sewver Extensions
WebSite | Operators | Peformance | ISAPI Fiters | Home Drectosy | Documents
~'Web Sie Identfication
Diescription: lirwionodac. com
IP Address: [192168.109.1 v] Aganced..
ICP Por: . sokPori [
~Connections
& Linimited
" Limited To: 1000 Eorrections
Conection Tineot: | 900 seconds
¥ HTTP EeepAlives Ensbied
17 Enaba Logomg -
T
?‘lzhﬁxi:EmndedLog File Format 7| Propedis. |

o] oot | | o |

Trén trang tuy chon nay ban c6 thé cdu hinh lai cac théng sé ma trude d6 ban da
tao ra.

Add Default Documenk i x|

Default Diocument Mame;
Iinde:-:.u:u:un"

] I Cancel |

Dé thiét 1ap trang chi dinh khi trinh duyét web cua may Client yéu cdu s& duoc
mé ra. Pau tién ban chon Add dé thém méi tén trang va chon ,vi du tén trang chu

cua toi 1a index.com thi t61 gd vao la index.com va Add vao
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thuongdao.com Properties il 3

Diectory Securty | HTTPHeaders | CustomEnms |  ServerExtensions |
WebSite | Operstors | Perfoirnance | ISAPI Fiters | Home Divectory  Documents

.
_ Bemove |

0K Cancel |  Aoph Help

Nhén Apply rdi OK.

Khi d6 trén trinh duyét ciia may khach ban chi can gd thuongdao.com ma khong
can phai gd dia chi IP cua trang web vao.

Néu ban khong dé cong mic dinh 13 80 thi ngay sau dia chi ban gd: va tén cong
vao.

Vi du néu t6i dé cong 1a 8080 thi toi gd trong trinh duyét 1a
http://thuongdao.com:8080

2. Céu hinh dich vu IIS

Pé ciu hinh dich vu web cho IIS ban vao My Computer > Control Panel >
Administrative Tool > Internet Services Manager. Sau d6 lam nhu hinh minh
hoa.
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Tres| | fiame [ path -
& g Shawed Folders = |casarits crlinetpublscripts
Deevice Manager IISHedp crhwinrtihelplishelp
i+ Lol Lisers ared Groups [1Sadmen CHAWINNTI S pstem 32 linet seviisadmin
= 5 Storage II55amples crlinetpubliissamples
(221 (Disk Management MSADC cikprogranm Flesioommon filesisyshenmimsadc
B Disk Defragmenter g _vti_bin C\Program Fles\Commen Fles\Microsoft Sharediweb
= Logical Drives _@Frirters CUWINNTiweblpeinters =
B g Rremoyable Storags ()aspoet_chent
= Ff Services and Apphesticns Clecs
o Talaphory o i
WM Corteol ﬂdendan
Services =
M Indecing Sérvice dfw e
£ 4 Ireernst Irformation Services || —
Bl Default FTP Ste lirniages
- SRR
= ol Adminstratio . i
5 ) Homeske (St OFen prusic
1 gl ekt  Browss  husicl
[ gy Dwfault SMTF: thansu
£ "
| :WP | l’_l
SR
{Opens proparty shest Forthe —— |
Mews ¥
A Tasks. ¥
Wi *
Refresh
Expent Lk, .,

Sau khi nhap vao properties s& hién 1én bang website.
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20|
HTTPHeaders | CustomEmors |  ServerExtensions |
Web Sie | Operators | Pedomance | ISAP1 Fiters |[Fome Drectory | [Documents |

~‘wiah Site Identific stion :

Descrphion: Yefaull Web Site

IP Address: { (81l Unassigned) =] Advanced.. |

TCF Pait Iﬁl GEL Piat

& Unfirited

 Limited T I 1000 | conmechior

Connection Timeout: 00 seconds

¥ HTTF Kespdlives Enabled

'---F Enable Loggng -
Active log Fotmal:

[w3C Extended Log File Fomat x| | Propeties... I

[ ok ]| cacet |t | Heb

Description: M6 ta tén cua Website.

Ip Address: Phan nay cho phép chung ta gan dia chi IP cho Website.

TCP Port: Cong cho phép két ndi vao Website mic dinh 1a cong 80
Unlimited: Cho phép két ndi khong gi6i han thoi gian.

Limited To: Gidi han thoi gian két ndi vi Website.

Thé tiép theo 1a Home Directory.
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Defsult Web Site Properties .Il_xJ
Duectogy Secuity | HTTPHeaders | CustomEwoes | Server Extersions
‘web S#e | Operators | Perdomance | ISAP! Filters  Home Direclory | Docurents
%mmmumhmﬂwﬂmlm
+ A directory located on this computes
& share locsted on snother competes
A reditection to a URL
Local Pati: iEZ\MD‘.‘J\mﬂU‘: Blicwss .,
¥ | Sctipt source access ¥ Log visits
¥ Read ¥ Index this resource
V¥ wiite
I Directory brovsing =
Apphication Seltings
Application name; | Remove !
Sharting point: ¢Default \wab Sty -
Coniliguration.
Evecite Pemmissions. | Scripts and Executables |
Application Protection: | Medium [Pooled) | Uil I
OK | caneal | co | Hep |

Directory Browsing: Chirc ning cho phép hién thi Browser khi khong co trang
chu mac dinh.

A redirection a URI: La tinh ning cho phép ta chuyén tiép dén mét trang nao d6
(dung bang URL)

Theé tiép theo 13 Document.
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pefault Web Site Propertics 7 x|

Dieclony Secusity | HTTPHeadess | CustomEmoss | Serves Exlensions |
‘Web Site | Operatoes | Peformance | ISAFI Fiters | Home Directosy  Documents

— ¥ Enable Default Docurment

Dors o j psd. |
Dietaul, asp
:::i::‘e:‘-:nhTri:I' -l S arrsers
1
T Enable Document Footer
ok | caneal | ooy | Hew |

Phan nay cho phép ta thém chi muc Index cho website ciia minh. Ttrc 1a néu ban
mudn website ciia minh mac dinh 1a chay files index.php. Thi ban vio phan add
sau d6 danh vao index.php. Roi dung dau mili tén bén trai dua index.php 1én trén
dau tién nhu hinh minh hoa. Nhé rang chi muc document ndy no s& tu tim tir trén

xudng dudi(sau index.php khoéng cé no s& tu tim Default.htm...)

The tiép theo 1a Directory Security.
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2%

wieb Site | Operators | Perfumance | ISAPI Fiters | Home Diectory | Documents
Diectory Secusity | HTTPHesders | CustomEnors | Server Extensions

[ AnonmoUs sccest and authentication contiol
Ernabe socets ard ek the

ﬁs authentication methods for this iezource. I Edit.. l
1P e Y — ]

¥ Anorgmous access
Mo Leser name/pasiwond regquined fo access this resounce.

| Account used lor anonymous access: . I

 Secure . Aa.l!.hl:rb:alad re— =
~ | Foulthe lollovang suthentication methods, uset name and password are
k. - Bocass it disablad. o6

ANORNOUE
= accass it iesticted using NTFS access control kst
[T Basic suthentication [passwond is zent in cleas bext]
Select & defaull domain: Eht I
I Digeat suthartication for AWirrdcwe daysirs genres
¥ Inlegrated Window: sithentication J

[Tok ] cancet | Hep |

Trong phan nay ban nhé dé ¥ mic dinh 13 cho phép ché d6 truy cap nic danh tic

1a ai cling c6 thé vao website cua minh. Ta tick vao nhu hinh minh hoa trén. Con

néu muodn khi truy cép vao site cia minh phai c6 Username va password (tuc 1a

Uer trong computer) thi bo tick & phdn Anonymous access thay bang Basic

authentication .Khi d6 bat cir ai truy cap vao site cua ban ciling can phai cé

username va password trén server cta ban.
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Bai 12: Thuwc hanh ciu hinh cic dich vu mang co ban

= Cau hinh Active Directory (AD)
= Cauhinh IIS

= Cau hinh DNS

= Cau hinh DHCP
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Bai 13. Xay dung m{t Mail Server

13.1. Giao thirc SMTP, POP3, IMAP
SMTP (tiéng Anh: Simple Mail Transfer Protocol - giao thirc truyén tai thu tin

don gian) 1a mdt chuan truyén tai thu dién tr qua mang Internet. SMTP dugc
dinh nghia trong ban RFC 821 (STD 10) va dugc chinh 1y bang ban RFC 1123
(STD 3). Giao thutc hién dung duogc la ESMTP (extended SMTP - SMTP mé
rong), dugc dinh nghia trong ban RFC 2821.

Lich sw

SMTP 1a mét giao thirc ding nén vin ban va twong dbi don gian. Trudc khi mot
thong diép duoc gui, nguoi ta ¢ thé dinh vi mot hodc nhiéu dia chi nhan cho
thong diép - nhitng dia chi nay thuong duoc kiém tra vé sy ton tai trung thuc cta
ching) . Viéc kiém thir mot trinh chit SMTP 14 mot viée tuong d6i dé dang, ding

chuong trinh ing dung "telnet" (xem dudi day).

SMTP dung cong 25 cua giao thic TCP. Bé xac dinh trinh cha SMTP ctia mot
tén mién nao ddy (domain name), ngudi ta dung mot miu tin MX (Mail

eXchange - Trao d6i thu) ciia DNS (Domain Name System - Hé thong tén mién).

SMTP bit dau duge sir dung rong rii vao nhitng nim dau thap nién ky 1980. Tai
thoi diém d6, SMTP chi 13 mot phan mém bd sung ctia bo trinh Gmg dung dong
giao thire UUCP (Unix to Unix CoPy - Sao chép tir mdy Unix sang mdy Unix)
nhung tién loi hon trong viéc truyén tai thu dién tir gitra cdc may vi tinh - nhiing

may nay thinh thoang méi lai duoc két ndi véi nhau mot 1an, dé truyén thong di
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li¢u. Thuc ra, SMTP s& lam viéc tot hon néu cac may gui va may nhan duogc két

noi lién tuc.

Sendmail 1a mdt trong nhimg phan mém dic vu truyén tai thu tin (mail transfer
agent) dau tién (néu khong phai 1a cai trude tién nhat) thuc thi giao thirc SMTP.
Tinh dén nam 2001, nguoi ta da thay c6 it nhat 1a 50 chuong trinh Gng dung thuc
thi giao thitc SMTP, bao gdém ca trinh khach (phan mém dung dé giri thong diép)
va trinh cha (phan mém ding dé nhan thong diép). Mot sb trinh chit SMTP noi
tiéng c6 thé liét ké bao gém: exim, Postfix, qmail, va Microsoft Exchange

Server.

Do thiét ké cua giao thirc dung dang thic van ban thudng ctia bd md ASCII, khi
ban thiét ké duoc khoi cong, chirc ning cia SMTP giai quyét tap tin co dang
thirc nhi phan rat kém. Nhitng tiéu chuan nhu MIME di dugc xay dung dé ma
hoa nhimg tap tin nhi phan, cho phép chung duoc truyén tai dung giao thirc
SMTP. Hién nay, phan 16n céc trinh chu SMTP hd tr& phin mé rong
8BITMIME ctia SMTP, cho phép cac tap tin ¢ dang thirc nhi phan duoc truyén

thong qua duong day, dé nhu viée truyén tai van ban thuong vay.

SMTP 1a mét giao thirc "day" thong diép va khong cho phép ai "rat" thong diép
tr may chu ¢ xa, theo yéu cu ciia minh, mot cach tuy tién. pé 1§y duoc thong
di€p, mot trinh khach thu dién tr phai dung POP3 (Post Office Protocol - Giao
thirc buu di¢n tir) hoac IMAP (Internet Message Access Protocol - Giao thuc
truy cdp thong diép Internet). Ching ta con co thé dung phan mém ETRN
(Extended Turn) dé khoi dong mét trinh chit SMTP phén phat thong diép ma nd

dang luu trir.
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Vi du vé truyén thong cia SMTP

Sau khi két nbi gitra nguoi giri (trinh khach) va ngudi nhén (trinh chil) da duoc

thiét 1ap, nhiing viéc lam sau day l1a nhitng viéc hoan toan hop I¢, ddi voi mot

phién giao dich dung giao thitc SMTP. Trong cudc hoi thoai dudi day, nhiing gi

trinh khach gui dwgce danh ddu bang chit C: dimg trude, con nhiing gi trinh chu

giri duoc dénh ddu bang S:. Cac hé théng may tinh déu c6 thé thiét 1ap mot két

ndi, bang cach dung nhitng dong 1énh ciia phan mém telnet, trén mot may khach.

Chéng han:

telnet www.example.com 25

khoi dong mot két ndi SMTP tr mdy giri thong diép dén mdy chu site

www.example.com.

1 220 www.exanple.com ESMIFP Postfix
: HELOC mydomain.com

: 250 Hello mydomain.com

: MATIL. FROM:<senderfmydomain.coms

1 250 Ck

: RCPT TO:<friend@example.coms:

: 250 Ck

: DATA

: 354 End data with <CR»><LF>.<CR>»><LF>
: Subject: test message

: From: sender@mydomain.com

C: To: friend@example.com
: Hello,

: This is a test.

1 Goodbye.

A e T o e Mmoo

: 250 Ok: gueued a=s 12345
! QUIT
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Bao v¢ trong SMTP va thu rac
Mot trong nhiing gidi han cuia ban thiét ké SMTP gbc 1a viéc n6 khong cung cép
mot phuong tién nao dé ching thuc (authentication) nguoi giri khi chung ta can.

Chinh vi thé ma phan mé rong SMTP-AUTH di dugc thiét ké va bo sung.

Mic dau da co phan chimg thuc ngudi giri bo sung, nhiing lam thu dién tir van
con 13 mot van dé 16n, kho giai quyét. Viée stra d6i giao thire SMTP mét cach
triét dé, hodc thay thé giao thuc toan béng mot cai khac, 1a mot viéc khong dé gi
thuc hién duoc, vi su thay d6i s& gay anh hudng dén mang ludi truyén thong cia
nhitng may chu SMTP khong 16, d3 va dang duoc dung. Internet Mail 2000 1a

mdt trong nhitng ban du thao d& cap dén van dé nay.

Vi ly do trén, mot sé dé nghi vé viée dung cac giao thuc bén 1& dé hd trg hoat
dong cua SMTP di duoc cong bd. Nhoém nghién ciru chéng thu nhiing lam (Anti-
Spam Research Group) cua Luc luong chuyén trach nghién ctru lién mang
(Internet Research Task Force - viét tit 1a IRTF) hi¢n dang lam viéc trén mot sb
du thao vé chimg thuc thu dién tir (E-mail authentication) va mot s6 nhitng du
thao khac lién quan dén viéc cung cAp mét co ché chimng thuc ngudn giri véi tinh
nang: tuy don gian song linh hoat, tuy & mtrc d§ hang nhe song c6 kha ning
khuéch truong. Nhing hoat dong gan day ciia Luc lugng chuyén trach nghién
ctru lién mang (Internet Engineering Task Force - viét tat 1a IETF), bao gdm
MARID (2004) (cOng voi su tién tGi hai cudc thu nghiém duoc IETF chép thuan
trong nam 2005 sau d6), va DKIM (DomainKeys - tam dich 1a "Chia khoa tai
vung") trong ndm 2006.
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POP3

Post Office Protocol phién ban 3 (POP3) la mét giao thic ting (mg dung, dung
dé lay thu dién tir tr server mail, thong qua két néi TCP/IP. POP3 va IMAP4
(Internet Message Access Protocol) 1a 2 chuan giao thic Internet thong dung
nhét dung dé léy nhan email. Hau nhu cac may tinh hién nay déu hd tro ca 2 giao
thirc

Trudc POP3, da c6 2 phién ban 1a POP1 va POP2. Khi POP3 ra doi, da ngay 1ap
tirc thay thé hoan toan cac phién ban cii. Vi vdy, ngay nay, nhic dén POP thi
thuong 1a &m chi POP3.

Thiét ké ctia POP3 hd trg chiic ning cho ngudi dung c6 két ndi internet khong
thuong truc (nhu két ndi dial-up), cho phép ngudi dung két ndi voi server, tai
mail vé, sau d6 c6 thé xem, thao tac v6i mail offline. Mic du trong giao thirc hd
trg leave mail on server (dé nguyén mail trén server), nhung hau hét ngudi dung
déu thuc hién mic dinh, tac 1a: két ndi, tai mail vé, xba mail trén server roi ngét
két ndi.

IMAP

Internet Message Access Protocol (IMAP) cung cép lénh dé phﬁn mém thu dién
tir trén may khach va may chii ding trong trao ddi thong tin. D6 1a phuong phép
dé ngudi dung cubi truy cap thong diép thu dién tir hay bang tin dién tir tir may
chu vé thu trong méi truong cong tic. N6 cho phép chuong trinh thu dién tur
dung cho may khach - nhu Netscape Mail, Eudora cia Qualcomm, Lotus Notes
hay Microsoft Outlook - 14y thong diép tir xa trén médy chit mot cach dé dang nhu

trén dia cung cuc bd.
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Chuén vé thu dién tir duoc ung hd

IMAP 1a co ché cho phép ldy thong tin vé thu dién tir ciia ban, hay chinh cac
thong di€p tur mail server ciia moi trudng cOng tac.

Giao thirc thu dién tir ndy cho phép ngudi dung két nbi bang dudng dién thoai
vao may chua Internet tir xa, xem xét phan tiéu dé va nguoi giri cua thu dién tir
trude khi tai nhitng thu ndy vé may chu ctia minh.

Véi IMAP nguoi dung cé thé truy cap cac thong diép nhu ching duogc luu trit
cuc b trong khi thuc té lai 13 thao tac trén may chua cach xa hang ki 16 mét.

Vi kha nang truy cdp tir xa ndy, IMAP dé dugc ngudi ding cong tac chap nhan
vi ho coi trong kha nang lam viéc luu dong.

Kha nang truy cap la chia khoa

Nguoi dung thuong xuyén di lai mudn luu théng diép cua ho trén may chu dé
dén bat ky dau cudi nao ciing c6 thé doc va 1am viéc duge. IMAP cho phép thuc
hién diéu do.

IMAP khéc véi giao thirc truy cép thu dién tr Post Office Protocol (POP). POP
lwu trit toan bo thong diép trén may chu. Nguoi dung két ndi bang duong dién
thoai vao may chu va POP s€ dua cac thong di€p vao in-box cua nguoi dung, sau
do6 xo0a thu trén may chu. Hai giao thic nay da dugce dung tor hon 10 nam nay.
Theo mot nha phan tich thi khac bi¢t chinh gitta POP (phién ban hién hanh 3.0)
va IMAP (phién ban hién hanh 4.0) 1a POP3 cho ngudi dung it quyén diéu khién
hon trén thong di¢p.
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Ky tén, dong dau va gui di

Mg ding of thé truy cap e-mail theo cac ché db ngoal tuyen, tnm tuyén va khing ket ndi,

Pridn mém thirdign L trén may Thurwan cidn ndm trén Thiang digp trén may chu,
khach s2 1ay thu trén may chi ve mdy chi va cd thé Phan mém e-mail s& chep
may khach dang chay chuomg duoc thao tac bang nhdmg thir duge chon vé
trindy thr didgm t, sau &b 58 woa phdn mém rén may ngal kel ndi vl may chil,
thur tren may chi, khach

IMAP mang lai cho ngudi dung mdt phuong thire Iuu trir thu dién tr thong minh
va nho d6 c6 thé xem nhiing thong diép nay trude khi tai ching xubéng, bao gdbm
ca viée co tai xudng nhiing file dinh kém thu hay khong. Nguoi dung ciing c¢6 thé
ap dung cac bo loc va co ché tim kiém trén may chu va c6 thé 1ay thu tir bat ky
may nio, bat ctr & dau.

Tuy nhién, cic nha san xuit da thong dich cac dac ta mo hd cia IMAP 4 theo
nhiéu cach khac nhau va diéu d6 dan dén sy khong nhat quan trong chuong trinh
thu danh cho may khach va may chi, chang han ngudi ding c6 thé s& khong doc
dugc file dinh kém trong Netscape Mail bang chuong trinh Eudora Pro. Tuy
nhién, theo du doan nhirng van dé nay s& nhanh chong duoc giai quyét trong thoi

gian toi.

13.2. Trién khai Mail Server cho doanh nghiép
C6 nhiéu Mail Server dé trién khai mot hé théng Mail cho doanh nghiép. Trong

phan nay t6i xin gidi thiéu Mdaemon 1a mgt mail Server dé trién khai va c6 day

du céc tinh nang thong dung phuc vu cho mét doanh nghiép.

Vii Khanh Quy — Khoa CNTT — PH Su pham Ky thuiat Hung Yén 110



Vii Khanh Quy — Khoa CNTT — PH Sw pham Ky thuit Hung Yén

Cai dat va cau hinh Mdaemon

Primary Domain

Dequeus ] Archival ] Pruning ] Pre-processing ] nkniown Mail ]
Diomain l Delivery ] Partz ] DMS ] Timers ] Sezziong ]

Primary domain properties

D Frimary domain name qokhoairm.info
e

Thiz iz the primary domain name for vour mail server. For example, if pou
want email addrezzes of the form 'uzer@example.com' put 'example. com'
here.

FEDM far thiz server |gl:|kh|:|aim_l,l.inh:|

Thiz value iz uzed in the SMTP HELO/EHLO. An (P literal zuntax is alzo
allowed such az [1.2.3.4].

[ Always use the above FADN value in SMTP '220° greetings
[ Always use the above FODM in "Received" header stamps

M achine name igu:ukhu:uaim_l,l.inh:u

Thiz iz a value uzed to uniguely identify thiz computer in various headers.
Thiz should normally be the same az the FODMN value.

The FADM and Maching name wvalues will ahwavs default to the primary
domain hame.

Prirmary domain IP 11 92168.1.28

[ Bind listening sockets to thiz |F anly

[f you do ot know your computer's [P address then vou can leave thiz field
blank or uge 127 .0.0.7.

k. | Cancel

Setup > Primary Domain
Primary domain, FQDN domain, machine name: t€n domain ctia ban

Primary Domain IP: IP may ban
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Primary Domain

Dequeus ] Archival ] Pruning ] Pre-proceszing ] nknown b ail ]
Cromain ] Deliven 1 Fuorts DNS ] Timers ] Seszziong ]

DS zerver zettings

W Tryto use DNS servers defined in Windows TCPAP settings
Primary OMS server IP address |2EIS.1 131311

Backup DMS zerver IP address |2|:|3_1 131821

Retry failled lookup attermpts this many times ]—3

If a backup DMS IF iz zpecified, bath will be attermpted once per ety
&, and M= record proceszing

v Query DMS servers for M records when delivering mai

[v Send meszage to next M host when an SMTP emnor ocours

[v Usze s record IP addresses returned within M3 gueny results

Maote: These IPs are not cached.
I+ Return meszage if receiving domain has no ki and no A recards

[ Abort delivery if receiving host returns 5 after RCPT command

Local lookup tables
HOSTS file |E:HWINDDWS aystemn32hdivershetcihosts Browse

E dit MKE.-‘-‘-.EHE| Edit HO5TS |

Qua tab DNS : chinh v& IP ma ISP ban dang dung (& day t6i dung Viettel)
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Miscellaneous Options

GUI | Servers | Headers | Fives | Sustem | Disk | MuliPOP | wisg  Misc |

Mizcellaneous optionz

Eﬁ W Enable disk checking for waiting message counts
H [ Include all inbox sub-folders in quota calculation

-
['o ot zend welcome meszage to new accounts

Create 'Evemnong' ligtz [

Honar requests for account information

Syztemn generated meszages usze HULL reverse path

Syztemn generated meszages are sent through the content filker

Apply content & zpam filkers ta list mail before cracking individual copies
FPOP, IMAP, and WWaorldClient pazswords are case senzitive

Lizt pruner deletes meszages that don't contain parsable addreszes

Lizt pruner zaves meszsages which result ik lizt member remonal

Honor '¢Listy-zubscribe’ and '<List: -unzubzoribe’ addresses

Ower quaota accounts can accept mail but nat zend mail

111 1< x<I<171"

Don't include zezzion tranzcripts in MDA meszages
[ HeHuire stru:unE Easswurds
v Periodically check for new MO aemon updates

v Delete forwarded meszages which encounter delivery emars
[uncheck to have these meszages returned to the oniginal zender]

Ok | Cancel | |

bé tao mailbox vo1 password don gian, vao Menu Setup > Miscellaneous

Options > Tab Misc > bé chon "Require strong passwords"
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Tao Account

dows - [Message Router - gokhoaimy.info 192.168.1.28

ounts  Lists  Gatewaws  Catalogs

P @ EBR |

Cieue

=

Account Editor - abc

AutoResp | IM&P MailFules | MubPOP | Options |  Shared Folders |

' __-Jtl:l:ul.lllt- Manager Account l M ailboe i Fonaarding l Adrniry I Huotas I Restictions I Web I
1 Account management ————————————— Perzonal information
Only ghow account which | match E Full name !abC
fizoutits Silatal- 5 dhsniaued 4 Thiz account was created on: <unknow:
: : Thiz account waz lazt accessed on: <unknowns
M ailbos i Diamair
' thaole gokhoairm POPAIMAR account information
o ngugenbuutiong gokhoa!m_l,l M ailbos: Ial:uc. @ Ignkhoaimy.info L‘
o guockhanh gokhoairmy 4
| < admin gokhoaims Passwaord Ixmxd
@ MBgeman Hoxheair The account iz MOT curently uzing dynamic authentication.
[ Dizable all access to this accourt
¥ Enable POP access W Enable IMAP access
[ Emable Outlook Connector support for this account
Matez/comments on thiz account
i.
Show only accounts fram this dong ;
Aliazes
T e e | Click here o edit any aliages configured for this account
2 P Tore accolnis To
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Bai 14. Thuc hanh X4y dung m¢t Mail Server

Chuén bi
=  MOot Server da cai dich vu DNS, IIS
= Mail Server Mdeamon hoac Exchange
Yéu cau:
= Cau hinh mail Server va tao account cho cac thanh vién trong 16p str dung

dé guri va nhan mail
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Bai 15: Thuc hanh Proxy va Firewall

15.1. Nguyén ly hoat dong cua Proxy
Khai niém Proxy

Proxy 1a mot Internet server 1am nhiém vu chuyén tiép thong tin va kiém soat tao
su an toan cho viéc truy cap Internet cuia cac may khach, con goi la khach hang
sit dung dich vu internet. Tram cai dét proxy goi la proxy server. Proxy hay tram
cai dat proxy co6 dia chi IP va mot céng truy cap c6 dinh. Vi du:
123.234.111.222:80 Dia chi IP cta proxy trong vi du 1a 123.234.111.222 va cong
truy cap 1a 80.

Chirc nang cua proxy

Dbi v6i mot s6 hang, cong ty ngudi ta sir dung proxy vao viéc:

-Proxy chia s& dudng truyén: giup nhidu may truy cdp Internet thong qua 1 may,
ma may ndy goi 1a Proxy server. Chi duy nhit may Proxy ndy can modem va
account truy cdp internet, cdc mdy client (cac may truc thudc) mudn truy cép
internet qua may nay chi can nbi mang LAN téi may Proxy va truy cdp dia chi
yéu cau.Nhimg yéu cau ciia nguoi st dung s& qua trung gian proxy server thay
thé cho server that sy ma nguoi str dung can giao tiép, tai diém trung gian nay
cong ty kiém soat dugc moi giao tiép tir trong cong ty ra ngodi intrnet va tir
internet vao may cua cong ty. St dung Proxy, cong ty c¢6 thé cdm nhén vién truy
cap nhimg dia chi web khong cho phép, cai thién toc do truy cap nho su luu trix
cuc bd cac trang web trong bd nhd cia proxy server va gidu dinh danh dia chi
cuia mang nd1 b gy kho khan cho viéc tham nhip tir bén ngoai vao cdc may cua

cong ty.
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Péi voi cac nha cung cip dich vy dudng truyén internet:

-Do trén mang internet c6 lwong thong tin rat phong phu, theo quan diém cua
timg qudc gia, cia timg ching toc hay dia phuong, cac nha cung cip dich vu
internet khu vuc do sé phéi hop proxy voi ky thuat tuong lura dé tao ra mot bod
loc goi 1a firewall proxy nham ngan chan cac thong tin ddc hai hodc trai thuan
phong my tuc ddi véi qubc gia, doi voi ching toc hay dia phuong d6. Dia chi cac
websit ma khach hang yéu cau truy cap s€ dugc loc tai bo loc nay, néu dia chi
khong bi cam thi yéu cau cua khach hang tiép tuc dugc giri di, t6i cac DNS
server cila cac nha cung cap dich vu. Firewall proxy s& loc tat ca cac thong tin tir

internet gui vao may cua khach hang va nguoc lai.

Y nghia cta proxy
Proxy khong chi c6 gia tri bo1 né lam dugce nhiém vu ctia mét bd loc thong tin,
nd con tao ra dugc sy an toan cho cac khach hang cua né, firewal Proxy ngan

chan hi¢u quat su xadm nhap cua cac doi tugng khong mong mudn vao may cua
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khach hang. Proxy luu trit dugc cac thong tin ma khach hang can trong bo nhd,
do d6 Iam gidm thoi gian truy tim lam cho viéc st dung bang thong hiéu qua.
Proxy server gibng nhu mot vé si bao vé khéi nhiing rac réi trén Internet. Mot Ps
thudng nam bén trong tuwong lira, gitta trinh duyét web va server that, lam chtic
nang tam giit nhitng yéu cau Internet cta cac may khach dé chung khong giao
tiép truc tiép Internet. Ngudi dung s& khong truy cdp duoc nhimg trang web
khong cho phép (bi cong ty cam).

Moi yéu cau cia méay khach phai qua Ps, néu dia chi IP ¢6 trén proxy, nghia 13
Website ndy duoc luu trit cuc b, thi trang nay s& duoc truy cap ma khong can
phai két ndi Internet, néu khong c6 trén Ps va trang nay khong bi cdm yéu cau s&
duoc chuyén dén server that, DNS server... va ra Internet. Ps luu trit cuc bd cac
trang Web thudng truy cap nhat trong bd dém giam chi phi, téc do hién thi trang
Web nhanh.

Proxy server bao vé mang ndi bo khoi bi xac dinh boi bén ngoai b:?lng cach mang
lai cho mang hai dinh danh: mgt cho ndi by, mot cho bén ngoai. Diéu nay tao ra
mot “bi danh” d6i v6i thé gidi bén ngoai gay kho khian d6i v6i néu ngudi dung

“ti tung tu tac” hay cac tay bé khoa mudn xam nhap truc tiép may nao do.

Cach sir dung proxy hiéu qua

Do cic proxy c6 quy md bd nhd khac nhau va sé luong nguoi dang st dung
proxy nhiéu-it khac nhau, Proxy server hoat dong qua tai thi toc do truy cap
internet cua khach hang c6 thé bi cham. Mit khac mot sd websit khach hang c6
day du diéu kién nhan than dé doc, nghién ciru nhung bi tudng ltra chian khong
truy cap duogc thi bién phap doi proxy dé truy cap 1a diéu can thiét nham dam bao

cong viéc. Do d6 nguoi st dung cd thé chon proxy server dé st dung cho riéng

Vii Khanh Quy — Khoa CNTT — PH Su pham Ky thuiat Hung Yén 118



Vii Khanh Quy — Khoa CNTT — PH Sw pham Ky thuit Hung Yén

minh. C6 céc cach chon lya cho ngudi st dung. Sir dung proxy mac dinh ctia nha

cung cép dich vu (internet), truong hop nay nguoi st dung khong can dién dia

chi IP cua proxy vao ctra so internet option cua trinh duyét trong may cua minh.

Str dung proxy server khac (phai tra phi hodc mién phi) thi phai dién dia chi IP

clia proxy server vao cua so internet option cua trinh duyét.

Mot s6 Proxy mién phi tham khao

IP address

203.252.226.215:8001
81.20.173.65:3128
81.92.147.62:3128
189.15.68.99:3128
141.223.175.140:8080
85.226.20.158:3128
6629 36 85554
88.243.458.144:3128
213.144.14.686:3128
212.62.102.247:80
51.19.237.202:8080
61.50.217.230:1080
202.206.100.39:3128
61.142.249.116:8080
118.88.212.242:3128
203.73.180.16:3128
200.129.25.3:8080
203.180.51.206:8080
212.62.102.134:80
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Anonymity level

transparent
transparent server
transparent
transparent
transparent proxy server
transparent proxy
hight-anonymous (§)
transparent
transparent server
transparent proxy
transparent
transparent proxy
transparent proxy
transparent proxy
transparent proxy
transparent
transparent proxy
transparent server

transparent server

Dec-26
Dec-25
Dec-25
Dec-25
Dec-28
Dec-26
Dec-27
Dec-25
Dec-25
Dec-28
Dec-24
Dec-28
Dec-28
Dec-25
Dec-25
Dec-25
Dec-28
Dec-25
Dec-25

Checked time

L1826
,10:08
L1815
,16:14
1557
L 14:48
. 06:01
1822
L 20:44
o 14:43
. 09:55
. 09:55
. 16:50
. 09:58
. 19:05
L1826
. 18:28
L1421
L1423

Country

Korea, Republic of
Russian Federation
Czech Republic
Brazil

Korea, Republic of
Sweden

United States
Turkey

Germany

Saudi Arabia
Thailand

China

China

China

Indonesia

Taiwan

Brazil

Indonesia

Saudi Arabia
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15.2. Nguyén ly hoat dong cua Firewall

Khai niém tuong lira (Firewall)

Trong nganh mang may tinh, birc tuong lira (tiéng Anh: firewall) 13 rao chin ma
mét sd ca nhén, td chirc, doanh nghi¢p, co quan nha nudc lap ra nham ngan chan
ngudi dung mang Internet truy cdp cac thong tin khong mong mudn hodc/va
ngin chian nguoi dung tir bén ngodi truy nhap cac thong tin bio mat nam trong

mang ndi bo.

Tuong Itra 1a mot thiét bi phén cing va/hodac mot phﬁn mém hoat dong trong mat
moi truong may tinh ndi mang dé ngan chan mat s6 lién lac bi cAm boi chinh
sach an ninh cta cd nhan hay td chuc, viéc nay tuong tu voi hoat dong cua cac
burc trdng ngin ltra trong cac tda nha. Tuong ltra con duoc goi 1a Thiét bi bao vé
bién gidi (Border Protection Device - BPD), dac bi¢t trong cac ngit canh cua
NATO, hay b loc goi tin (packet filter) trong hé diéu hanh BSD - mét phién ban

Unix cua Pai hoc California, Berkeley.

Nhiém vu co ban ctia tuong ltra 13 kiém soat giao thong dit liéu giira hai ving tin
cdy khac nhau. Cac ving tin cdy (zone of trust) dién hinh bao gém: mang
Internet (ving khong dang tin cdy) va mang ndi bd (mdt vung c6 do tin cdy cao).
Muc dich cudi cung 1a cung cap két ndi c6 kiém soat giira cac ving voi do tin
cdy khac nhau thong qua viéc 4p dung mot chinh sach an ninh va mé hinh két
nbi dya trén nguyén tic quyén téi thiéu (principle of least privilege).

CAu hinh dung din cho cac tudng lra doi hoi ki ning cua ngudi quan tri hé

thong. Viéc nay doi héi hiéu biét dang ké vé cc giao thirc mang va v€ an ninh
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may tinh. Nhimng 18i nho c6 thé bién tudng lira thanh mot céng cu an ninh vo
dung.

Lich sir phat trién Firewall

Cong nghé tudng lira bat dau xuat hién vao cudi nhitng ndm 1980 khi Internet
van con 1a mot cong nghé kha mdi mé theo khia canh két ndi va su dung trén
toan cau. Y tudng dau tién dugc da hinh thanh sau khi hang loat cac vu xam
pham nghiém trong ddi véi an ninh lién mang xay ra vao cudi nhitg nam 1980.
Nam 1988, mot nhan vién tai trung tam nghién ciru NASA Ames tai California
giri mot ban ghi nhé qua thu dién tir t6i ddng nghiép rang: "Ching ta dang bi
mot con VIRUS Internet tin coéng! N6 di danh Berkeley, UC San Diego,
Lawrence Livermore, Stanford, va NASA Ames." Con virus duoc biét dén voi
tén Sau Morris nay da dugc phat tan qua thu dién tir va khi d6 da 1a mét sy kho
chiu chung ngay ca ddi véi nhitng nguodi dung vo thudng vo phat nhat. Sau
Morris 12 cudc tan cong dién rong dau tién dbi voi an ninh Internet. Cong dong
mang da khong hé chuin bi cho mot cude tin cong nhu vay va da hoan toan bi
bat ngo. Sau do, cong dong Internet di quyét dinh rang wu tién tdi cao 1a phai
ngin chin khong cho mot cudc tin cong bat ky nao nira c6 thé xay ra, ho bat dau
cong tac dua ra cac y tudng méi, nhimg hé théng va phan mém méi dé 1am cho

mang Internet co thé tré lai an toan.
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SIMPLE NETWORK DIAGRAM

Given is a scenario with a PIX Firewall
Connected to the Outside, Inside and DMZ et

Interface of a Corporate Network :".

Intermet
Routar

I outside
N 192.168.1.1

PIX FIREWALL
- _-_""":—_—r_——._
’ _—— ?«:‘-f-”":: 3 . &
Switch %r/ = ——_——_—__-_.___%mh:h
.":

f
INSIDE INT _
/ 10.1.1.1/24 172.16.16.1/124

Y 3

WWW server MAILSERVER
1T216.16.2 172.16.16.4

Nam 1988, bai bao dau tién vé cong nghé tudng lira dugce cong b, khi Jeff
Mogul thudc Digital Equipment Corp. phat trién cac hé thong loc dau tién duoc
biét dén véi tén cac tudong ltra loc goi tin. Hé thong khd co ban nay da 1a thé hé
dau tién cta cai ma sau ndy s& tr& thanh mot tinh ning k¥ thut an toan mang
duogc phat trién cao. Tir nim 1980 dén nam 1990, hai nha nghién ctru tai phong
thi nghiém AT&T Bell, Dave Presetto va Howard Trickey, da phat trién thé hé
tuong lira thir hai, dugce bién dén voi tén cac tudng ltra tAng mach (circuit level
firewall). Cac bai bao ciia Gene Spafford ¢ Pai hoc Purdue, Bill Cheswick &
phong thi nghiém AT&T va Marcus Ranum d3 mé ta thé hé tuong lira thr ba,
v6i tén goi tuong lira tang Gng dung (application layer firewall), hay tudng lta
dua proxy (proxy-based firewall). Nghién ctru cong nghé cua Marcus Ranum da

khéi dau cho viée tao ra san phan thuong mai dau tién. Sdn pham nay da duoc
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Digital Equipment Corporation's (DEC) phét hanh v&i tén SEAL. Dot ban hang
16n dau tién ciia DEC 1a vao ngay 13 thang 9 nim 1991 cho mdt cong ty hoa chat
tai bo bién phia Pong ctia My.

Tai AT&T, Bill Cheswick va Steve Bellovin tiép tuc nghién ctru cua ho vé loc
goi tin va da phat trién mot mo hinh chay duge cho cong ty cia chinh ho, dya
trén kién tric ctia thé hé tuong ltra thi nhat ciia minh. Nam 1992, Bob Braden va
Annette DeSchon tai Pai hoc Nam California da phat trién hé théng tuong Itra
loc goi tin thé hé thi tu. San pham c6 tén “Visas” ndy 14 hé thong dau tién c6
mot giao dién véi1 mau sdc va cac biéu tuong, co thé d& dang cai dat thanh phﬁn
mém cho cac hé diéu hanh chang han Microsoft Windows va Mac/OS ctia Apple
va truy nhap tir cac hé diéu hanh d6. Nam 1994, mot cong ty Israel co tén Check
Point Software Technologies dd xay dung san pham ndy thanh mot phan mém
san sang cho st dung, d6 13 FireWall-1. Mot thé hé thir hai cta cac tuong lira
proxy di duogc dua trén cong nghé Kernel Proxy. Thiét ké nay lién tuc dugc cai
tién nhung cac tinh ning va mi chuong trinh co ban hién dang duogc st dung
rong rai trong ca cac hé thong méy tinh gia dinh va thuong mai. Cisco, mot trong
nhing cong ty an ninh mang 16n nhat trén thé gidi da phat hanh san pham nay
nam 1997.

Thé hé FireWall-1 méi tao thém hiéu lyc cho dong co kiém tra sau goi tin bang

cach chia sé chirc ndng nay v&i mot h¢ thong ngén chan xam nhap.

Cac loai tuwong lira
Cé ba loai tuong ltra co ban tuy theo:
. Truyén thong dugc thyc hién gitra mot nit don va mang, hay gitta mot sb
mang.

= Truyén thong dugc chin tai ting mang, hay tai ting tmng dung.
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= Tudng lira c6 theo ddi trang théi ciia truyén thong hay khong.

Phéan loai theo pham vi cta céc truyén trong dugc loc, c6 cac loai sau:

= Tydng lra c4 nhan, mot ung dung phan mém véi chiic ning thong thuong
1a loc dir li¢u ra vao mgt may tinh don.
= Tuodng lira mang, thuong chay trén mot thiét bi mang hay may tinh chuyén
dung dit tai ranh gi6i cua hai hay nhiéu mang hodc cac khu phi quan su
(mang con trung gian nam giita mang ndi bo va mang bén ngoai). Mot
tuong Itra thudc loai nay loc tat ca giao thong dir li¢u vao hodc ra céc
mang duogc két ndi qua né.
Loai tuong lra mang tuong img véi v nghia truyén théng cua thuat nglr "tuong
Ira" trong nganh mang may tinh.
Khi phén loai theo céc ting giao thirc noi giao thong dir liéu c6 thé bi chan, c6 ba
loai tudng Itra chinh:
= Tuodng lira ting mang. Vi du iptables.
= Tyong lira ting Gmg dung. Vi dy TCP Wrappers.
» Tuong ltra tng dung. Vi du: han ché cac dich vu ftp béng viéc dinh ciu
hinh tai tép /etc/ftpaccess.
Cac loai tuong ltra ting mang va tudng lira ting tng dung thudng trum 1én nhau,
mac du tudong Itra cd nhan khong phuc vu mang, nhung mot s6 hé théng don da
cai dat chung ca hai.
Cudi cung, néu phan loai theo tiéu chi rang tuong ltra theo ddi trang thai cua cac
két ndi mang hay chi quan tdim dén timg goi tin mot cach riéng r&, c6 hai loai
tuong ltra:
» Tuong ltra c6 trang thai (Stateful firewall)

» Tuodng Itra phi trang thai (Stateless firewall)
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Ly do sir dung twong Iira

Mang internet ngdy cang phat trién va pho bién rong khip moi noi, loi ich ctia no
rat 16n. Tuy nhién ciing c6 rat nhiéu ngoai tic khong mong mudn dbi véi cac ca
nhan 13 cha me hay t6 chtc, doanh nghiép, co quan nha nudc... nhu cac trang
web khong phu hop ltra tudi, nhiém vu, loi ich, dao dirc, phap luat hodc trao doi
thong tin bét 1gi cho c4 nhan, doanh nghiép... Do vdy ho (cac c4 nhan, t6 chirec,
co quan va nha nuéc) sir dung tuong lira dé ngan chan.

Mot 1y do khac 1a mot sé qudc gia theo ché do doc tai, doc dang ap dung tudng
lira dé ngan chin quyén trao d6i, tiép can thong tin ctia cong dan nudc minh
khong cho ho truy cdp vao cac trang web hodc trao d6i voi bén ngoai, diéu ma

nha cdm quyén cho rang khong c6 1gi cho ché dg do.

Cach thirc ngan chan

Pé ngan chin cac trang web khong mong mudn, cac trao doi thong tin khong
mong mudn ngudi ta ding cach loc cac dia chi web khong mong mubén ma ho da
tap hop duoc hodc loc ndi1 dung thong tin trong céac trang thong qua cac tir khoa
dé ngan chan nhitng nguoi dung khong mong mudn truy cip vao mang va cho
phép nguoi dung hop 1¢ thuc hién viée truy xuét.

Birc tuong ltra c6 thé 1a mot thiét bi dinh huéng (Router, mot thiét bi két ndi giira
hai hay nhiéu mang va chuyén cac thong tin giita cdc mang nay) hay trén mot
may chu (Server), bao gdm phan cting va/hodc phin mém nam giita hai mang
(ching han mang Internet va mang lién két cac gia dinh, diém kinh doanh
internet, to churc, cong ty, hé thong Ngan hang, co quan nha nudc.

Co quan nha nudc co thé lap buc tudng ltra ngay tir cong Internet qubc gia hoic
yéu cau cac nha cung cap dich vu duong truyén (IXP) va cung cép dich vu

Internet (ISP) thiét 1ap hé théng tudng Itra hiru hiéu hodc yéu cau cac dai 1y kinh
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doanh internet thuc hién céc bi€n phap khac nhu Thong tu lién tich )
02/2005/TTLT vé quan ly dai 1y Internet c6 hiéu luc vao dau thang 8-2005 ¢
Viét Nam.

Vugt twong lira

Céc trang web bj chan nhét 13 cac trang web sex thudng rat linh dong thay doi
dia chi dé tranh sy nhan dién hodc nhanh chong thong bao dia chi méi1 mot cach
han ché véi cac dbi twong dung da dinh.

Nguoi ding ¢ cac nudc cd hé thdng tuong lira co thé tiép can véi ndi dung bi
chan qua cac ngd khac bang cach thay ddi dia chi Proxy, DNS hodc qua ving
nhé dém cached cua trang tim kiém thong dung nhu Google, Yahoo..., hoac su
dung phan mém mién phi Tor. Néi chung ngudi ding mang hiéu biét nhiéu vé

may tinh thi biét nhiéu k¥ xao vuot tudng lua.

Hiéu qua khi st dung twong lira

Birc tuwong lta chi ¢ hiéu qua tot mot thoi gian sau d6 cac trang web bi chan
cling nhu nguoi st dung ding muu meo, k¥ xao, ki thuat dé né va vuot tudng, vi
vay phai ludn ludn cap nhat k§ thuat, nhan dién cac dia chi méi dé thay doi
phuong thic hoat dong, diéu nay lam téc do truy cap chung bi giam va doi hoi

phai nang cap trang thiét bi, k¥ thuat.

Nhugc diém khi sir dung twong lira

St dung tuong ltra can phai xir Iy mot luong 16n thong tin nén viée xir 1y loc
thong tin c¢6 thé lam cham qua trinh két ndi cua nguoi két ndi.

Viéc st dung tuong lira chi hiru hiéu dbi voi nhimg nguoi khong thanh thao k¥
thuat vuot tuong lira, nhitng ngudi sir dung khac ¢ hiéu biét co thé dé dang vuot

qua tudng Itra bang cach st dung cac proxy khong bi ngin chan.
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15.3. Trién khai xdy dung hé thong twong liva cho doanh nghiép

FIREWALL

EXTERNAL

Perimeter /| DMZ |

INTERN

M5 ta so' do hé thong:
= GOm 01 PC déng vai trd Domain Controller (DC)
* Mang LAN thudc dai IP 192.168.1.0/24
* DMZ thudc dai IP 172.16.1.0/24
= External c6 dai [P 10.0.0.0/30
= Firewall c6 03 Fast Ethernet twong ung 03 phan vung LAN (Internal),
DMZ va External
Yéu cau:
» (Céc PC join vao Domain (DC)
= File Server va Web Server thugc vung DMZ cho phép cac PC thugc LAN
truy cap vao

= Cac PC thudc LAN c6 thé truy cap Internet theo sy cho phép ciia Firewall
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Bai 16: Co ban vé bao mit

16.1. M{jt s6 nguy co tin cong trén mang

Nhitng nguy co bao mat de doa mat mat ditr liéu nhay cam ludn 13 méi lo ngai
cua nhitng doanh nghi¢p vira va nho. Sau day 1a 10 nguy co bao mat dugc danh
gi4 1a nguy hiém nhat ma doanh nghiép phai dbi mat.

Nhirng nhén vién bat man véi cong ty

Trong mot s6 doanh nghiép vira va nho, nhitng dit liéu kinh doanh quan trong
hay théng tin khach hang thudng dugc giao phd cho mdt ca nhan. Piéu nay tao
nén tinh trang "1¢ thudc quyén han" nguy hiém. Khi c4 nhan d6 bat ma vi mot ly
do nao d6 voi cong ty va ban diéu hanh cong ty. Lac ndy van dé chi con 1a thoi
gian va quyén han kiém soat thong tin ctia anh ta ma thoi.

Khéng c6 ké hoach xir Iy riii ro

Hé théng may tinh, mang cta doanh nghiép ludn phai déi mat véi nhiéu nguy co
bao mat, tir viéc hu hong vat 1y cho dén céc truong hop bi tin cong tir tin tic hay
virus déu c6 kha ning gy ton hai cho dir liéu. Kha nhiéu doanh nghiép vira va
nho thiéu han chinh sach phan tung vé6i viée that thoat dit liéu hay ké hoach khic
phuc su c¢d. Pai da sé déu ling tang va bat dau cac hoat dong mang tinh Ung
pho.

Nhiing thiét 1ap mic dinh khong dwoc thay doi
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Tin tac hién nay thuong dung cac tap tin chira dung hang tram ngan tai khoan
mic dinh (username va password) cta céc thiét bi két ndi mang dé do tim quyén
han truy xudt kha ning dang nhap vao hé théng mang. Néu cac tai khoan, thiét
1ap mic dinh khong dugc thay doi, tin tic s& d& dang chiém quyén diéu khién tai
nguyén mang.

MOoi trwed'ng mang tai gia khong an toan

Déi voi mot vai doanh nghiép nho, cac nhan vién thuong dem may tinh xach tay
(laptop) cua minh dén vin phong dé lam viéc. Trong moi trudng mang tai gia
dinh, ché d6 bao mat thuong rat kém hay tham chi khong c6 nhing thiét 1ap bao
vé. Do d6, nhitng chiéc laptop cta nhan vién c6 thé 1a ngudn gdc phat tan virus,
malware hay trd thinh zombie trung gian dé tin tic tan cong vao hé thbng mang
cua doanh nghiép.

Thi€u canh giac véi mang cong cong

Mot thu doan chung tin tac hay st dung dé dan du nhiing nan nhan 1a dat mat
thiét bi trung chuyén wireless access-point khong cai dat mat khau (unsecured)
roi gan mot cai nhan nhu "Mang Wi-Fi mién phi" va rung dui ngdi chd nhiing
két ndi "ngay tho" roi vao biy. Tin tic s& dung cac cong cu thau tom goi dit lidu
mang gitip nhan biét ca nhitng vin ban hay bat ky nhitng gi ma nhéan vién doanh
nghiép gd rdi giri ra ngoai.

Mat mat thiét bi di dong

Rét nhiéu doanh nghiép, thim chi gin day con c6 ca mot vai hing 16n bi thit
thoat dir liéu quan trong do mat cap may tinh xach tay, that lac dién thoai di dong
hay céc dia flash USB luu trit. Dit liéu trong céc thiét bi ndy thuong it dugc ma
hoa hay bao vé bang mat khau, rat dé dang xu Iy mot khi da so hitu chung.

Lbi tir may chii web

Hién con kha nhiéu doanh nghiép khong coi trong vi¢c dat website cua minh tai
may chu nao, mic d0 bdo mat ra sao. Do do, website kinh doanh cia doanh

nghiép s& 1a moi ngon ciia cac dot tin cong SQL Injection hay botnet.

Duyét web tran lan
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Khéng phai nhan vién vin phong nao cling di am hiéu tuong tan vé nhitng hiém
hoa rinh rap trén mang Internet nhu malware, spyware, virus, trojan... Ho ctt vo
tu truy cdp vao cac website khong xac dinh hodc bi din du click vao nhiing
website duoc tin tic bay c¢d chao don va thé 1a may tinh cua nhan vién s¢€ 1a canh
ctra giap tin tac xadm nhép vao trong mang cua doanh nghiép.

Email chira dung ma doc

Nhiing cudc gidi bom thu rac s& lam tran ngap hop thu ciia ban véi nhiing tiéu dé
hap dan nhu nhitng vu scandal tinh &i, hinh anh ndng bong hay cac 161 moi chao
kinh doanh... chi mot ca nhap chudt sai 1am thi ngay 1ap tirc may tinh s& tai vé
cic doan ma doc 1am tién dé cho hang loat phﬁn mém doc hai di sau xam nhap
vao may tinh.

Khéng va 16i bio mat

Hon 90% cac cudc tin cong vao hé théng mang déu cb ging khai thac cac 15i
bao mat d3 duogc biét dén. Mic du cac ban va 18i van thuong xuyén dugc nhiing
hang san xuét cung cap ngay sau khi 15i dugc phat hién nhung mét vai doanh
nghiép lai khong coi trong viéc cap nhat 15i thuong nhat dan dén viéc cac 15i bao
mat md toang cong chiao dén nhitng cudc tin cong.

16.2. Cdc phwong thire tin cong

16.2.1 Viruses, Worms, Trojan Horses.

Trong khoa hoc may tinh, virus may tinh (thuong duoc nguoi sir dung goi tat 1a
virus) l1a nhitng chuong trinh hay doan ma duoc thiét ké dé ty nhan ban va sao
chép chinh né vao cac dbi twong 1ay nhiém khac (file, 6 dia, may tinh ..).

Trudc day, virus thuong duoc viét boi mot sd ngudi am hiéu vé 1ap trinh mubn
ching t6 kha ndng ctia minh nén thuong virus c6 cac hanh dong nhu: cho mdt
chuong trinh khong hoat dong dung, x6a dir li¢u, lam héng b cung,... hodc gy ra
nhiing tro dua kho chiu.

Nhiing virus méi duge viét trong thoi gian gan ddy khong con thuc hién cac tro
dua hay sy pha hoai d6i may tinh cua nan nhan bj 1ay nhiém nita, ma da phan
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hudng dén viéc lay cap céc thong tin cd nhan nhay cam (cac ma so thé tin dung)
mo cua sau cho tin tac dot nhap chiém quyén diéu khién hoac céc hanh dong
khéac nham c6 lgi cho nguoi phat tan virus.

Chiém trén 90% sb virus da duoc phat hién la nhdm vao hé théng su dung hé
diéu hanh ho Windows chi don gian bai hé diéu hanh nay duoc str dung nhiéu
nhit trén thén gii. Do tinh théng dung ctia Windows nén céc tin tic thuong tap
trung huéng vao chung nhiéu hon 1 cac hé diéu hanh khac. (Ciing c6 quan diém
cho ring Windows c6 tinh bao mat khong tot bang cac hé diéu hanh khac (nhu
Linux) nén ¢ nhiéu virus hon, tuy nhién néu cic hé diéu hanh khéc ciing thong
dung nhu Windows hoic thi phan cic hé diéu hanh ngang bang nhau thi ciing
luong virus xuét hién c6 18 cling trong duong nhau).

Lwoc s cua virus

C6 nhiéu quan diém khac nhau vé lich sir cua virus dién toan. O day chi néu rat
van tat va khai quat nhitng di€ém chung nhat va, qua do, chung ta c6 thé hiéu chi
ti€t hon vé cac loai virus:

= Niam 1949: John von Neuman (1903-1957) phét trién nén tang 1y thuyét tu
nhan ban cua mot chuong trinh cho may tinh.

= Vao cubi thap nién 1960 dau thap nién 1970 d3 xuat hién trén cac may
Univax 1108 mot chwong trinh goi 13 "Pervading Animal" tu né c6 thé ndi
v6i phan sau ctia cac tap tin ty hanh. Lic d6 chwa c6 khai niém virus.

= Nam 1981: Cac virus dau tién xuat hién trong hé diéu hanh ciua may tinh
Apple II.

= Nam 1983: Tai Pai Hoc mién Nam California, tai Hoa Ky, Fred Cohen lan
dau dua ra khai niém computer virus nhu dinh nghia ngay nay.

= Niam 1986: Virus "the Brain", virus cho may tinh ca nhan (PC) dau tién,
duoc tao ra tai Pakistan boi Basit va Amjad. Chuong trinh nay nam trong
phan khai dong (boot sector) cia mot dia mém 360Kb va n6 s& 1ay nhidém
tat ca cac 6 dia mém. Day 1a loai "stealth virus" dau tién.
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» (Ciing trong thang 12 nam nay, virus cho DOS dugc khdm ph4 ra 1a virus
"VirDem". N6 c6 kha nang ty chép ma cua minh vao cac tép tu thi hanh
(executable file) va pha hoai cac may tinh VAX/VMS.

= Nam 1987: Virus dau tién tin céng vao command.com 13 virus "Lehigh".

= Nam 1988: Virus Jerusalem tan cong d@)ng loat cac dai hoc va céac cong ty
trong cac qudc gia vao ngdy tha Sau 13. Day 1a loai virus hoat dong theo
d6ng hd cua may tinh (giéng bom nd cham cai hang loat cho cing maot
thoi diém).

= Thang 11 ciing nam, Robert Morris, 22 tudi, ché ra worm chiém ctr cac
may tinh cia ARPANET, lam liét khoang 6.000 may. Motris bi phat tu 3
nim va 10.000 dollar. Mic du vy anh ta khai ring ché ra virus vi "chan
doi" (boresome).

= Nim 1990: Chuong trinh thwong mai chéng virus dau tién ra doi boi
Norton.

= Nam 1991: Virus da hinh (polymorphic virus) ra doi dau tién 13 virus
"Tequilla". Loai nay biét tu thay d6i hinh thic ciia né, giy ra sy kho khin
cho cac chuong trinh chdng virus.

= Nim 1994: Nhiing ngudi thiéu kinh nghiém, vi long t6t da chuyén cho
nhau mot dién thu canh bao tit ca moi nguoi khong mé tat ca nhiing dién
thu c6 cum tir "Good Times" trong dong bi chu (subject line) ctia chling.
Pay 1a mot loai virus gia (hoax virus) ddu tién xuat hién trén cac dién thu
va loi dung vao "tinh than trach nhiém" cua cac ngudi nhan dugc dién thu
nay dé tao ra su luan chuyén.

= Nam 1995: Virus van ban (macro virus) dau tién xuét hién trong cac ma
macro trong cac tép cia Word va lan truyén qua rat nhiéu mdy. Loai virus
nady co thé 1am hu hé diéu hanh chu. Macro virus 14 loai virus viét ra bang
ngon ngtr 1ap trinh Visual Basic cho cac ung dung (VBA) va tuy theo kha
ning, c¢6 thé lan nhiém trong cac ung dung van phong ciia Microsoft nhu
Word, Excel, PowerPoint, OutLook,.... Loai macro nay, ndi tiéng cO virus
Baza va virus Laroux, xuit hién nam 1996, c6 thé nim trong ca Word hay
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Excel. Sau nay, virus Melissa, nam 1997, tAn cong hon 1 tri¢u may, lan
truyén boi mot tép dinh kém kiéu Word bang cach doc va giri dén cac dia
chi cua Outlook trong cdc may da bi nhiém virus. Virus Tristate, nim
1999, ¢6 thé nim trong cac t&p Word, Excel va Power Point.

= Nam 2000: Virus Love Bug, con c6 tén ILOVEYOU, danh Itra tinh hiéu ki
cua moi nguoi. Pay 1a mdt loai macro virus. Pac diém 12 nd dung dudi tap
tin dang "ILOVEYOU.txt.exe". Loi dung diém yéu cua Outlook thoi bay
gio: theo mic dinh san, dudi dang .exe s& ty dong bi dau di. Ngoai ra,
virus ndy con cé mot dac tinh mo1 cia spyware: n6 tim cach doc tén va ma
nhép ctia may chil va giri vé cho tay hic dao. Khi truy ctru ra thi d6 1a mot
sinh vién nguoi Philippines. Tén nay duoc tha bong vi Philippines chua c6
ludt trung tri nhiing ngudi tao ra virus cho may tinh.

= Nam 2002: Tac gia cua virus Melissa, David L. Smith, bi xtr 20 thang tu.

= Nim 2003: Virus Slammer, mét loai worm lan truyén véi van tdc ki luc,
truyén cho khoang 75 ngan may trong 10 phut.

= Niam 2004: Danh diu mot thé hé méi cia virus 13 worm Sasser. Vi virus
nay thi ngudi ta khong can phai mo dinh kém cua dién thu ma chi can mé
14 thu 1a da cho n6 xam nhdp vao may. Cling may la Sasser khong hoan
toan huy hoai mdy ma chi lam cho may chu tré nén cham hon va doi khi
no6 lam may tu khot dong tré lai. Tac gid ciia worm nay cling 1ap mot ki
luc khac: tay hac dao (hacker) ndi tiéng tré nhét, chi mdi 18 tudi, Sven
Jaschan, nguoi Pac. Tuy vay, vi con nhé tudi, nén vao thang 7 nim 2005
nén tda 4n Plic chi phat anh nay 3 ndm tu treo va 30 gio lao dong cong
ich.

Vi kha nang ciia céc tay hacker, virus ngay ngay c6 thé xdm nhap bang cach bé
gdy cac 140 an toan cta hé didu hanh hay chui vao cac chd hd ciia cac phan mém
nhit 12 cac chuong trinh thu dién tir, r6i tir d6 lan téa khap noi theo cic ndi két
mang hay qua thu dién tir. Do do, viéc truy tim ra ngudn gbc phat tan virus s&
cang kho hon nhiéu. Chinh Microsoft, hang ché tao cac phan mém phd bién,
cling 12 mot nan nhan. Ho d3 phai nghién ctu, stra chita va phat hanh rat nhiéu

Vii Khanh Quy — Khoa CNTT — PH Su pham Ky thuiat Hung Yén 133



Vii Khanh Quy — Khoa CNTT — PH Sw pham Ky thuit Hung Yén

cac phan mém nham stra cac khuyét tat ciia phan mém ciing nhu phat hanh cac
thé hé ctia goi dich vu (service pack) nham giam hay vo hiéu hoa cac tin cong
ctia virus. Nhung di nhién véi cac phan mém cé hang tridéu dong ma ngudn thi
mong udc chiing hoan hao theo y nghia cua sy an toan chi ¢ trong 1y thuyét.
Pay ciing 14 co hdi cho cic nha san xuat cac loai phan mém bao vé c6 dit dung
vO.

Tuong lai khong xa ¢ 18 virus s& tién thém cac budc khac nhu: n6 bao gdm moi
diém manh sin co (polymorphic, sasser hay tin céng bang nhiéu cach thiec,
nhiéu kiéu) va con két hop v6i cac tha doan khac ctia phan mém gian diép
(spyware). Dong thoi né cé thé tin céng vao nhiéu hé diéu hanh khac nhau chir
khong nhat thiét nham vao mot hé diéu hanh doc nhét nhu trong trudng hop cia
Windows hién gio. Va c6 18 virus s& khong hé (tham chi 1a khong can) thay doi
phuong thire tdn cong: loi dung diém yéu ctia may tinh ciing nhu chwong trinh.

Cac khai niém c¢o lién quan

Sau may tinh(worm): 1a cdc chuong trinh cling c6 kha ndng ty nhan ban tu tim
cach lan truyén qua hé théng mang (thuong 13 qua hé théng thu dién tir). Diém
can luu y ¢ day, ngoai tac hai théng 1én may bi nhiém, nhiém vu chinh ciia worm
la pha cac mang (network) thong tin, lam gidm kha ndng hoat dong hay ngay ca
hay hoai cic mang nay. Nhiéu nha phan tich cho ring worm khéac véi virus, ho
nhan manh vao dic tinh pha hoai mang nhung & day worm dugc la mdt loai
virus dac biét.

Worm ndi tiéng nhét duoc tao bdi Robert Morris vao nam 1988. N6 ¢6 thé lam
hong bat ki hé diéu hanh UNIX nao trén Internet. Tuy vay, co6 1€ worm ton tai 1au
nhat 1 virus happy99, hay céc thé hé sau d6 cta né cé tén 1a Trojan. Cac worm
nay sé& thay d6i ndi dung tép wsok32.dll cia Windows va tu giri ban sao cia
chinh ching di dén cac dia chi cho mdi 1an gui dién thu hay message.

Phian mém ac tinh (malware): (chit ghép cua maliciuos va software) chi chung
cac phan mém co tinh nang gay hai nhu virus, worm va Trojan horse.

Trojan Horse: day la loai chuong trinh cling ¢6 tac hai twong tu nhu virus chi
khac 1a né khong ty nhan ban ra. Nhu thé, cach lan truyén duy nhét 13 thong qua
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cac thu day chuyén Dé trir loai nay nguoi cha may chi viée tim ra tip tin Trojan
horse rdi x6a né di 1a xong. Tuy nhién, khong c6 nghia 1a khong thé c6 hai con
Trojan horse trén ciing mot hé théng. Chinh nhimng ké tao ra cac phan mém nay
s& sir dung k¥ ning lap trinh ctia minh dé sao luu that nhiéu con trude khi phat
tan 1én mang. Py ciing 14 loai virus cuc ky nguy hiém. N6 c6 thé hiy 6 cing,
hay dir ligu.

Phin mém gian diép (spyware): Day 1a loai virus c6 kha ning tham nhép truc
tiép vao hé diéu hanh ma khong dé lai "di ching". Thuong mét sé chuong trinh
diét virus c6 kem trinh diét spyware nhung diét kha kém ddi véi cac dot "dich".

Phan mém quing cao (adware): Loai phan mém quang cao, rat hay co ¢ trong
cac chuong trinh cai dat tai tr trén mang. Mot s6 phan mém vo6 hai, nhung mat
s0 c6 kha nang hién thi thong tin kit man hinh, cudng ché nguo1 stir dung.

Botnet: Trudc day, loai nay thuong ding dé nham vao cac hé théng diéu khién
may tinh tir xa, nhung hién gio lai nhim vao nguoi ding.

Piéu dic biét nguy hiém 1a cac botnet dugc phoi bay tir cac hacker khong can ki
thuat 1ap trinh cao. N6 dugc rao ban voi gia tu 20USD trd 1€n cho cac hacker.
Héu qua cua n6 dé lai khong nho: mat tai khoan. Néu lién két véi mot hé thong
may tinh 16n, nd c6 thé téng tién ca mot doanh nghiép.

Nhom cua Sites & Sunbelt cung véi doi phan ing nhanh ctua cong ty bado mat
iDefense Labs d tim ra mot botnet chay trén nén web co tén 1a Metaphisher.
Thay cho cach st dung dong Iénh, tin tdc co thé sir dung giao di¢n dd hoa, cac
biéu tuong co thé thay ddi theo y thich, chi viéc dich con trd, nhan chudt va tan
cong.

Theo iDefense Labs, cac bot do Metaphisher diéu khién da 1ay nhiém hon 1 triéu
PC trén toan cau. Tham chi trinh diéu khién con mé héa lién lac giita nd va bot
"dan em" va chuyén di moi thong tin vé cac PC bi nhiém cho nguoi chii bot nhu
vi tri dia ly, cac ban va bdo mat cua Windows va nhiing trinh duy¢t dang chay
trén moi PC.

Nhitng céng cu tao bot va diéu khién dé dung trén gdp phan 1am ting vot s6 PC
bi nhiém bot dugc phat hién trong thoi gian gan day. Thi dy, Jeanson James
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Ancheta, 21 tudi, ngudi My & bang California, bi tuyén an 57 thang ti vi d3 van
hanh mot doanh nghi¢p "den" thu loi bat chinh dya vao cac botnet diéu khién
400.000 "thanh vién" va 3 tay diéu khién bot bi bat & Ha Lan mua thu nim trudc
chinh 14 trung tdm "dau nao" diéu khién hon 1,5 triéu PC!

Mic du da c6 luat dé bat nhiing t01 pham kiéu ndy, nhung do dé dang c6 duoc
nhitng cong cu pha hoai nén ludn c6 thém nguoi moi gia nhap hang ngii hacker
vi tién hay vi t0 mo.

Keylogger: 13 phan mém ghi lai chudi phim g& ctia ngudi dung. N6 c6 thé hiru
ich cho viéc tim ngudn gdc 15i sai trong cac hé thong may tinh va d6i khi duoc
dung dé do nang suat 1am viéc clia nhan vién van phong. Cac phan mém kiéu nay
rat hitu dung cho nganh luat phép va tinh bao - vi du, cung cdp méot phuong tién
dé 14y mat khau hoic cac khdéa mat ma va nhd dé qua mét duge cac thiét bi an
ninh. Tuy nhién, cac phan mém keylogger duoc phd bién rong rdi trén Internet
va bt ctr ai cling cd thé sir dung cho muc dich léiy trom mat khau va chia khoa
ma hoa.

Phishing: 1a mgt hoat dong pham td1 dung céac ky thuat ltra ddo. Ké ltra dao cb
gang Itra 13y céc thong tin nhay cam, chang han nhu mat khau va thong tin vé the
tin dung, bﬁng cach gia Ia mot nguoi hoac mot doanh nghiép dang tin cay trong
mot giao dich dién tu. Phishing thuong dugc thuc hién béng cach su dung thu
dién tir hodc tin nhéan, doi khi con st dung ca dién thoai.

Rootkit: 1a mot by cong cu phﬁn mém danh cho viéc che diu lam céc tién trinh
dang chay, cac file hoic dit liéu hé thdng. Rootkit c6 ngudn gde tir cac ing dung
tuong dbi hién, nhung nhitng nam gan ddy, rootkit da bi st dung ngdy cang
nhiéu bdi cac phan mém 4c tinh, giup ké xdm nhap hé thong giit duge dudng
truy nhap mot hé thong trong khi tranh bi phat hién. Nguoi ta da biét dén céac
rootkit danh cho nhiéu hé diéu hanh khac nhau ch?mg han Linux, Solaris va mot
sO phién ban cta Microsoft Windows. Céc rootkit thudng stra doi mot s phan
ctia hé diéu hanh hodc tu cai dat ching thanh cac driver hay cac module trong
nhan hé diéu hanh (kernel module).
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Khi hay tin CD nhac ctia Sony cai dit rookit dé gidu file chng sao chép xuat
hién vao thang 11 ndm ngodi, gio1 tin tdc han hoan va nhanh chong khai thac iing
dung ciia Sony. Phdn mém ciia Sony gidu bat ky file hay tién trinh bat dau véi
"$sys$", nhitng ké viét phan mém doc hai da doi tén file dé loi dung dic diém
nay .

Vao thang 3, nha san xuit phan mém chéng virus & Ty Ban Nha 13 Panda
Software cho biét ho dang tim bién thé cua sau Bagle cuc ky ddc hai co6 trang bi
kha ning cta rootkit. Tram trong hon, twong tu nhu cac "nha san xuat" chuong
trinh botnet, nhimg ké tao phidn mém rootkit con ban hoic phat tin mién phi cac
cong cu, giup nhitng tay viét phan mém doc hai dé dang bd sung chirc ning
rootkit cho cac virus cli nhu Bagle hay tao loai méi. Mgt dy an do Microsoft va
cac nha nghién ctru cua dai hoc Michigan thyc hién that sy mé duong cho
nghién ctru rootkit, tao ra mot phuong thirc méi gan nhu "dat" HPH chay trén
phan mém co tén SubVirt (tén ctia du an nghién ctru). HPH vén lam viéc binh
thuong, nhung "may 40" diéu khién moi tht HPH nhin thay va co thé dé dang
gidu chinh no.

May man 1a k¥ thuat nay khong dé thuc hién va nguoi dung dé nhan ra vi lam
cham hé théng va lam thay ddi nhitng file nhét dinh. Hién gi0, loai si€u rootkit
nay chi méi ¢ dang ¥ tudng, can nhiéu thoi gian trudce khi tin tic ¢ thé thyc hién
phuong thirc tin cong nay.

Phian mém tong tién (Ransomware): 1a loai phan mém 4ac tinh st dung mot hé
thong mat ma hoa yéu (phéd dugc) dé ma hoa dir li¢u thudc vé mdt ca nhan va doi
tién chudc thi mai khoéi phuc lai.

Cira hau (Backdoor): trong mot hé thong may tinh, ctra hau 1 mot phuong
phap vuot qua thu tuc ching thuc nguoi dung thong thudng hodc dé gitr duong
truy nhap tir xa téi mot may tinh, trong khi cd ging khong bi phat hién bsi viée
giam sat thong thuong. Cira hau c6 thé c6 hinh thirc mot chuong trinh dugc cai
dat (vi du Back Orifice hoac ctra hau rookit Sony/BMG rootkit dugc cai dat khi
mét dia bat ky trong sb hang triéu dia CD nhac cua Sony dugc choi trén mdt may
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tinh chay Windows), hodc co thé 12 mot stra d6i ddi voi mot chuong trinh hop
phap - do6 1a khi n6 di kém vai Trojan.

Virus lay qua passport: Loai virus nay lay qua cac thé RFID c4 nhan dé thay
d6i noi dung cua theé, budc toi ngudi dung va cb thé an cap passport. Vi song
RFID khong 13y qua kim loai nén khi khong can ding, ban nén dé trong hop kim
loai.

Virus dién thoai di dong: chi riéng hé théng PC da du lam ngudi dung dau dau,
nay lai c6 virus dién thoai di dong. Loai ndy thudng lay qua tin nhan. Mot vai
virus DTDP ciing danh sap HPH va 1am hong thiét bi. Mot s6 khac chi gay kho
chiu nhu thay ddi cac biéu tuong lam thiét bi trd nén kho sir dung. Mdt s6 it con
nham vao tién. Vi du, mot Trojan lay lan céac dién thoai & Nga gui tin nhén toi
nhing dich vu tinh tién ngudi guri.

Danh sach cac duoi tép co kha nang di truvén va bi 1y nhiém

Céc tap tin trén hé di€u hanh Windows mang dudi md rong sau cd nhi€u kha
nang bi virus tan cong.

= _bat: Microsoft Batch File (T¢p xtr li theo 10)

» _chm: Compressed HTML Help File (T¢p tai li¢u dudi dang nén HTML)
= .cmd: Command file for Windows NT (Tép thuc thi cuia Windows NT)

»= .com: Command file (program) (Tép thuc thi)

= _cpl: Control Panel extension (Tép ctia Control Panel)

» _doc: Microsoft Word (T¢p cua chuong trinh Microsoft Word)

= _exe: Executable File (T¢p thuc thi)

= _hlp: Help file (T¢p ndi dung tro gitip nguoi dung)

= hta: HTML Application (Ung dung HTML)
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= js: JavaScript File (T¢p JavaScript)

= jse: JavaScript Encoded Script File (Tép ma hoa JavaScript)
= Ink: Shortcut File (Tép dudng dan)

* .msi: Microsoft Installer File (T¢p cai dat)

= pif: Program Information File (T¢p thong tin chuong trinh)
= _reg: Registry File

= _scr: Screen Saver (Portable Executable File)

= _sct: Windows Script Component

= .shb: Document Shortcut File

= _.shs: Shell Scrap Object

= .vb: Visual Basic File

= _.vbe: Visual Basic Encoded Script File

= _.vbs: Visual Basic File

= .wsc: Windows Script Component

= wsf: Windows Script File

= _wsh: Windows Script Host File

= _{*}: Class ID (CLSID) File Extensions

Cic hinh thirc 1dy nhiém cua virus may tinh

Virus lay nhiém theo cach co dién

Céch c6 dién nhat cta su 1y nhiém, banh trudng ciia céc loai virus may tinh 1a
thong qua cac thiét bi luu trir di dong: Trudc diy dia mém va dia CD chuta
chuong trinh thuong 14 phuong tién bi loi dung nhiéu nhat dé phat tan. Ngay nay
khi dia mém rat it duoc st dung thi phuong thirc 14y nhiém nay chuyén qua cac 6
USB, céc dia ctrng di dong hoac cac thiét bi gidi tri k¥ thuat s6.
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Virus liy nhiém qua thw di¢n tir

Khi ma thu dién tir (e-mail) dwgc sir dung rong réi trén thé gidi thi virus chuyén
huéng sang lay nhiém thong qua thu dién tir thay cho cac cach 1ay nhiém truyén
théng.

Khi da lay nhiém vao may nan nhan, virus co thé tu tim ra danh sach céc dia chi
thu dién tr sdn co trong may va no ty dong giri di hang loat (mass mail) cho
nhitng dia chi tim théy. Néu cac chil nhan cua céc may nhan dugc thu bi nhiém
virus ma khéng bi phat hién, tiép tuc dé 1y nhiém vao may, virus lai tiép tuc tim
dén cac dia chi va gui tiép theo. Chinh vi vy sé lugng phat tan c6 thé tang theo
cap s6 nhan khién cho trong mot thoi gian ngan hang hang triéu may tinh bj lay
nhiém, c6 thé lam té 1iét nhiéu co quan trén toan thé gi6i trong mot thoi gian rat
ngan.

Khi ma cac phan mém quan 1y thu dién tir két hop véi cac phan mém diét virus
c6 thé khic phuc hanh dong tu giri nhan ban hang loat dé phat tan dén cac dia chi
khéc trong danh ba cua mdy nan nhén thi cha nhan phat tan virus chuyén qua
hinh thtrc tw gui thu phat tan virus bang ngudn dia chi suu tap dugc trude do.

Phwong thue lay nhiém qua thw dién tir bao gom:

Lay nhiém vao cac file dinh kém theo thu dién tir (attached mail). Khi d6 nguoi
dung s& khong bi nhiém virus cho t6éi khi file dinh kém bi nhiém virus dugc kich
hoat (do dic diém nay céc virus thuong duge "trd hinh" boi cac tiéu dé hap dan
nhu sex, thé thao hay quang cdo ban phin mém voi gia vo cung ré.)

Lay nhiém do m& mot lién két trong thu dién tir Cac lién két trong thu dién tir c6
thé dan dén mot trang web duoc cai sn virus, cach nay thudng khai thac cac 16
héng cua trinh duyét va hé diéu hanh. Mot cach khac, lién két dan t&i viée thuc
thi mot doan ma, va may tinh b1 co thé bi lay nhiém virus.

Lay nhiém ngay khi m¢ dé xem thu dién tir: Cach nay vo cing nguy hiém boi
chua can kich hoat céc file hodc mé cac lién két, may tinh d c6 thé bi 1ay nhidm

virus. Cach nay ciing thuong khai thac cac 16i cua hé diéu hanh.

Virus 1ay nhiém qua mang Internet
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Theo su phét trién rong rdi cua Internet trén thé gidi ma hién nay cac hinh thuc
lay nhiém virus qua Internet tr& thanh cac phuong thirc chinh cua virus ngay nay.

C6 cac hinh thuc 1ay nhiém virus va phan mém doc hai thong qua Internet nhu
sau:

Lay nhiém thong qua cac file tai liéu, phé”m mém: La cach lay nhiém cb dién,
nhung thay thé cac hinh thirc truyén file theo cach c6 dién (dia mém, dia USB...)
bang cach tai tir Internet, trao doi, théng qua cac phan mém...

Lay nhiém khi dang truy cdp cac trang web duoc cai dit virus (theo cach vo tinh
hoic ¢ ¥): Céc trang web c6 thé co chira cac ma hiém ddc gay lay nhiém virus
va phan mém doc hai vao may tinh ciia ngudi sir dung khi truy cép vao cac trang
web do.

Lay nhiém virus hodc chiém quyén diéu khién may tinh thong qua céc 18i bao
méat hé diéu hanh, tmg dung san c6 trén hé diéu hanh hodc phé”m mém cia hang
thir ba: Piéu nay c6 thé kho tin doi voi mot sé nguoi st dung, tuy nhién tin tic
co thé loi dung céc 16i bao mat clia hé diéu hanh, ph?ln mém sén ¢6 trén hé didu
hanh (vi du Winidow Media Player) hodc 15i bao mat cia cic phan mém cua
hang tht ba (vi du Acrobat Reader) dé 1ay nhiém virus hodc chiém quyén kiém
soat mdy tinh nan nhan khi mé cac file lién két v6i cac phan mém nay.

Bién thé

Mot hinh thuce trong co ché hoat dong cua virus 1a tao ra cac bién thé cua chung.
Bién thé cua virus 1a sy thay d6i ma nguén nham cac muc dich tranh sy phat hién
cua phﬁn mém diét virus hodc lam thay d6i hanh dong cua no.

Mot s loai virus c6 thé ty tao ra cac bién thé khac nhau gay kho khan cho qua
trinh phat hién va tiéu diét ching. Mot s6 bién thé khac xuét hién do sau khi
virus bi nhan dang cua cac phr:fln mém diét virus, chinh tac gid hodc cdc tin tac
khac (biét dugc mi cua ching) da viét lai, nang cip hodc cai tién chung dé tiép
tuc phat tan.

Virus c¢6 kha ning vo hiéu hoa phan mém diét virus
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Mot s virus c¢6 kha nang vo hi¢u hod hodc can thi¢p vao hé diéu hanh lam té liét
(mot s6) phan mém diét virus. Sau hanh dong nay ching méi tién hanh lay
nhiém va tiép tuc phat tan. Mot sd khac 1ay nhiém chinh vao phin mém diét
virus (tuy kho khan hon) hodc ngdn can sy cip nhét cua cac phén mém diét
virus.

Céc cach thirc nay khong qua kho néu nhu ching ndm rd dugc co ché hoat dong
clia cac phan mém diét virus va dugc lay nhiém hodc phat tac trudc khi hé théng
khoi dong cac phin mém nay. Chung ciing ¢ thé stra doi file hots ctia hé diéu
hanh Windows dé ngudi st dung khong thé truy cip vao cic website va phan
mém diét virus khong thé lién lac voi server ciia minh dé cap nhat.

16.2.2 Denial of Service (DoS) va Brute Force Attack

Mot cude tin cong tir chdi dich vu (tdn cong DoS) hay tan cong tir chdi dich vu
phan tan (tdn cong DDoS) 1a su ¢d gang 1am cho tai nguyén ciia mot may tinh
khong thé str dung duoc nham vao nhitng nguoi ding cta né. Mic du phuong
tién dé tién hanh, dong co, muc tiéu cua tan cong tu chdi dich vu 1a khac nhau,
nhung néi chung nd gdm c6 su phdi hop, su cd gang 4c ¥ clia mdt ngudi hay
nhiéu nguoi dé chéng lai Internet site hoac service (dich vu Web) van hanh hi¢u
qua hoac trong tat ca, tam thoi hay mot cach khong xac dinh. Thu pham tdn cong
tir chdi dich vu nham vao cac muc tiéu site hay server tiéu biéu nhu ngan hang,
cong thanh toan thé tin dung va tham chi DNS root servers.

Mot phuong thirc tin cong phd bién kéo theo su bio hoa may muc tidu véi cac
yéu cau lién lac bén ngoai, dén muc nd khong thé dap ting giao thong hop phép,
hozc dap Gmg qua cham. Trong diéu kién chung, cac cudc tin cong DoS dugc bd
sung boi ép may muc ti€u khoi dong lai hoac ti€u thu hét tai nguyeén cua nd dén
mirc n6 khong cung cip dich vu, hoic lam tic nghén lién lac giita ngudi st dung
va nan nhan.

Téan cong tu chdi dich vu dyoc luu Vv su vi pham chinh sach sir dung dung
internet ctia IAB(Internet Architecture Board). Chung ciing cdu thanh sy vi pham
luat dan su.
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Stachledraht DDo5S Attack
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Nhén dién

US-CERT x4c dinh d4u hiéu ctia mét vu tn céng ttr chdi dich vu gém co:
» Mang thuc thi cham khac thudong (m¢ file hay truy cap Website).
= Khong thé dung mot Website cu thé.
= Khong co thé truy cap bat ky Website nao
» Tang luong thu rac nhan dugc (nhu mot tran "boom mail")

= Khong phai tat cac cac dich vu ngimg chay,thdm chi d6 1a két qua cua
mot hoat dong nguy hai, tat yéu clia tin cong DoS.
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Tan cong tir chdi dich cling c6 thé dan téi van dé vé nhanh mang ctia may dang
bi tAn cong. Vi du bang thong cla router giira Internet va Lan c6 thé bi tiéu thu
boi tan cong, 1am ton hai khong chi may tinh y dinh tdn cong ma con 13 toan thé
mang. Néu cudc tdn cong dan t6i ti 1& 16n thich dang, toan bo ving dia 1y cua két
ndi Internet c6 thé bj tdn hai nim ngoai sy hiéu biét cua ké tin cong cAu hinh
chinh xéc, trang thiét bi mong manh.

Cac phuong thue tin cong

T4n cong tir chdi dich vy 1a mot loai hinh tin céng nham ngin chin nhing nguoi
dung hop 1€ dugc st dung mdt dich vu nao do. Céac cude tan cong cé thé duoc
thuc hién nhim vao bat ki mot thiét bi mang nao bao gém 1a tin cong vao cac
thiét bi dinh tuyén, web, thu dién tir va hé théng DNS.

Tan cong tir choi dich vu ¢6 thé dugc thuc hi¢n theo mdt s6 cach nhat dinh. Co
nam ki€u tan cong co ban sau day:

= Nham tiéu ton tai nguyén tinh toan nhu bing thong, dung luong dia cing
hodc thoi gian xir 1y

= Phé v& cac thong tin cAu hinh nhu thong tin dinh tuyén

* Pha v§ céc trang thai thong tin nhu viéc ty dong reset lai cac phién TCP.

= Pha v cac thanh phan vat Iy cia mang may tinh

= Lam tac nghén thong tin lién lac c6 chu dich gitra cdc ngudi dung va nan
nhan dan dén viéc lién lac gitra hai bén khong dugc thong suot.

Mot cudc tan cong tr choi dich vu ¢6 thé bao gom ca viéc thuc thi malware
nham:

= Lam qua tai nang luc xtr 1y, din dén hé théng khong thé thuc thi bat ki
mot cong viéc nao khac.

= Nhiing 16i goi tic thi trong microcode ctia may tinh.

= Nhiing 15i goi tirc thi trong chudi chi thi, dAn dén may tinh roi vao trang
thai hoat dong khong 6n dinh hoic bi do.
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= Nhing 18i c6 thé khai thac dugc ¢ hé diéu hanh dan dén viéc thiéu thén tai
nguyén hoic bi thrashing. VD: nhu st dung tat ca cac nang luc ¢ san dan
dén khong mot cong viéc thuc té nao co thé hoan thanh duge.

= Gay crash hé thong.

= Téan cong tir chdi dich vu iFrame: trong mot trang HTML c6 thé goi dén
mot trang web ndo d6 voi rat nhiéu yéu cu va trong rat nhiéu lan cho dén
khi bang thong cta trang web d6 bi qua han.

Cac vu tan cong

Ngay 10 thang 10 nam 2008, trang web Sgiay.vn chinh thirc cong nhan bi
tan cong DDOS

16.3. Cdac chinh sach bao mdt

Céch phong chéng virus va ngin chan tac hai ctia né

Cé mét cdu néi vui rang Dé khéng bi 1dy nhiém virus thi ngdt két noi khéi mang,
khéng siv dung 6 mém, 6 USB hodc copy bat ky file ndo vao mdy tinh. Nhung
nghiém tic ra thi diéu ndy cé vé ding khi ma hién nay sw tang truong sé lwong
virus hang ndm trén thé gici rat lom.

Khéng thé khing dinh chéc chin bao vé an toan 100% cho may tinh truéc hiém
hoa virus va cac phan mém hiém doc, nhung chiing ta c6 thé han ché dén tdi da
6 thé va c6 céc bién phap bao v¢ dir liéu cua minh.
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Str dung phan mém diét virus

Bédo v¢ bang cach trang bi thém mdt phan mém diét virus c6 kha nang nhan biét
nhi€u loai virus mdy tinh va lién tuc cap nhat dir li¢u dé€ phan mém do luén nhan
biét duoc cac virus moi.

Trén thi trudng hién c6 rat nhiéu phan mém di¢t virus. Mot s6 hang noi tieng viét
cac phan mém virus dugc nhi€u nguodi st dung cd thée ké dén la: McAfee,
Symantec, Kaspersky

Str dung twong lira

Tuong Itra (Firewall) khong phai mot céi gi d6 qué xa vo1 hodc chi danh cho céc
nha cung cap dich vy internet (ISP) ma mdi may tinh c4 nhan cling can phai sir
dung tudng Itra dé bao vé trudc virus va cac phﬁn mém doc hai. Khi st dung
tuong Iira, cac thong tin vao va ra d6i voi may tinh duoc kiém soat mot cach vo
thirc hodc c6 chu vy. Néu mot phﬁn mém doc hai d3 duoc cai vao may tinh cé
hanh dong két ndi ra Internet thi twong lira c6 thé canh bao gitp ngudi st dung
loai bé hodc v hiéu hoa chung. Tudng lira gitip ngin chin cac két ndi dén
khong mong muén dé giam nguy co bi kiém soat may tinh ngoai ¥ muén hoic
cai dat vao cac chuong trinh dgc hai hay virus may tinh.

Str dung tudng lira bang phan cimg néu nguoi str dung két ndi v6i mang Internet
thong qua mdt modem co chirc nang nay. Thong thuong & ché d6 mic dinh cia
nha san xuét thi chirc nang "tudng lira" bi tat, ngudi sir dung c6 thé truy cap vao
modem dé cho phép hiéu lyc (bat). St dung tudng lira bang phan cimg khong
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phai tuyét d6i an toan boi ching thudng chi ngin chin két ndi dén trai phép, do
d6 két hop st dung tudng lira bang cac phan mém.

St dung tudong lira bang phan mém: Ngay cac hé diéu hanh ho Windows ngay
nay da duogc tich hop sin tinh ning tuong lira bang phan mém, tuy nhién théng
thudng cac phan mém ciia hang tht ba c6 thé lam viéce tot hon va tich hop nhiéu
cong cu hon so voi tuong ltra phin mém sin c¢6 cia Windows. Vi du bd phan
mém ZoneAlarm Security Suite cia hang ZoneLab 1a mdt by cong cu bao vé¢ hitu
hiéu trudc virus, cac phﬁn mém doc hai, chéng spam, va tuong lua.

Cép nhit cac ban sira 16i ciia hé diéu hanh

Hé diéu hanh Windows (chiém da sé) luon ludn bi phat hién cac 16i bao mat
chinh béi su thong dung ctia nd, tin tac cod thé loi dung cac 16i bao mat dé chiém
quyén diéu khién hodc phat tan virus va cdc phan mém ddc hai. Nguoi st dung
ludn can cip nhat cac ban va 13i cia Windows thong qua trang web Microsoft
Update (cho viéc nang cdp tit ca cac phan mém cua hing Microsoft) hoic
Windows Update (chi cap nhat riéng cho Windows). Cach tt nhat hay dit ché
d6 nang cap (stra chira) ty dong (Automatic Updates) caa Windows. Tinh ning
nay chi h trg ddi véi cac ban Windows ma Microsoft nhan thiy rang chung hop
phap.

Van dung kinh nghiém sir dung may tinh

Cho du sir dung tt ca cac phan mém va phuong thirc trén nhung may tinh van co
kha ning bi 1y nhiém virus va cic phan mém ddc hai boi mau virus méi chua
dugc cap nhat kip thoi ddi véi phan mém diét virus. Nguoi stir dung may tinh can
sir dung triét dé cac chirc nang, tng dung san c6 trong hé diéu hanh va cac kinh
nghiém khac dé bao vé cho hé diéu hanh va dir liéu ctia minh. Mot sd kinh
nghiém tham khao nhu sau:

Phét hién sy hoat dong khac thuong ctia méy tinh: Pa phan nguoi st dung may
tinh khong c6 thoi quen cai dat, g& bo phan mém hodc thudng xuyén lam hé diéu
hanh thay ddi - ¢6 nghia 1a mot su sir dung On dinh - s& nhan biét dugc su thay
d6i khac thudng ctia may tinh. Vi du don gian: Nhéan thdy su hoat dong cham
chap ctia may tinh, nhan thay cac két ndi ra ngoai khac thudong thong qua tudng
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lira ctia hé diéu hanh hodc cua hang tht ba (thong qua cac thong bao héi sy cho
phép truy cap ra ngoai hoac su hoat dong khac cia tuong ltra). Moi sy hoat dong
khac thuong nay néu khong phai do phan ciing gay ra thi cin nghi ngd su xuét
hién cua virus. Ngay khi c¢6 nghi ngd, can kiém tra bang cach cap nhat dit liéu
méi nhit cho phﬁn mém diét virus hodc thu su dung mot phén mém diét virus
khac dé quét toan hé thong.

Kiém soat cac ung dung dang hoat dong: Kiém soat su hoat dong cua cac phﬁn
mém trong hé théng thong qua Task Manager hodc cic phan mém cia hing thi
ba (chang han: ProcessViewer) dé biét mot phién lam viéc binh thudng hé théng
thudng nap cac tmg dung nao, chung chiém luong bo nhd bao nhiéu, chiém CPU
bao nhiéu, tén file hoat dong 1a gi...ngay khi c6 diéu bat thudng cta hé théng (du
chua c6 biéu hién cta sy nhiém virus) ciing c6 thé c¢6 su nghi ngd va co hanh
dong phong ngira hop 1y. Tuy nhién cach nay doi hoi mot sy am hiéu nhit dinh
cua nguoi su dung.

Loai bé mdt sd tinh nang cua h¢ diéu hanh c6 thé tao diéu kién cho sy lay nhiém
virus: Theo mac dinh Windows thuong cho phép cac tinh nang autorun giup
nguoi st dung thuan tién cho viéc tu dong cai dat phﬁn mém khi dua dia CD
hoac dia USB vao hé théng. Chinh cac tinh nang nay dugc mot s6 loai virus 1oi
dung dé 1y nhiém ngay khi vira cim 6 USB hodc dua dia CD phin mém vao hé
théng (mot vai loai virus lan truyén rat nhanh trong thdi gian gan day thong qua
cac 6 USB bé“mg cach tao cac file autorun.ini trén 6 USB dé tu chay cac virus
ngay khi cim 6 USB vao may tinh). Can loai bo tinh ning nay bang cac phan
mém cua hing tht ba nhu TWEAKUI hoic sira ddi trong Registry.

St dung thém céc trang web cho phép phét hién virus tryc tuyén: Xem thém
phé”m "Phan mém diét virus truc tuyén" tai bai phﬁn mém diét virus

Bao vé dir liéu may tinh

Néu nhu khong chac chan 100% rang c6 thé khong bi 1ay nhiém virus may tinh
va cac phén mém hiém doc khac thi ban nén tu bao vé su toan ven cua dir liéu
ctia minh truéce khi dir liéu bi hu hong do virus (hodc ngay ca cic nguy co tiém
tang khac nhu sy hu hong cia cac thiét bi luu trit dir liéu ctia mdy tinh). Trong
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pham vi vé bai viét vé virus may tinh, ban c¢6 thé tham khdo céc y tudng chinh
nhu sau:

Sao luu dir liéu theo chu ky 13 bién phap ding dan nhat hién nay dé bao vé dir
liéu. Ban c6 thé thuong xuyén sao luu dir li¢u theo chu ky dén mot noi an toan
nhu: céc thiét bi nhé mé rong (6 USB, 6 cing di dong, ghi ra dia quang...), hinh
thirc nay c6 thé thyc hién theo chu ky hang tuan hodc khac hon tuy theo mirc do
cap nhat, thay ddi cua dir liéu cua ban.

Tao cac dir liéu phuc hdi cho toan hé thng khong ding lai céc tién ich sén co
ctia hé diéu hanh (vi du System Restore cia Windows Me, XP...) ma c6 thé can
dén cac phﬁn mém cula hang tht ba, vi du ban co thé tao cac ban sao luu hé théng
bang cac phan mém ghost, cic phan mém tao anh 6 dia hodc phan ving khac.

Thuc chét cac hanh dong trén khong chic chén 1a cac dit liu duge sao luu khong
bi lay nhiém virus, nhung néu c6 virus thi cac phién ban cap nhat méi hon cia
phan mém diét virus trong tuwong lai c6 thé loai bé duoc ching.
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